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GAO REPORT ON HIGH PERFORMANCE 
COMPUTERS 


WEDNESDAY, SEPTEMBER 16, 1998 


U.S. Senate, 

Subcommittee on International Security, 
Proliferation, and Federal Services, 

OF THE Committee on Governmental Affairs, 

Washi ngton, DC. 

The Subcommittee met, pursuant to notice, at 2 p.m. in room 
342, Senate Dirksen Building, Hon. Thad Cochran, Chairman of 
the Subcommittee, presiding. 

Present: Senators Cochran, Levin, and Thompson [ex officio]. 

OPENING STATEMENT OF SENATOR COCHRAN 

Senator Cochran. The Subcommittee will come to order. I apolo- 
gize for the delay in convening the hearing. We appreciate very 
much the attendance of our witnesses and welcome everyone to 
this hearing of our Subcommittee on International Security, Pro- 
liferation, and Federal Services. 

Today we are reviewing a report by the General Accounting Of- 
fice on the administration's 1995 decision to liberalize export con- 
trols on high performance computers, known as "HPCs," or "super- 
computers." 

In October 1995, President Clinton announced a broad decontrol 
of HPCs, which subsequently reduced the number of individual li- 
censes granted for supercomputer exports by almost 90 percent. 

After learning that the Russian and Chinese nuclear weapons 
complexes had obtained American supercomputers following the 
administration's change in policy. Congress acted last year to en- 
sure that the Federal Government would have a greater role in de- 
termining who would be using exported high performance com- 
puters and how they would be used in certain foreign countries 
that pose proliferation threats. 

At the same time, I asked the General Accounting Office to study 
the analysis on which the administration based its 1995 decision 
to liberalize high performance computer export controls, and to as- 
sess the soundness of the administration's current policy. This 
study can also serve as a basis for analyzing any future adminis- 
tration proposals to decontrol supercomputer exports. 

Our witnesses today include Harold J ohnson. Associate Director, 
General Accounting Office for International Relations and Trade 

( 1 ) 
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Issues, who will present the GAO's reports He is joined at the wit- 
ness table by two of his associates from GAO who directed this 
study, J ames Shafer and J effrey Phillips. 

We also have with us today Commerce Under Secretary William 
Reinsch, who will respond with the administration's view of the 
GAO report. 

I am happy to yield to the distinguished Chairman of the Gov- 
ernmental Affairs Committee, Senator Thompson, for any com- 
ments or remarks he would like to make. 

Senator Thompson. Thank you, Mr. Chairman. I think I'll wait 
and follow regular order. 

I do have to leave in about 25 mintues for a downtown meeting, 
but if we can follow the regular order, then I think I can get my 
questions in. Thank you very much. 

Senator Cochran. Thank you. Senator. 

Let me ask the Associate Director of the General Accounting Of- 
fice, Harold J ohnson, to proceed. 

STATEMENT OF HAROLD J . J OH NSON,^ ASSOCIATE DIRECTOR, 

INTERNATIONAL RELATIONS AND TRADE ISSUES, U.S. GEN- 
ERAL ACCOUNTING OFFICE, ACCOMPANIED BY JAMES 

SHAFER, NATIONAL SECURITY AND INTERNATIONAL AF- 
FAIRS DIVISION AND JEFFREY D. PHILLIPS, NATIONAL SE- 
CURITY AND INTERNATIONAL AFFAIRS DIVISION 

Mr. Johnson. Thank you very much, Mr. Chairman. We are 
pieased to be here to discuss the export controis on high perform- 
ance computers. 

As you mentioned, you had expressed concern about saies to Rus- 
sia and China and asked us to do an assessment of the basis for 
the Executive Branch's revision to HPC export controis, and to 
identify changes in iicensing activities and export enforcement re- 
quirements resuiting from these revisions. 

You aiso asked us to determine the current foreign avaiiabiiity 
of HPCs, particuiariy for countries of nationai security concern. 

Because the uniicensed exports to Russia and China that you 
mentioned were under investigation by Commerce, J ustice, and 
Customs Service, we did not specificaiiy address this matter in our 
assessment. Aiso, i wouid iike to point out that our examination 
did not determine the appropriate threshoid ieveis for controiiing 
HPCs. instead, as you requested, we evaiuated the process by 
which the Executive Branch made its decision and the adequacy of 
the information avaiiabiefor that purpose. 

Our report on the decision to revise export controis is being re- 
ieased today, as is our companion report responding to a require- 
ment of the fiscai year 1998 Nationai Defense Authorization Act. 
Therefore, my prepared statement is fairiy short and i wiii summa- 
rize our principai findings. But first, i think a iittie background 
might be usefui. 

As we have stated in previous testimony, the U.S. export controi 
system is basicaiiy about managing risk. Exports to some countries 


iQAO report entitled "Export Controls: Information on the Decision to Revise High Perform- 
ance Computer Controls," September 1998, GAO/NSIAD-98-196, submitted by M r. J ohnson, ap- 
pears in the Appendix on pa^ 54. 

2The prepared statement of M r. J ohnson appears in the Appendix on page 41. 
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involve less risk than to other countries, and exports of some items 
involve less risk than others. The President has the responsibility 
and the authority to control and require licenses for the export of 
licenses that may pose a national security or foreign policy concern, 
and he may remove or revise export controls as U.S. concerns and 
interests change. It should be noted that the law does not require 
that a foreign availability analysis be performed when deciding to 
remove or relax controls. 

In 1995, the Executive Branch conducted a review of export con- 
trols on high performance computers to determine how changes in 
computer technology and its military applications should affect 
U.S. export control regulations. This review was a continuation of 
a process that had begun in the 1980's to take into account the 
technological advances m the computer industry. And I would point 
out that as recently as 1993, the export of computers with a com- 
posite theoretic performance of 195 MTOPS were controlled. This 
was raised to 1,500 MTOPS in February, so there have been 
changes as we have progressed along that timeline. 

A key element of the Executive Branch's review was a Stanford 
University study, jointly commissioned by the Departments of 
Commerce and Defense. Among other things, the Stanford report 
stated that, first, U.S.-manufactured computers with a composite 
theoretic performance of up to 4,000 to 5,000 MTOPS were cur- 
rently widely available and uncontrollable worldwide; second, that 
computers with a performance level of up to 7,000 MTOPS would 
become widely available and uncontrollable worldwide by 1997; 
and, third, that many high performance computer applications used 
in national security programs occur at about 7,000 MTOPS, or 
above 10,000 MTOPS. 

The report also stated that it would be too expensive for the gov- 
ernment and industry to effectively control exports of computing 
systems with performance below 7,000 MTOPS, and that attempts 
to control HPC exports below this level would become increasingly 
ineffectual and an unreasonable burden on the computer industry. 

In announcing its 1996 change to export controls, the Executive 
Branch stated that one goal of the revised export control was to 
permit the government to tailor the controls to levels and licensing 
conditions to the national security or proliferation risks posed at 
specific destinations. The revised export control policy removed li- 
cense requirements for most HPC exports with performance levels 
up to 2,000 MTOPS, an increase from what I mentioned previously, 
of 1,500 MTOPS. 

The policy also organized the countries into four computer tiers, 
with each tier— after tier 1— representing a successively higher 
level of concern to U.S. security interests. 

A dual control system was established for tier 3, such countries 
as Russia and China. For these countries, HPCs of up to 7,000 
MTOPS could be exported to civilian end-users without a license, 
while exports at or above 2,000 MTOPS to end-users of concern for 
military or proliferation of weapons of mass destruction reasons did 
require a license. Exports of HPCs above 7,000 MTOPS in this cat- 
egory also required a license. 

These are shown graphically in the report on page 25 for ref- 
erence. 
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TheJ anuary, 1996 regulation also made other changes. It speci- 
fied that the exporters would be responsible for determining wheth- 
er an export license is required based on the MTOPS levels of the 
computer, screening end users and end uses for military or pro- 
liferation concerns, and keeping records and reporting on exports 
of computers with performance levels of 2,000 MTOPS. 

The 1998 Defense Authorization Act modified the regulations by 
requiring exporters to notify the Commerce Department of any 
planned sales of computers with performance levels greater than 
2,000 MTOPS to tier 3 countries, and the government now has 10 
days to assess and notify the vendor whether a proposed HPC sale 
requires a license. 

The law also now requires Commerce to perform post-shipment 
verification on all HPC exports with performance levels above 
2,000 MTOPS to tier 3 countries. 

As I indicated, one focus of our work was to assess whether the 
empirical evidence presented in the Stanford study, which was a 
key element in the decision to revise HPC export controls, sup- 
ported its conclusions. Our analysis showed that it had two signifi- 
cant limitations. 

First, the study lacked empirical evidence or analysis to support 
its conclusions that HPCs were uncontrollable based on, one, world- 
wide availability, and two, insufficient resources to control them. 

Second, the study did not assess the capabilities of countries of 
concern to use HPCs for military or other national security applica- 
tions, as required by its tasking. 

The study's principal author said that the U.S. Government data 
were insufficient to make such an assessment, and the study rec- 
ommended that better data be gathered so that such an analysis 
could be done in the future. 

Except for nuclear weapons, the Executive Branch has not com- 
pleted an assessment of the national security risks of exporting 
HPCs to tier 3 countries, and the nuclear assessment was com- 
pleted by the Department of Energy in J une of this year, more 
than 2 years after the export control policy for HPCs was revised. 

The Executive Branch has identified high performance com- 
puting as having applications in such national defense areas as nu- 
clear weapons programs, cryptology, conventional weapons, and 
military operations, and with the exception of nuclear weapons, the 
Executive Branch has not identified how and at what performance 
levels specific countries of concern may use HPCs for national de- 
fense applications, an important factor in assessing the risk of the 
sales of H PCs to those countries. 

In December of last year, the House Committee on National Se- 
curity directed the Departments of Energy and Defense to make 
that assessment. DOE's study on nuclear weapons has shown that 
nuclear weapons programs in tier 3 countries, especially in China, 
India, and Pakistan, could benefit from the acquisition of HPC ca- 
pabilities. The Executive Branch has not finished identifying how 
specific countries of concern could use HPCs for non-nuclear na- 
tional defense applications. 

Based on Commerce's view of the worldwide availability of com- 
puting power and the technological advancements in this area, the 
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Executive Branch raised the MTOPS threshold for HPCs. The 1996 
revision to export control policies had three key consequences. 

First, by increasing the performance threshold of computers that 
require license, the 1996 revision decreased the number of license 
applications from 459 in 1995 to 125 in 1997, and of approved ex- 
port license applications for HPCs from 395 in 1995 to 42 in 1997. 

Second, as I have indicated, the revision shifted some of the gov- 
ernment's end-use screening responsibilities from the government 
to the computer industry. In essence, the exporter had to decide 
whether a license was required, since the decision is made on the 
basis of end use, the end user, and a computer's performance capa- 
bility. This decision could be particularly difficult for some tier 3 
countries like China, where identifying the distinction between a 
civilian and a military end user can be very difficult. 

I n response to several allegations of improper sales to Russia and 
China, Congress partly reversed this situation by passing the fiscal 
year 1998 National Defense Authorization Act, which requires ex- 
porters to notify Commerce of all HPC sales over 2,000 MTOPS to 
tier 3 countries prior to their export. 

Third, the regulation required HPC manufacturers to keep 
records of end users of all HPC exports over 2,000 MTOPS. Based 
on our review of records provided by the manufacturers to the 
Commerce Department from J anuary 1996 through September 
1997, we noted that China ranked first in the number of HPCs ac- 
quired by tier 3 countries, having purchased a total of 77 HPCs 
during this period. These exports were all made without an indi- 
vidual license being required; in other words, they were supposedly 
to civilian end users, and below 7,000 MTOPS. Examining how 
these machines are being used, however, was beyond the scope of 
our review. 

Responsibility for post-shipment verification checks on exports 
remained with the government, but information on these exports 
reported to the government has been incomplete. Post-shipment 
verifications for computers generally have been of somewhat re- 
duced value because of how the process is implemented. First, post- 
shipment verification really only verifies the physical location of 
the HPC, not how it is used. There are some exceptions to that. 
Also, some governments, such as China, have not allowed the 
United States to conduct post-shipment verifications. 

With regard to foreign availability, we found that subsidiaries of 
U.S. computer manufacturers dominate the overseas HPC market, 
and they must comply with U.S. controls. Russia, China, and India 
have developed HPCs, but their capabilities are believed to be lim- 
ited. 

Thus, our analysis suggests that HPCs over 2,000 MTOPS are 
not readily available to tier 3 countries from foreign sources with- 
out restriction. 

Our report contained two recommendations, one that requires ac- 
tion by the Secretary of Defense and one that requires action by 
the Secretary of Commerce, with support from Defense, Energy, 
State, and the Arms Control and Disarmament Agency. 

First, we recommended that to compliment the studies under- 
taken by DOD and DOE for the House Committee on National Se- 
curity, that the Secretary of Defense should assess and report on 
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the national security threat and proliferation impact of U.S. ex- 
ports of HPCs to countries of national security and proliferation 
concern. It seems to us that this assessment should, at a minimum: 
one, address how and at what performance levels countries of con- 
cern use HPCs for military moaernization and proliferation activi- 
ties; two, whether such uses are a threat to U.S. national security 
interests; and three, the extent to which such HPCs are control- 
lable. 

Second, and these would have to come in sequence, upon comple- 
tion of that analysis we would recommend that the Secretary of 
Commerce, in conjunction with the other agencies that I men- 
tioned, jointly evaluate and report on options to safeguard U.S. na- 
tional security interests regarding HPCs. Such options should in- 
clude, but not be limited to, one, requiring government review and 
control of the export of computers at their highest scalable MTOPS 
performance levels, and two, requiring that HPCs destined for tier 
3 countries be physically modifiOT to prevent their upgrade beyond 
allowable levels. 

These are just some suggestions as to areas that ought to be con- 
sidered. There may be others. 

I would like to comment just briefly on the agency's response to 
our report. In addition to Commerce and Defense, the Departments 
of Energy and State, as well as the Arms Control and Disar- 
mament Agency, offered some views. 

Commerce said that the President's decision was intended to 
change the computer export policy from what it referred to as "a 
relic of the Cold War" to one more in tune with today's technology 
and international security environment, and was based on, one, 
rapid technological change in the computer industry; two, wide 
availability; three, limited controllability; and four, limited national 
security applications for HPCs. Commerce further stated that our 
report focused too much on how countries might use HPCs for pro- 
liferation and military uses rather than on what it called "an out- 
dated Cold War concept of foreign availability." The Department 
said that our analysis of foreign availability was too narrow and 
that foreign availability is not an adequate measure of the problem. 

Now, we agree that rapid technological advances in the computer 
industry have made the controllability of HPCs a more difficult 
problem. However, we disagree that foreign availability is nec- 
essarily an "outdated Cold War concept" that has no relevance in 
today's environment. While the threats to U.S. security may have 
changed, they have not been eliminated. Commerce itself recog- 
nized this in its March, 1998 annual report to the Congress in 
which it stated, 'The key to effective export controls is setting con- 
trol levels above foreign availability." 

Commerce also commented that the need to control the export of 
HPCs because of their importance for national security applications 
is limited. It stated that many national security applications can be 
performed satisfactorily on uncontrollable low-level technology, and 
that computers "are not a choke point for military production." 
Commerce said that having access to HPCs alone will not improve 
a country's military and industrial capabilities. 

While it may be true that many of our modern weapons systems 
were designed with less powerful computer systems. Commerce's 
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view seems to be inconsistent with the requirement for DOD to 
identify militarily-critical technologies. In assessing these mili- 
tarily-critical technologies, DOD has determined that high perform- 
ance computing is an enabling technology for modern tactical and 
strategic warfare, and also important in the development, deploy- 
ment, and use of weapons of mass destruction. 

High performance computing has also played a major role in the 
ability of the United States to maintain and increase the techno- 
logical superiority of its war-fighting support systems. DOD has 
noted in its High Performance Computing Modernization Program 
Annual Plan that "the use of HPC technology has led to lower costs 
for systems deployment and improved the effectiveness of complex 
weapons systems." 

DOD further stated that as it transitions its weapons systems 
design and testing process to rely more heavily on modelling and 
simulation, the Nation can expect more examples of the profound 
effect that HPC capability has on both military and civilian appli- 
cations. 

In DOD's comments on our report, it said that it had considered 
the threats associated with H PC exports to countries of national se- 
curity and proliferation concern. DOD referred to its identification 
of how HPCs in the United States are used for national security 
applications. 

While our report recognized that such an assessment of domestic 
uses had been done, this did not answer our concern. We reported 
that the Stanford study did not assess the capabilities of countries 
of concern, such as China, Russia, Indian, or Pakistan, to use 
HPCs for military or other national security applications, as re- 
quired by its tasking, and the Executive Branch did not undertake 
a specific threat analysis of providing HPCs to such countries. 

As we reported, the principal author of the Stanford study noted 
that no assessment had been done of the national security impact 
of allowing HPCs to go to particular countries of concern, and of 
what military advantage such countries could achieve. In fact, in 
its most recent report— its April, 1998 report— on HPC export con- 
trols, the same principal author also noted that identifying which 
countries could use HPCs to pursue which military applications re- 
mained a critical issue on which the Executive Branch provided lit- 
tle information. State, Energy, and ACDA all generally agreed with 
our report. 

That concludes my prepared statement. 

Senator Cochran. Thank you, Mr. J ohnson, for your statement 
and for your work on this report. 

With the concurrence of the distinguished Ranking Member of 
the Subcommittee, we're going to yield first to the distinguished 
Chairman of the full Committee, Senator Thompson, for any ques- 
tions or remarks he would like to make. 

OPENING STATEMENT OF SENATOR THOMPSON 

Senator Thompson. Thank you very much, Mr. Chairman. 

First of all, let's establish exactly what it is we're dealing with 
regarding these sophisticated computers and their significance with 
regard to nuclear proliferation and military uses. 
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Referring to the final paragraph on page 7 of your report, you 
say, "Prior to the Executive Branch's decision to change computer 
thresholds, scientists at the Department of Energy National Lab- 
oratories and other U.S. Government officials had accumulated in- 
formation to show how countries of concern could use HPCs to fa- 
cilitate the design of nuclear weapons and to improve advanced nu- 
clear weapons in the absence of tests of nuclear explosives. How- 
ever, this information was not used as part of the decisionmaking 
process." Is that correct? 

Mr. J OHNSON. That's what was reported to us, yes, sir. 

Senator Thompson. So the Department of Energy's report came 
down after the new rules went into effect in J anuary 1996? 

Mr. J OHNSON. Well, the report came down after the new rules 
came into effect, but the information that was available that you 
referred to was available prior to that. 

Senator Thompson. All right. 

Mr. J OHNSON. As we understand it, it wasn't necessarily put into 
the form of a report. 

Senator Thompson. So that information had been available, 
certainly 

Mr. J OHNSON. It was available, had it been sought. 

Senator Thompson [continuing]. At the time that the Stanford 
report was being written. Is that correct? 

Mr. J OHNSON. That is correct, yes. 

Senator Thompson. That these computers could facilitate the de- 
sign of nuclear weapons. 

I refer to page 17 of your report, where the Department of De- 
fense comments on this issue. It says, "Moreover, Commerce's posi- 
tion on this matter is not consistent with that of"— they're talking 
about another position of Commerce, different from the one I just 
articulated— "DOD, in its Militarily Critical Technologies List, has 
determined that high performance computing is an enabling tech- 
nology for modern tactical and strategic warfare, and is also impor- 
tant in the development, deployment, and use of weapons of mass 
destruction. High performance computing has also played a major 
role in the ability of the United States to maintain and increase the 
technological superiority of its war-fighting support systems." And 
then you go on to point out that more and more we have to rely 
upon simulation and modelling and so forth, that it is more signifi- 
cant. 

So you have got both the Department of Energy and the Depart- 
ment— when was this Militarily Critical Technologies List pub- 
lish^? 

Mr. j OHNSON. Well, they do one periodically, I think on an an- 
nual basis. 

Mr. Phillips. It's essentially on an ongoing basis, and informa- 
tion from the one during the 1995 period was carried over into 
1996. 

Senator Thompson. So this is the one that was extant at the 
time that this report was produced? 

Mr. j OHNSON. Right. 

Senator Thompson. So you have both the Department of Energy 
and the Department of Defense saying that these are computers 
that can assist people in their design of nuclear weapons and is an 
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enabling technology for modern tactical and strategic warfare and 
the use of weapons of mass destruction. 

So this is the background that we have when the administration 
decided to change the rules of the game in J anuary 1996 and to 
lower the bar and make it easier for us to export these computers? 

Mr. J OHNSON. Right. 

Senator Thompson. So the answer, as I understand it, is multi- 
fold. I am amazed that the Department of Defense is under the im- 
pression that the issue of whether or not these can be converted 
for military uses was addressed by the Stanford report, when in 
fact it obviously was not. 

Mr. J OHNSON. Well, one small part of it, I think, to give them 
their due. They did consider how HPCs were used domestically in 
our weapons system development and other aspects. But that 
doesn't convert, right. 

Senator Thompson. Well, our major concern is not in that area, 
is it? I mean, it's what China is doing with them, it's what India 
is doing with them. 

Mr. J OHNSON. The countries of concern 

Senator Thompson. That was not addressed? 

Mr. J OHNSON. That was not addressed. 

Senator Thompson. So as I understand it, they rely upon the 
Stanford study to justify what they did, a study which to me is 
pretty clearly based on commercial interests more than anything 
else, as evidenced once again by the lead of the Department of 
Commerce. But they rely on this study, and you found when you 
looked at this study, it was faulty in more than one respect. First 
of all, there is the argument that "everybody does it, everybody has 
it." You looked at the lay of the land, and first of all, there is noth- 
ing in the report— and, I take it, nothing in your conversations 
with the people who did the report— to indicate any backup or any 
basis for the conclusions that they came to. I s that correct? 

Mr. j OHNSON. The concern that we had was that there was a 
lack of empirical evidence to support the conclusions that they had 
come to. 

Senator Thompson. And when you looked at the situation, you 
found that— referring to page 12— the only global competitors for 
general computer technology are three J apanese companies, two of 
which primarily compete for sales of high-end computers, systems 
sold in small volumes and performing at advanced levels. Two of 
those companies reported no HPC exports to tier 3 countries; and 
China and Pakistan, of course, are tier 3 countries 

Mr. j OHNSON. Correct. 

Senator Thompson [continuing]. While the third company re- 
ported some exports on a regional, rather than country, basis. 
That's j apan. 

One German company sells these computers, primarily in Eu- 
rope, and has reported several sales over 2,000 MTOPS to tier 3 
countries. 

One was a British company, but this company said that it never 
sold a system outside the European Union. 

You say that a 1995 Commerce D^artment study of this global 
market showed that American dominance had prevailed at that 
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time, as well. So basically what you're saying is that America has 
the clear dominance in this area? 

Mr. J OHNSON. That's right. 

Senator Thompson. And has had for sometime? 

Mr. J OHNSON. Yes. 

Senator Thompson. And you also state, "Available information 
indicates the capabilities of China, I ndia, and Russia to build their 
own HPCs still lag well behind that of the United States, J apan, 
and European countries." Is that correct? 

Mr. J OHNSON. That is what was reported to us, right. 

Senator Thompson. Another problem you had with the report, 
besides the fact that there was not supporting documentation for 
the conclusion that this was uncontrollable and everybody has it or 
is going to soon have it, is that this report was supposed to assess 
the capability of countries of concern to use these computers for 
military purposes. That was supposed to be a part of this Stanford 
report, wasn't it? 

Mr. J OHNSON. Yes. That was one of the taskings, but we also rec- 
ognize and acknowledge that that tasking could not have been ful- 
filled because of a lack of information that only the U.S. Govern- 
ment can provide. 

Senator Thompson. Well, I understand. I'm not asking you why 
it wasn't fulfilled, I'm asking, was it supposed to be in there? And 
the answer to that is yes? 

Mr. J OHNSON. Yes. 

Senator Thompson. And the next question is, was it in there? 

Mr. J OHNSON. No, it was not. 

Senator Thompson. And the answer to that is no. In fact, in the 
report they refer to the fact that it's not in there. They acknowl- 
edge that they do not address that, and they have certain rec- 
ommendations as to what they feel needs to be done in order for 
this government to determine whether or not the countries to 
which these are being shipped could convert them for military pur- 
poses. But as far as we know, that was not done. 

Mr. J OHNSON. That has not been done, and that recommendation 
is contained in Dr. Goodman's April, 1998 study, as well. So that 
is still an area of concern. 

Senator Thompson. I notice on page 8 of your report, the DOE 
study concluded that 'The acquisition and application of these com- 
puters to nuclear weapons development would have the greatest 
potential impact on the Chinese nuclear program," 

Mr. J OHNSON. Yes. 

Senator Thompson [continuing]. "Particularly in the event of a 
ban on all nuclear weapons testing." Also, the study indicates that 
India and Pakistan may now be able to make better use of the 
HPCs in the 1,000 to 4,000 MTOPS range for their nuclear weap- 
ons programs because of the testing data that they acquired in May 
1998 from underground detonations of nuclear devices. Is that 
right? 

Mr. J OHNSON. That is correct. 

Senator Thompson. So now it appears, as of the time of this re- 
port, the opinion is that India and Pakistan can use these com- 
puters in the 1,000 to 4,000 MTOPS range for their nuclear pro- 
grams. 



11 


On page 10, where you're dealing with the fact that license appli- 
cations have declined, you say, "Also during this period, 77 HPCs 
were exported to China and 19 were exported to India, all without 
individual licenses. Most U.S. HPCs exported in this period, about 
85 percent, had performance levels between 2,000 and 5,000 
MTOPS." 

Mr. J OHNSON. Yes. 

Senator Thompson. So am I to understand that some computers 
with 2,000 and 5,000 MTOPS were exported to both China and 
I ndia? 

Mr. J OHNSON. Yes. In fact, all of the ones that were exported 
during this period of time to China and India were within that 
range, that are included in that 77. 

Senator Thompson. And that is the range that has the greatest 
potential impact on the Chinese program, and India and Pakistan 
may better use computers in that range for their nuclear weapons 
programs. I find that amazing. 

I have no further questions. 

Senator Cochran. Thank you very much, Mr. Chairman. 

Senator Levin, I'm going to call on you now, if you would like to 
proceed with your questions, then I will follow you. 

OPENING STATEMENT OF SENATOR LEVIN 

Senator Levin. Thank you, Mr. Chairman. Thank you, and I also 
have a prepared statement which I would appreciate being made 
a part of the record. ^ 

Senator Cochran. Without objection it will be printed in the 
record. 

Senator Levin. Thank you, Mr. Chairman. 

First of all, in terms of the national security questions which are 
the most significant questions, as part of the studies which you 
have done for this Subcommittee and for the Senate Armed Serv- 
ices Committee, did the GAO assess and reach a conclusion as to 
whether the 1996 restructuring of computer export controls has 
had any negative effect on U.S. national security? 

Mr. J OHNSON. We don't have that kind of capability. But what 
we looked at was whether or not the Executive Branch had per- 
formed that, and they had not. 

Senator Levin. Let me get to the DOD questions, because you 
said that they have not done it, and yet the DOD says that it did. 
In their letter to Mr. Nelson, the DOD says that 'The GAO draft 
report inaccurately states that DOD did not consider the threats 
associated with high performance computer exports. DOD did take 
into account the security risks associated with the export of HPCs 
to countries of national security and proliferation concern. DOD 
identified numerous national security applications that require var- 
ious levels of computing power, which helped to determine licens- 
ing policies for the various country groups and to establish specific 
safeguards on computer exports. Countries of greatest national se- 
curity and proliferation concern are subject to the most stringent 
licensing and safeguard requirements." 

Do you disagree with that statement of the DOD? 


iJhe prepared statement of Senator Levin appears in the Appendix on page 39. 
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Mr. J OHNSON. Yes. Substantially, what DOD is referring to are 
the analyses and the information that they provided on how HPCs 
are used for domestic— for our own weapons systems development. 
Now, when the tier system was created, they did take into ac- 
count— they had six different criteria, and took into account the po- 
tential of how a country might use an HPC, whether they were a 
member of the nonproliferation treaty, and a number of other cri- 
teria. But they did not do a specific threat analysis of how indi- 
vidual countries might use HPCs or how that might threaten our 
own national security. That's the part that was not done. 

Senator Levin. Are you disagreeing with the statement of the 
DOD which says that "the GAO draft report inaccurately states 
that DOD did not consider the threats associated with high per- 
formance computer exports." You disagree with that? 

Mr. J OHNSON. Yes. 

Senator Levin. So there's just a difference here between the 
DOD and the GAO on that specific statement? 

Mr. J OHNSON. Right. 

Senator Levin. And then it says in the next sentence, 'The DOD 
did take into account the security risks associated with the exports 
of HPCs to countries of national security and proliferation con- 
cern." On that specific sentence, do you disagree with that? 

Mr. J OHNSON. Not entirely. Like I said, they did take some as- 
pects of that into account as part of their development of the tier 
system. 

Senator Levin. On that sentence, then, you agree in part and 
disagree in part? 

Mr. J OHNSON. Right. 

Senator Levin. And on the first sentence, you say you just dis- 
agree with it. 

On the third sentence, "DOD identified numerous national secu- 
rity applications that require various levels of computing power, 
which helped to determine licensing policies for the various country 
groups and to establish specific saf^uards on computer exports." 
You disagree in part, or totally 

Mr. j OHNSON. I totally disagree with the specific words that they 
use there because, as I mentioned, they are referring to the deter- 
mination of how we use those H PCs in weapons development. 

Senator Levin. And the fourth statement in that paragraph, 
"Countries of greatest national security and proliferation concern 
are subject to the most stringent licensing and safeguard require- 
ments." Do you disagree with that? 

Mr. j OHNSON. Wdl, I really can't respond to that because, like 
I said, we didn't ourselves develop special levels. The export con- 
trols that have been established are being enforced to the extent 
that they can, but I can't comment specifically on that assertion. 

Senator Levin. OK. The next paragraph says the following, 'The 
GAO recommends that the Secretary of Defense assess how and at 
what performance levels countries of concern use HPCs for military 
modernization and proliferation activities," and then they go on to 
say, 'These factors were taken into account by DOD and the inter- 
agency process in the 1995 review of computer export controls." Do 
you disagree with that? 
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Mr. Johnson. Well, I don't know what they mean, "taken into 
account," but I do know that they didn't do an assessment of coun- 
tries of concern and how they might use high performance com- 
puters for the development of their systems. 

Senator Levin. Well, let me re-read it to you. It seems to me 
there's just a conflict on this one 

Mr. J OHNSON. Well, there may be. What I don't know is what 
they mean by they "took it into account." Did they think about it? 
We were unable to see any study, any documentation where they 
took that into account. 

Senator Levin. So you don't deny that they took that into ac- 
count, you just haven't seen the documents in which they did take 
them into account? 

Mr. J OHNSON. Yes, it's like suggesting that somebody consider 
something, and they may consider it for 30 seconds, and go on. But 
we did not see a study or an analysis that would satisfy what we 
were intending in our recommendation. 

Senator Levin. So again, I just want to be really clear on this, 
because we ought to ask the DOD these questions, Mr. Chairman. 

I would hope we would ask the DOD for the information here, be- 
cause there seems to be a conflict between the Department of De- 
fense and the GAO here, and I just want to repeat this sentence. 

Senator Cochran. We received a request to invite a witness from 
the Department of Defense. Our staff called and talked to Sandi 
Stewart over in the Secretary's office to convey that request. The 
Defense Department was unable to provide a witness, but we 
would be happy to hear from them at some future point. 

Senator Levin. Well, I don't know if anyone's here. I have no 
idea. But in any event, I think we ought to ask the Department of 
Defense that question because there is a difference here between 
the GAO and the Department of Defense. The Department of 
Defense 

Senator Cochran. We can submit that to them in letter form, 
and I will join you in the request. 

Senator Levin. All right. Because when the DOD represents here 
that it represents to you folks— that these factors— I 'd better repeat 
the whole sentence. 

'The GAO recommends that the Secretary of Defense assess how 
and at what performance levels countries of concern use HPCs for 
military modernization and proliferation activities. These factors 
were taken into account by DOD and the interagency process in the 
1995 review of computer export controls." 

It seems to me there's a conflict here between the GAO and the 
DOD, and we ought to ask the DOD what they mean because they 
obviously just differ with the GAO on this point. 

It's clear there's a difference here, isn't that right? 

Mr. J OHNSON. Yes. 

Senator Levin. Now, in terms of the DOD, they also say the 
following 

Your comment is that the Stanford University study did not in- 
corporate— did not consider certain material. 

Here's what they say about the Stanford study. They say, 'The 
Stanford University study referred to in the GAO report was just 
one of many inputs considered by the Executive Branch in its 1995 
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assessment of computer export controls. Information and analysis 
was also provided by various Defense components, as well as other 
U.S. Government agencies, including the intelligence community." 

Do you agree with that statement? 

Mr. J OHNSON. Yes, but the key component, the key study, was 
the Stanford study. 

Senator Levin. Do you know what other inputs there were from 
other U.S. Government agencies, including the intelligence commu- 
nity, on the part that the Stanford study said it did not have ade- 
quate information on? 

Mr. J OHNSON. We know that there was a study by the Institute 
for Defense Analysis, IDA, and that there were other documents 
that we reviewed that were provided to us, because we asked for 
everything, the whole range of considerations from all the agen- 
cies— not just DOD, but from Commerce and Energy as well, and 
we eval uated those. 

Senator Levin. Did that include the intelligence community? 

Mr. J OHNSON. Yes. 

Senator Levin. So you would agree, then, with the statement of 
the DOD that the Stanford University study was just one of many 
inputs, and that information and analysis was also provided by 
various Defense components, as well as other government agencies, 
including the intelligence community? 

Mr. j OHNSON. Right. 

Senator Levin. You would agree with that. 

Mr. Phillips. May I add an elaboration to that, a little more de- 
tail? 

Senator Levin. Sure. 

Mr. Phillips. There were a few items that were presented to us 
as being part of the study. One was information from the intel- 
ligence community which was largely a ranking of countries by 
general proliferation activities and concerns. There was nothing 
from the intelligence community or DOD that looked at how HPCs, 
particularly, were of a threat nature or were going to be used. So 
it was more of general proliferation activity. They looked at the ef- 
fectiveness of the export controls of different countries, that type of 
thing. 

There was another study, one from Institute for Defense Anal- 
ysis, which really talked about a technical feasibility study, on a 
very technical level, that did not seem to be a major part of the 
information in the decision. 

Finally, they alluded to some DOD analyses related to Defense 
applications. Again, there was no specific document that anyone 
provided to us to show us what that was, and the information 
seemed to overlap considerably with what was presented in the 
Stanford study. Some people told us that whatever DOD did, they 
did collaboratively with the Stanford study, and it was, again, in- 
corporated in there together. They also mentioned some Internet 
search, but they had not kept that material. 

That was about the extent of what was presented to us. 

Senator Levin. Is there certain information that the National Se- 
curity Council had that was not made available to you? 
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Mr. J OHNSON. Well, we don't know, because we asked to meet 
with a National Security Council representative on this issue and 
were told that they would not meet with us. 

Senator Levin. All right. 

You have a statement here that "We requested, but were denied 
access to, information from the National Security Council and data 
and analyses that were used in the interagency forum to reach the 
final decision to revise controls." So, according to your statement 
here, anyway, there was certain information from them that they 
would not release 

Mr. J OHNSON. That may exist 

Senator Levin [continuing]. That may exist that was not pro- 
vided to you? 

Mr. J OHNSON. Right. 

Mr. Phillips. The one point I would want to make on that, when 
we talked to the NSC representatives, they wouldn't talk to us but 
they referred us back to the agencies involved and said that they 
would have whatever analysis they were using. 

Senator Levin. Well, did they say there was no additional anal- 
ysis? Because your statement here says they would not give you 
the data and analysis that were used, it says here, in the inter- 
agency forum. So it implies that there may have been data that 
was used there other than the data that you received from the 
agencies. That's the implication here. 

Mr. Phillips. No, we have no knowledge if there was anything 
else that was used. Again, they wouldn't discuss the decision- 
making with us, so we can't say what they actually used. But as 
far as what was provided to us, or what we were referred to, again, 
they said go back to the agencies and ask them. 

Senator Levin. Did you, or could you, list for the National Secu- 
rity Council the data and analysis which you received from the 
agencies and ask them whether there was any other material 
which they used? Could you do that? 

Mr. J OHNSON. Yes, we could. 

Senator Levin. Because I think that would be useful to us, so 
that we can find out whether or not there is additional data which 
they don't wish to disclose, other than what you've already seen 
from the agencies. 

As I understand it, the DOD played a critical role in designing 
this four-tier structure, is that correct? 

Mr.] OHNSON. That's my understanding, yes. 

Senator Levin. So this was essentially a DOD design? 

Mr. J OHNSON. I'm not sure I would consider it essentially a DOD 
design. I would say it's an Executive Branch design. It was through 
an interagency process that that was done, but some of the ground- 
work was by DOD. 

Senator Levin. They support this design? 

Mr. J OHNSON. Yes. 

Senator Levin. And finally— I think I'm probably over my time, 
Mr. Chairman, I'm sorry, I haven't tracked it— in the tier 3 li- 
censes, as I understand it, if a license is granted and any of the 
agencies that are involved here, including DOD or DOE, have an 
objection to the license, there is an appeal process. Is that correct? 

Mr. J OHNSON. That's correct. 
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Senator Levin. So any one of these agencies that are involved 
here can effectively stop a sale if it doesn't approve of it, and then 
kick it up two or three levels, is that correct? 

Mr. J OHNSON. That's correct. 

Senator Levin. All right. I have additional questions but I am 
way over my time limit, Mr. Chairman. 

Senator Cochran. Let me go back if I may, Mr. J ohnson, and re- 
view the conclusions you reached about this report on which the 
administration based much of its reason for making the change in 
export control policy, the so-called Goodman Report or the Stanford 
University report that was led by Dr. Goodman. 

Your conclusion, as I understand it, is that the administration 
placed great weight on that report 

Mr. J OHNSON. Yes. 

Senator Cochran [continuing]. And that they 

Mr. J OHNSON. That was a key component of the decision process. 

Senator Cochran. That was what? 

Mr. J OHNSON. A key component, I 'm sorry. 

Senator Cochran. One could conclude that it was a very impor- 
tant part of the decisionmaking process, is that correct? 

Mr. J OHNSON. That's correct. 

Senator Cochran. And in your analysis of the Stanford study, 
you tell us in your report that there was a lack of, in your words, 
"empirical evidence or analysis" to support the conclusions reached 
by that report. Is that correct? 

Mr. J OHNSON. That's right, yes. 

Senator Cochran. Well, do you conclude, therefore, after you've 
reviewed the study and you've looked to find the evidence on which 
the policy changes were based— do you conclude that the Stanford 
study lacks credibility because its assumptions and conclusions are 
not supported by the empirical evidence or any analysis? 

Mr. J OHNSON. I'm not sure I would want to characterize it quite 
like that, but what I would say is that our conclusion is that more 
information should have been made available to the Executive 
Branch in making that decision. There should have been further 
analysis done on the cost of implementing the export controls, and 
on the aspects of controllability. The conclusion that Dr. Goodman 
came to, that certain levels were uncontrollable, simply didn't have 
the empirical data to support that. I don't want to be so harsh as 
to say it lacks credibility, but it did have those limitations. 

Senator Cochran. One example that your report points out is 
that officials could not explain nor provide documentation as to 
how they arrived at the decision to set the license requirements for 
exports of HPCs to tier 3 countries for military or proliferation end 
users at 2,000 MTOPS. 

Mr. J OHNSON. Right. 

Senator Cochran. The study concluded that the computing 
power 4,000 or 5,000 MTOPS was uncontrollable. 

Mr. J OHNSON. That's right. Essentially, we were told that that 
was an interagency process that was undocumented, and that it 
was done that way to be conservative. 

Senator Cochran. Could you tell us which administrative offi- 
cials or Executive Branch officials you are referring to? 
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Mr. J OHNSON. Wdl, we asked a number of Executive Branch offi- 
cials, but primarily in the Department of Commerce, and at several 
levels, including the higher levels in the Department of Commerce, 
Bureau for Export Administration. 

Senator Cochran. Did these officials give you any explanation 
for the recommendations that resulted in the licensing parameters 
for tier 3 countries? 

Mr. Johnson. Well, they did, in terms of the 2,000. They ex- 
plained that it was an interagency process and it was established 
at 2,000 rather than at the higher levels, to be more conservative. 
We asked for documentation to help us track through that decision- 
making process, and we were not provided documentation. 

Senator Cochran. Were you told that there was any? What was 
the response? Did you actually know of some documentation, or 
suspect that there was some? 

Mr. J OHNSON. No, we did not know of any. 

Senator Cochran. The suspicion was the other way, then, that 
there wasn't any? 

Mr. J OHNSON. Yes. 

Senator Cochran. I'm speculating, now, but 

Mr. J OHNSON. We did ask for the actual minutes of the inter- 
agency meetings and were told that there were none. 

Senator Cochran. Would it be fair to conclude that this was a 
result of the influence of the computer industry and its pressure on 
the administration to set that parameter as it was set? 

Mr. J OHNSON. I'm not sure that I would necessarily agree with 
that conclusion. I would think that if there was strong influence by 
the computer industry, that the level would have been set higher 
than at the 2,000 level. But I'm purely speculating. I can't speak 
for what was in their minds in establishing the control levels. 

Senator Cochran. You say in the report that the Stanford study 
described uncontrollability as "the relationship between the dif- 
ficulty of controlling computers, and the willingness of government 
and industry to meet the costs of tracking and controlling them." 

Mr. J OHNSON. Right. 

Senator Cochran. Does this mean that computers could be un- 
controllable, simply based on a limited willingness on the part of 
government and industry to control them? 

Mr. J OHNSON. One could certainly interpret it that way. If they 
decided that they— either government or industry— decided that 
they didn't want to spend anything on controlling HPC's, that 
would indicate an unwillingness to 

Senator Cochran. That means that based on the Stanford study, 
then— the description is that "U.S. high performance computers are 
uncontrollable." 

Mr. Johnson. Well, if the conclusion were reached that they 
didn't want to spend any money, then they clearly be uncontrol- 
lable. 

Senator Cochran. Does GAO agree with the Stanford study's de- 
scription of "uncontrollability"? 

Mr. J OHNSON. Well, in a sense we would, but we think that in 
reaching that conclusion there should be some data on how much 
is spent, what the cost is, and a comparison of cost to risk. We 
didn't see any of that in the study. 
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Senator Cochran. Your report also says, Mr. J ohnson, that the 
Stanford study was "tasked with assessing the capabilities of coun- 
tries of concern to use HPCs for military and other national secu- 
rity applications, and it did not do so." 

Mr. J OHNSON. Correct. 

Senator Cochran. Is that based on a written directive to Dr. 
Goodman from the Department of Defense and the Department of 
E nergy? 

Mr. J OHNSON. It's in the tasking, yes. 

Senator Cochran. This was in the formal letter? So this was a 
specific request that was made of the university? 

Mr. J OHNSON. That's correct. It was in its tasking, right. 

Senator Cochran. Were any officials in the Executive Branch 
able to identify for you other studies that substantially informed 
the October, 1995 decision to decontrol high performance com- 
puters? 

Mr. J OHNSON. No. 

Senator Cochran. Even though I know, as Senator Levin has 
pointed out, there is the Department of Defense letter responding 
to the report,! saying that there were other considerations. But 
even in your efforts to find out what these sources were or what 
the information was, no one ever produced anything? 

Mr. J OHNSON. That's right. When we talk about the limitations 
of that study, I think we would come to the conclusion that the 
most important limitation has to do with the lack of determination 
as to national security risks involved for providing HPCs to coun- 
tries of concern. 

It seems to us that if that analysis were made, and a decision 
is made that there are no risks, then there is no point in control- 
ling computers, regardless of the capability. There needs to be, first 
of all, the establishment of some national security reason for doing 
that, for controlling high performance computers. We see that as a 
significant limitation in the analysis. 

Senator Cochran. You use the terms in your report of 
"scalability," "upgrading," and "clustering." 

Mr. J OHNSON. Right. 

Senator Cochran. Could you tell us if there are problems associ- 
ated with these efforts and difficulties in adapting software or the 
like? 

Mr. J OHNSON. Yes, we can respond to that, but I'm going to ask 
my expert to. 

Mr. Phillips. Yes. As far as clustering goes, there is a lot of dis- 
agreement within the computer community that we came across 
about how mature that technology actually is. Clustering refers to 
linking computers together, usually by some kind of hard-wire 
interface. And the problems that come in— in theory, the more 
processors you put together, the more power you should get out of 
a computer system. But in reality, as you add more, you also have 
limitations based on the memory and on the communications speed 
between each of the processors communicating with each other. So 
in reality, when you are dealing with these systems in parallel, the 
benefit should be that they can deal with different proolems at dif- 


iJhe letter referred to, dated December 8, 1998, appears in the Appendix on page 122. 
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ferent speeds, but in reality the slowest part of the system is going 
to slow down the whole system. 

These are limiting factors in the capabilities of clustering ma- 
chines. Most people in the community think that they are not in- 
surmountable problems, and that technological advances have been 
getting better. But still, at this point, a number of people— includ- 
ing the authors of the Stanford study— did not think that clus- 
tering technology in and of itself should be driving the thresholds 
for the export controls. 

Senator Cochran. In regard to scalability, could this be detected 
in a post-shipment verification to try to determine whether or not 
these computers have been upgraded by the end user? 

Mr. Johnson. If there is ad^uate expertise by those people 
doing the post-shipment verification, it could be. The problem with 
post-shipment verifications for the most part is that people don't 
have the expertise to do that kind of testing or analysis. 

Senator Cochran. On that subject, who under the current re- 
gime is doing the post-shipment verification? The industry? Or gov- 
ernment officials? 

Mr. J OHNSON. Ordinarily it is government officials from the local 
embassy. There are teams that are sent out from Washington, 
called Special Verification Teams, and they probably would most 
likely have the capability to detect a machine that had been scaled 
up. But most of the post -shipment verifications are done by officials 
of embassies that may not have that kind of capability. So that is 
a limitation, but at the very least they know whether or not the 
machine is physically located there, so there is value to the post- 
shipment verification. 

Senator Cochran. Senator Levin, that's a good stopping place for 
me in this round, if you would like to ask additional questions. 

Senator Levin. Thank you, Mr. Chairman. J ust a few additional 
questions. 

We've gone through some of the disagreements that you have 
with the Department of Defense. In their letter— it's not dated, but 
it's about August 9 

Mr. J OHNSON. Yes, thereabouts. I think we received their letter 
a few days after we received the response from Commerce. 

Senator Levin. OK. But it's addressed to Benjamin Nelson of the 
GAO. 

Mr. J OHNSON. Yes. 

Senator Levin. We've gone through some of the disagreements 
between you and the Department of Defense. There is an addi- 
tional statement in that letter, and I want to see whether you 
agree or disagree with that one as well. 

That letter says that "We in the Department of Defense deter- 
mined that computers with performance below the current license 
threshold for tier 3 countries are widely available globally." 

That's the first one. From what you've testified to already, I take 
it that you disagree with that statement of the DOD, that com- 
puters with performance below the tier 3 license threshold are 
widely available globally. Would you disagree with that? 

Mr. Johnson. We don't have data on that, nor was data pre- 
sented in the Goodman study 
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Senator Levin. No, I mean— it says here that the DOD deter- 
mined that. Do you disagree that they determined that? 

Mr. J OHNSON. We did not see where they had made that deter- 
mination. 

Senator Levin. All right. And you yourselves have not deter- 
mined whether or not computers below the threshold level for tier 
3 are widely available globally? You have not made your own deter- 
mination of that? 

Mr. Johnson. No, but below the license level I would believe 
that they would be widely available. But we don't have that data, 
either. 

Senator Levin. We're talking about tier 3 licensing? 

Mr. J OHNSON. Yes. 

Senator Levin. So you would believe that computers below the 
2,000 level are widely available? 

Mr. J OHNSON. Probably. 

Senator Levin. OK. That would sound like you agree with them 
on that one. 

Now, on Stanford, I gather that you had some discussions with 
the Stanford study folks 

Mr. J OHNSON. Yes, indeed. 

Senator Levin [continuing]. But their response to your comments 
is not attached because it's not the practice of the GAO 

Mr. J OHNSON. We 

Senator Levin. If I could finish. 

Mr. J OHNSON. I 'm sorry. 

Senator Levin [continuing]. As I understand it, it's not the prac- 
tice of the GAO to incorporate the comments of contractors in your 
own reports, whereas you would incorporate comments of agencies 
that you're looking at? Is that accurate? 

Mr. ] OHNSON. That's generally our policy and our practice. There 
are times when we do incorporate comments of contractors. In this 
case, we didn't specifically seek written comments on our reports. 
If the Commerce Department wished to do that, that was their pre- 
rogative. 

Senator Levin. The Commerce Department could have incor- 
porated the Stanford response in their response? 

Mr. ] OHNSON. That's correct. They could have done that. I don't 
know that they did. 

Senator Levin. All right. 

Mr. ] OHNSON. But we had several discussions with the authors 
of the Stanford study and tried as best we could to reflect their 
comments in the text of our report. 

Senator Levin. Your report criticizes the Stanford study for con- 
cluding that computers in the 4,000 to 5,000 MTOPS range were 
widely available, without citing any empirical evidence for their 
conclusions. Is that correct? 

Mr. ] OHNSON. Yes. 

Senator Levin. And do they— when you talk to them, do they 
agree with you? 

Mr. ] OHNSON. They felt that the information that they had avail- 
able, working from the theoretic basis that they were working 
from, was sufficient. 
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Senator Levin. So they felt they did have adequate evidence to 
reach that conclusion? 

Mr. J OHNSON. Yes, but not specifically empirical data on what 
the installed base is at any particular level, they did not have. 

Senator Levin. J ust so that I am clear on this, they felt that they 
did have an adequate basis for their conclusion, but you felt they 
did not? 

Mr. J OHNSON. Yes. 

Senator Levin. So you disagree with the Stanford folks on that 
specific issue. 

Mr. Phillips. I'd liketo add a point on that. Senator. 

What they did feel less certain about, though, was the precision 
of their own definition of what "uncontrollable" means, and that 
was the term that they used predominantly throughout the report. 
Availability was just one aspect of uncontrollability. 

In reaching a conclusion that computers within the 4,000 to 
5,000 MTOPS range were uncontrollable, they themselves admitted 
that they did not fulfill the terms of the definition that they had 
set up to do that. 

Senator Levin. OK. 

I think it would be useful if the Commerce— I don't think the 
Commerce Department incorporated the Stanford response. I may 
be wrong on this, but if they haven't, I think it would be useful for 
the Subcommittee, Mr. Chairman, to request either the Commerce 
Department or Stanford to comment on the findings of the GAO 
relative to the Stanford study. ^ 

Senator Cochran. We have the Commerce Department rep- 
resented here today, so we can ask that question now. 

Senator Levin. All right. 

Senator Cochran. Do you want to write a letter to Stanford and 
ask them for a response to the report? 

Senator Levin. I think so. 

Mr. J OHNSON. I think that would be fair. 

Senator Cochran. Is Dr. Goodman still around? 

Mr. J OHNSON. Yes. 

Senator Cochran. He's been a witness in here, hasn't he? Not 
yet? 

Senator Levin. We have disagreements between GAO and DOD. 
We have disagreements between GAO and Stanford, and it seems 
to me we ought to give both the DOD and Stanford— ask them for 
their explanation of their position, given the GAO report. 

Thank you very much, Mr. Chairman, for doing that, and for 
holding this hearing. 

Senator Cochran. Mr. J ohnson, one of the assumptions under- 
lying the decontrol of HPCs in 1995 was that there would be wide- 
spread availability of HPCs, at least to the level of 7,000 MTOPS, 
by 1997. But according to your report, "Our analysis shows that 
subsidiaries of U.S. companies dominate the overseas sales of 
HPCs." 


iQAO responses to the comments of the Stanford Study and DOD appear in the Appendix 
on pages 104 and 121 respectively. 
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If U.S. companies dominate the overseas sale of HPCs, can there 
be widespread availability of HPCs overseas only if the United 
States elects not to control the computers? 

Mr. J OHNSON. Not on an unrestricted basis. 

Senator Cochran. The Department of Commerce suggested to 
GAO in the course of conducting this study that foreign availability 
is an outmoded Cold War concept— or that was your report? 

Mr.J OHNSON. No, that was our characterization of it. 

Senator Cochran. Right. You included that in your report? 

Mr. J OHNSON. Yes. 

Senator Cochran. Has the Commerce Department, to your 
knowledge, reported otherwise in the recent past to Congress? Or 
does GAO agree with this suggestion, that it's an outmoded Cold 
War concept? 

Mr. J OHNSON. No, we don't agree that it's an outmoded concept. 
And yes. Commerce has used that same terminology and concept, 
which is described in the Export Administration Act, in its most re- 
cent report to the Congress in March. It makes reference to foreign 
availability being established at a level above what is available in 
the market elsewhere. 

So that concept still exists. I would mention, though, that foreign 
availability— and I think I mentioned that in my statement— the 
notion of doing a foreign availability analysis is not specifically re- 
quired for relaxation of controls. That concept is used more often 
in determining that controls ought to remain on a commodity rath- 
er than being taken off. The concept still exists. 

Senator Cochran. Your report also notes that there is a German 
company that has had some sales of HPCs over 2,000 MTOPS to 
tier 3 countries. Does that, in your opinion, constitute widespread 
foreign availability? 

Mr. J OHNSON. No. 

Senator Cochran. Let me ask you how similar to the United 
States are the export control regimes of Germany and J apan for 
HPCs. 

Mr. J OHNSON. They are quite similar. 

Senator Cochran. If a German company, therefore, has made 
limited sales of HPCs capable above 2,000 MTOPS to tier 3 coun- 
tries, why don't more tier 3 countries buy computers from Germany 
instead of from the United States to avoid dealing with the U.S. 
export controls? 

Mr. J OHNSON. What we're told is that we have better technology, 
and we'll accept that. But they also would have to deal with the 
export control systems of Germany, as well. 

Senator Cochran. The report says also that "available informa- 
tion indicates that"— this is on page 13 of your report— "available 
information indicates that the capabilities of China, India, and 
Russia to build their own HPCs still lag well behind that of the 
United States, J apan, and European countries." 

For how long does GAO expect that these countries will lag be- 
hind U.S. HPC capabilities? 

Mr. Johnson. Well, we don't have information on China and 
I ndia. Russia, we were told, is 3 to 7 years behind. 

Mr. Phillips. Yes, from various sources, as little as 3 years and 
as many as 10 years, perhaps. 
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Senator Cochran. You note on page 42 in your report that you 
asked the Commerce Department to provide data to support its as- 
sertion on foreign manufacturers, but "we received no documentary 
support." What did Commerce say about this? 

Mr. Phillips. When we talked with them, they said they were 
relying largely on some HPC world market studies that had been 
done in the 1995 time period. That was the essential explanation. 

Senator Cochran. And you had requested data from the Com- 
merce Department on this subject to support its assertion? 

Mr. Phillips. That's correct. 

Senator Cochran. And that's what you got in response? 

Mr. Phillips. Yes. 

Senator Cochran. Did you get copies of the data? 

Mr. Phillips. We had those reports earlier. They had provided 
them to us at an earlier time, and we in fact even referred to them 
in our report. 

Senator Cochran. Mr. J ohnson, during the preparation of your 
report, did any U.S. exporters provide GAO with evidence of a lost 
sale due to implementation of the requirement in the recent De- 
fense Authorization Act to notify the Commerce Department of 
planned sales above 2,000 MTOPS to a tier 3 country? 

Mr. J OHNSON. No, they did not, and we queried companies to see 
if there had been an effect and we were told that nothing had 
changed. 

Senator Cochran. This is off the subject, but did you get at all 
into the recent decision that led to a fine, and an agreement to pay 
a fine, by I BM for violating export regulations? 

Mr. j OHNSON. No, we did not. That was under investigation dur- 
ing most of the course of our work, so if a case is under investiga- 
tion, we stay away from it. We are aware of the settlement that 
was reached, but 

Senator Cochran. What was the settlement, can you tell us? 

Mr. j OHNSON. As I understand it, IBM— their East European 
subsidiary— entered a plea and paid a fine of $8.5 million, which 
I understand is the steepest fine that has been levied. 

Senator Cochran. And what was that fine imposed for? What 
regulation was violated? Was it the r^ulations as decontrolled by 
the administration, as relaxed, or was it earlier regulations? 

Mr. j OHNSON. No, as relaxed. They had violate the controls in 
existence. 

Senator Cochran. The new controls? 

Mr. j OHNSON. Right. 

Senator Cochran. The new limited controls that exist for ex- 
ports? 

Mr. j OHNSON. Yes. 

Senator Cochran. OK. 

Thank you very much. If we have some other questions that we 
need to ask you to clarify provisions in the report, we will submit 
them to you. But we appreciate your doing this study and we ap- 
preciate your delivering this, and you have instructions here on 
how you can get more copies and everything, right? It's available? 

Mr. j OHNSON. Yes, on the back page. 

Senator Cochran. On the back page here. So if anybody wants 
copies for friends, that's how you can order them. 
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Thank you very much. 

Mr. J OHNSON. Thank you, Mr. Chairman. 

Senator Cochran. Our next panel is the Hon. William Reinsch, 
Under Secretary for Export Administration, U.S. Department of 
Commerce. 

Mr. Reinsch, we thank you for being here and your patience and 
your cooperation with our Subcommittee. 

You are free to proceed with any comments or statement you 
would care to make in response to the GAO report or the subject 
at hand, and then I will have a few questions for you. 

STATEMENT OF HON. WILLIAM REINSCH,^ UNDER SECRETARY 

FOR EXPORT ADMINISTRATION, U.S. DEPARTMENT OF COM- 
MERCE 

Mr. Reinsch. Thank you, Mr. Chairman. 

Let me say first that this is the third time I've been here this 
year, not counting times previous, and I want to begin by express- 
ing my appreciation for your courtesy on every occasion. We 
haven't always agreed on these things, and I have a lingering sus- 
picion that we won't agree today, but you have been on every occa- 
sion fair and generous in giving me time to present the administra- 
tion's point of view, and I want you to know that I appreciate that. 

Mr. J OHNSON. I also harbor the lingering— probably naive— hope 
that one of these days I'm going to convince you that we're right 
and you're wrong [Laughter.] 

But I suspect that will be another day. 

Mr. Reinsch. I am tempted to dump my statement and respond 
to some of the questions that were asked of the panel, but what 
I would like to do is deliver an abbreviated version of it, if I may, 
and then hope that you ask me some of the same questions that 
you asked them, because I would be pleased to respond to some of 
this. 

The debate over computer export policy has been marked by a 
good deal of smoke and heat, but perhaps not as much light as one 
could wish. I want to try today to explain our policy and its deriva- 
tions, and in doing so will comment— albeit indirectly— on the sub- 
stance of most of GAO'S comments. 

The fundamental premises of our policy are that, like it or not, 
rapid technological progress has rendered control of high perform- 
ance computers increasingly difficult, and that it is more important 
to our national security to have a healthy computer industry sup- 
plying state-of-the-art products to our military and intelligence 
services than it is to attempt to "control the uncontrollable" and 
jeopardize our companies' futures in the process. 

Four factors have shaped our thinking. 

The first is technological change. Improvements in micro- 
processor design have allowed high performance computers to be- 
come ever smaller, cheaper, and faster. At the same time, improve- 
ments in microprocessors have made routine desktop PCs capable 
of performing at what were considered supercomputer levels a few 
years ago. 


iJhe prepared statement of Mr. Reinsch appears in the Appendix on page 123. 
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The second factor is global diffusion. We must assess realistically 
our ability to control the distribution of computers when they are 
produced in the thousands, even tens of thousands, and sold from 
a variety of sources around the world. 

Third is the growth of parallel processing, which greatly in- 
creases computer performance and the concomitant ability of users 
to easily upgrade performance. 

Finally, there is our conclusion, based on our research and the 
1995 and 1998 studies, that computer power is a secondary consid- 
eration for many applications of national security concern. 

We have also kept in mind the nature of the computer market, 
which is a vital element of U.S. economic strength. We are world 
leaders in this very competitive market, with $2 billion a year in 
revenue, and this leadership helps us across the board in the infor- 
mation technology sector. The policy adopted by the United States 
in 1995 affected more than $10 billion in exports, which supported 

140.000 jobs annually. If misapplied, export controls can profoundly 
damage this important sector, put these jobs at risk, and— relevant 
to your consideration today— seriously damage our national secu- 
rity by crippling our companies, just as our national security estab- 
lishment's reliance on them is growing. 

The competitive and increasingly global market has strong impli- 
cations for controls. Roughly half the computers made in the 
United States are exported, and the sales fall in the ranges below— 
my written statement provides that. Computers up to 400 MTOPS, 
which are your standard PCs, have been sold in the millions; 400 
to 1,000 MTOPS, in the tens of thousands; 1,000 to 5,000 MTOPS, 
in the thousands range; and a few thousand computers capable of 

5.000 to 10,000 MTOPS have been sold, and some hundreds at lev- 
els beyond that. 

Some of these computers can be reconfigured by their users to 
have much higher performance, and in the future, in response to 
market demands, more and more computers will be scalable. Our 
fundamental reality is that computers which are available in the 
thousands in markets around the world cannot be effectively con- 
trolled, even if they are built in the United States or based on U.S. 
technology. The 1995 study predicted many of these developments, 
and ever^hing we have learned since then confirms them. And I 
want to emphasize that point, Mr. Chairman. 

It seems to me that the previous discussion had a certain note 
of unreality because it concerned itself primarily with whether or 
not the Stanford study presented empirical data. What GAO has 
not really commented on is a look at the marketplace in 1996, 
1997, and 1998 to see reality, because the 1995 study was pre- 
dictive. And I would suggest that if you look at reality today, you 
will find that what the 1995 study predicted came true in their as- 
sessment of what the marketplace would look like this year. It is 
confirmed by the facts of what we have right now. To me, that's 
the best empirical evidence that you have. I can address the study 
later in more detail. 

Now, on technological change particularly, the term means that 
computer performance is constantly improving, creating unavoid- 
able pressure on export controls. There are few sectors that we deal 
with where technological change has been so rapid and so dra- 
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matic. I want to make the point here that our reference to GAO 
about foreign availability being an outdated Cold War concept was 
a reference that was specifically confined to the question of com- 
puters. That is not a statement that we subscribe to as a general 
matter with respect to what we do. It is a statement that we think 
is accurate with respect to this sector. 

Five years ago, the U.S. controlled as a supercomputer machines 
with a performance of 195 MTOPS. Today's average desktop PC is 
more powerful; if you have a Pentium II in your machine, it is 
probably twice as powerful, and the software which can run on it 
is more sophisticated. 

The engine of change is the microprocessor. Computer chips are 
produced in the millions in plants in the United States and over- 
seas, and I want to emphasize this point. This discussion should 
not be about the box; it should be about the chips, because the 
chips are the critical ingredient. You are all familiar with Moore's 
Law, which states that the performance of chips doubles every 18 
months. These performance increases are the result of both im- 
proved design and improved manufacturing techniques. As of Au- 
gust, 1998, chips capable of roughly 500 MTOPS alone are being 
produced in the millions, and chips capable of 1,800 MTOPS are 
being produced in the tens of thousands. Although the United 
States is the most advanced producer, plants around the world can 
make these chips. Within 12 months, if industry projections are 
correct, we can expect to see chips capable of 2,000 MTOPS entered 
into mass production. It happens, Mr. Chairman, that I have one 
of them with me. For the record, this little goodie is smaller than 
the size of my fingernail. This is IBM's latest announced chip, a 
copper-based chip, which operates at 1 gigahertz, or 1,000 mega- 
hertz. It is scheduled to start going into IBM's product line toward 
the end of next year or in early 2000. It will probably start in the 
RS-6000 workstation line and mainframe server lines, which are 
the kinds of technologies that we are talking about in this debate. 
Thereafter, it and chips like it will start to appear in our PC server 
line. The actual MTOPS rating of this chip is proprietary, but I can 
tell you that it will operate at well over 2,000 MTOPS, and that's 
a single chip. 

In addition, I can tell you that advances in processor design, and 
also advances in semiconductor process technology, will allow Intel 
to create processors with double their current MTOPS rating of ap- 
proximately 500 MTOPS today, to over 1,000 MTOPS by early 
1999. Intel will be able to provide specific information about these 
developments next year. Much of the details of these things, includ- 
ing the exact ratings, are proprietary. 

Other technological changes have made it easier to upgrade per- 
formance. These include the increased sophistication of software, 
which is very important here, including for clustering, and the in- 
creased availability of interconnect technologies which offer sub- 
stantial improvements in performance and which may allow num- 
bers of low level workstations to be clustered together to give high 
performance. The spread of parallel processing, which allows many 
microprocessors to work simultaneously on the same problem, has 
also reduced the controllability of high performance computers. 
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You may have read, Mr. Chairman, of several recent occasions in 
which the "encryption community," if you will, announced success 
in breaking 56-bit encryption. One of the devices that they used in 
the first contest was, essentially, parallel processing, to get thou- 
sands of computers working together in a coordinated fashion to at- 
tack a particularly complicated problem. 

Another element of technological change could be called attain- 
able performance, or scalability, which you alluded to earlier. Man- 
ufacturers have sought to build platforms which can be easily up- 
graded through the addition of new boards. This allows users to 
buy computers at one performance threshold, and then increase the 
performance later through upgrades. Some computers are designed 
to allow these upgrades to be performed without even turning off 
the machine, and with system software that automatically adjusts 
to the higher performance levels. The result is that it is possible 
to buy a number of systems that perform well below 2,000 MTOPS, 
or even below 1,000 MTOPS, and thus do not require a license for 
export, and then upgrade these machines to 5,000 or 6,000 MTOPS 
or more. 

Now, on foreign availability, the availability of high performance 
computers built by foreign manufacturers with foreign parts and 
technology was a key determinant of our export policy during the 
Cold War. We believe for computers it now makes little sense and 
is of secondary importance in determining policy. We cannot real- 
istically control the many thousands of U.S.-made computers sold 
freely in Europe, Asia and elsewhere. Many countries we sell to do 
not have re-export controls; in fact, the New York Times recently 
quoted an official from a close European ally as saying that they 
advise their exporters to ignore U.S. re-export controls. We know 
there is a flourishing market in second-hand high performance 
computers overseas; some can be ordered directly over the I nternet. 

I n fact, Mr. Chairman, I asked one of my staff to do a little surfing. 
We've been able to come up with a substantial number of web sites 
here, including sites in the Netherlands, Canada, Austria, and 
Israel, all of which offer for sale substantial numbers of computers, 
many of them in excess of 2,000 MTOPS. 

Now, as a result, even though the United States today dominates 
the market for high performance computers, there is a performance 
threshold below which we cannot realistically expect to maintain 
control of computers unless we restrict sales to everybody, includ- 
ing our closest allies. That is why we have focused on control- 
lability— whether licensing can be effective in restricting access to 
HPCs. The studies in 1995 and the new one in 1998 suggest that 
HPCs are becoming less and less controllable because they are be- 
coming smaller, cheaper, more powerful, and more reliable, requir- 
ing less vendor support. The availability of fast, well -designed 
microprocessors has allowed manufacturers to build more and bet- 
ter computers. Machines capable of 4,000 to 5,000 MTOPS are 
small and easily transportable. Computers well above 2,000 
MTOPS are freely available on the global secondhand market, as 
I just alluded to. We cannot realistically expect to keep the organi- 
zations responsible for weapons development in states of concern, 
organizations that are technically sophisticated and well funded 
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and which enjoy strong government support, from clandestinely ob- 
taining computers with a performance much below 10,000 MTOPS. 

Let me also make the point, Mr. Chairman, that one of the other 
problems with the old standard of foreign availability is its basis 
of searching for comparable quality and sufficient quantity, as the 
basis for availability. The point when it comes to proliferation isn't 
sufficient quantity. In order to determine availability, we don't 
have to determine that the Chinese have an industry that can com- 
pete with IBM or HP or SGI. The Chinese need four or five, or 
maybe ten, computers to meet a lot of their proliferation ne^s. 
That doesn't require a full-scale industry that is competitive with 
ours in third markets. It requires the capability to produce those 
machines at a small scale, and perhaps significant expense. But 
that's very different from the statutory definition. 

In addition, let me say, in our judgment computers are not a 
"choke point" for military production. High performance computers 
have attained a symbolic importance in our export control debates 
which their real utility may not warrant. The fundamental premise 
of critics of our policy is that high performance computers are es- 
sential for making advanced weaponry. We believe this is wrong. 
The weapon systems found in the U.S. arsenal today— the tanks, 
the airplanes, the missiles, the ships— were built with computers 
whose performance was below 1,000 MTOPS. These were the 
supercomputers of the 1980's, but today you can find more capable 
machines on many office desktops. 

We have found that the amount of computing power needed to 
design and manufacture modern weapons, once you get over a few 
hundred MTOPS, is not significant. For example, the level of com- 
putational power used to develop all the bombs in the current U.S. 
nuclear arsenal is less than that found in many workstations. 
Other factors— skill in software design, access to sophisticated 
manufacturing techniques, experience in building weapons, and 
good test data— are much more important than a high performance 
computer. 

To say that this is an enabling technology, which is what the 
MCTL does, which is what GAO commented on, is very different 
from saying that this is a choke point. 

There are a number of national security applications— precise 
weather forecasting; computational fluid dynamics, and particle dy- 
namics in particular, which is what happens when you set off an 
explosion or what happens when you set off a chemical weapon and 
where do the particles go— which are areas where high-level com- 
puting power are significant, and our policy attempts to identify 
those and, where possible, protect them. This differs from those 
who have argued that high performance computers will give coun- 
tries like China the ability to leap forward in military production. 
HPCs no doubt provide some incremental benefit, as would a wide 
range of items, but we do not believe that they constitute a choke 
point in weapons development and, as stated previously, even if 
they did, there are serious limitations on our ability to control 
them at all but the highest levels. In fact, none of the proliferation 
regimes— the Missile Technology Control Regime, the Nuclear Sup- 
pliers Group, or the Australia Group, which controls chemical and 
biological items— consider computers important enough to control. 
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The only regime which controls computers is the Wassenaar Ar- 
rangement, which inherited the olcl economic warfare controls 
aimed at the Soviet Union. In the end, these controls did not work 
very well in preventing the Soviet Bloc from getting its hands on 
widely-available computers. They were helpful in keeping big ma- 
chines that require extensive support out of enemy hands, but they 
failed to stop computers available in the thousands, sold freely at 
relatively low prices around the globe without significant vendor 
support. 

We would do well to remember this lesson, because what we are 
experiencing now, as demonstrated in both the 1995 study and the 
1998 study, and what anybody in this industry will tell you, is es- 
sentially an acceleration in the rate that ever-higher performing 
computers are becoming available. In other words, we have con- 
trolled the high end; we can still control the high end. But whereas 
that high end used to be measured in hundreds of MTOPs, now it 
is measured in ten thousands of MTOPS. 

Maintaining our status as world leader in information technology 
and computer manufacturing is critical to both our economic 
growth and our national security. Exports account for roughly half 
the revenues of U.S. computer companies. Ill-advised export con- 
trols would put this vital sector at risk, and at the same time com- 
promise our security by making it harder for the Pentagon to ob- 
tain the cutting edge technology it needs. Events since 1995 have 
confirmed that we are on the right course, and I hope the Congress 
will support the administration as it moves into a new review of 
control parameters. 

Now, let me emphasize that final point, Mr. Chairman, because 
that was mentions in the previous dialogue. In fact, the proposal 
that the President adopted in 1995 was the recommendation of the 
Department of Defense. There were other recommendations made 
by other agencies; it was the Department of Defense recommenda- 
tion that everyone coalesced around and supported, and it was the 
one that the President adopted. 

Now, the Department of Defense is in the best position to explain 
to you why they came to that conclusion, and I can add my own 
thoughts. But let me put in my own words a little bit of what I 
think their reasoning is. 

They have realized that as warfare becomes more electronic- 
based— meaning not only smart bombs and electronic-based weap- 
ons systems, but also more sophisticated command and control and 
communications— their reliance on high performance computers is 
ever increasing and becoming much more important. They also 
know that they don't buy enough to keep any of these companies 
in business. Military business for these companies is less than 10 
percent of their total business. 

What the Pentagon figured out in 1995, and what is reflected in 
its letter embodied in the GAO report, and what they still believe 
based on my most recent discussions with them, is that the most 
useful thing they can do to make sure that they have access to cut- 
ting edge technology, to make sure that their weapons systems and 
C3 facilities are generations ahead of everybody else's, is to have 
a strong, healthy domestic computing industry, which means one 
that is successfully exporting, because that's where they make their 
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money. And the money they make there, they plow back into R&D, 
which is of direct ben^it to the Pentagon. 

In closing, Mr. Chairman, I would ask your indulgence and ask 
to submit into the record an article which I want to commend to 
everyone's attention, which I think is quite thoughtful. It's in the 
current issue of Foreign Affairs magazine. It's by Michael Hirsh, 
who is a reporter for Ne/vsweek, and it's entitled 'The Great Tech- 
nology Giveaway?" with a question mark after it, and it is one of 
the best dissections that I've seen of what has happened to the 
economy as it is globalized, and what has happened to the relation- 
ship between our military and our defense establishment and our 
intelligence establishment, and the civilian sector of the economy. 
Whereas in the 1960's and 1970's you had MILSPEC and military 
technologies driving the train of R&D, now it is reversed. It is the 
civilian sector that is driving the train and the military that is buy- 
ing commercial off-the-shelf items, which means the health of these 
sectors is critical— not just for jobs, which I care about and you 
care about— and not just for the economy, but for our national se- 
curity. If the companies whose representatives are in the back of 
the room here go broke, the biggest loser is the Department of De- 
fense, not the Chinese. 

With that, I am happy to answer your questions. 

Senator Cochran. Thank you very much. 

The article by M ichael H irsch you referred to will be made a part 
of the hearing record.^ 

To what extent have the changes that the Congress recently 
made affected the ability of our computer industry to make sales 
in the foreign markets? Do you know of any downturn in sales that 
could be attributed to the changes that the Congress made? 

Mr. Reinsch. We have not specifically asked them that question, 
Mr. Chairman, and I would recommend that you do. I don't know 
of any in particular. I would say that as far as the 10-day notifica- 
tion process is concerned, as a process matter, it appears to be 
working; that is, companies are submitting notifications and agen- 
cies are responding within the timeframe, and the system appears 
to be going forward. The objection rate, if you will, has been steady 
from the beginning at around 15 or 16 percent, and a little higher 
in some cases and lower in other cases. That seems to be going for- 
ward. 

What I can tell you happens is that when there is an objection, 
that then converts that notification into an application for an indi- 
vidual license, which means that it takes a much longer time. We 
are discovering that most of them are being returned without ac- 
tion because we don't have sufficient information in order to proc- 
ess an individual application. And what we are then finding is that 
many of them are not coming back; that is, the company is just 
folding and not going forward. Whether that is because it's too 
much trouble, whether it's because the sale went away anyway, 
whether it's because it was a shaky sale and they didn't think they 
could get it approved, I couldn't tell you. But I can just say, that's 
one of the results that we've noticed. 


iJhe article referred to from Foreign Affairs magazine by Michael Hirst, appears in the Ap- 
pendix on page 126. 
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Senator Cochran. What about the review of a sale after it has 
been consummated? There is a process now where you have people 
from embassies around the world going in and checking to see if 
the end use is what you expected it to be, and the end user is who 
you expected it to be. How is that working? Are there problems 
there that need to be discussed? 

Mr. Reinsch. The problem that we will ultimately encounter, 
Mr. Chairman, is volume, because we were tasked to visit every 
one of them without regard to whether or not it made sense to visit 
every one of them. And I can give you an illustration. 

A number of these, particularly— and when I say every one of 
them, every one at tier 3; I don't mean the other tiers— a lot of 
these are sold, not all of them, in fact a declining portion, but a 
number of them are sold under warranty or with established ven- 
dor support or with a relationship where something breaks, they 
call up the American company and they go out and examine it and 
fix it. 

I n a number of cases where we've had some questions about the 
nature of the end user, one of the things we've done is consult with 
the companies, and we discovered that they very recently— within 
2 or 3 weeks, often— have made a warranty visit or a r^air visit 
and have been able to provide us some reassurance as to both the 
location of the computer and its use, without us visiting it. Yet, 
we're going to have to visit all those anyway. 

Senator Cochran. You're not taking their word for it, are you? 

Mr. Reinsch. No, we're not taking their word for it. The law 
doesn't permit us to take their word for it. But I will tell you that, 
from the standpoint of management, with limited resources and 
limited people, I would be inclined to put those at the bottom of 
the list, and put at the top of the list the ones where we have no 
feedback from companies, that are more problematical. 

Now, in point of fact our obligation statutorily stems from those 
sold since November 19, 1997, which is a smaller portion of the 
universe. We have, I believe— and I can't speak for the last few 
days— I believe we've conducted about 66 post-shipment visits in 
tier 3 countries. Let me put it this way: All of those have checked 
out favorably with the exception of one, which was not a Chinese 
case. But I would prefer not to go into detail about that one in pub- 
lic session. 

Senator Cochran. Do you think that's a useful thing to do, given 
the fact that we have seen some situations, particularly in Russia, 
with the computers winding up in the weapons laboratories. Where 
a Russian official, the Minister of Atomic Energy, almost gloated 
over the fact that they had obtained these high performance 
computers 

Mr. Reinsch. Let me say first, Mr. Chairman, that, of course, 
was in our judgment an outright violation of our rules, not some- 
thing that fell between the cracks. We thought our rules were 
clear, and they were violated, and that relates to the settlement in 
the one case that you referred to earlier. 

We have always felt that post-shipment visits are a useful en- 
forcement tool. We have used them in the past on a wide variety 
of merchandise and we intend to continue to use them, because we 
think that they provide a lot of information. While on computers 
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GAO makes a valid point— certainly, what they tell you is whether 
it's still there; that's the most obvious thing they tell you— and 
while it is also true that without someone specially trained in com- 
puters, you might not learn a lot more about exactly what the ma- 
chine is being used for, I can tell you two other things. 

First, our people are being trained; in fact, we have a group of 
about 55 of them in town who are being trained tomorrow on this 
very subject. 

Second, without going into a lot of detail in open session, I can 
tell you that the encounters that we have in these visits give us 
a great deal of information above and beyond the mere physical 
presence of the item. 

My objection to the provision is based not on the concept but on 
the flat requirement that we visit every one of them, whether we 
believe it makes sense from a management and control perspective 
or not. My enforcement people tell me that they would much prefer 
to be able to exercise some judgment and visit more intensively the 
ones that they think are problematical and deserve visits, and not 
have to waste time and money going to places where a vendor that 
we have confidence in was there 2 weeks ago, or where we have 
other means of ascertaining what that computer is for. They don't 
have that choice, and as you know from this list of tier 3 countries, 
these places are not all easy to get to. These are expensive visits. 
And if I sent somebody out for 6 weeks on a Safeguards mission 
to do 20 of these, you're talking about $30,000 or $40,000 when you 
add up the air fares and hotel bills and per diem and all the other 
stuff. 

We're going to do the best we can because the statute requires 
us to, but that's our problem with it. 

Senator Cochran. Is there any limitation in the statute in terms 
of the time within which the visit has to be conducted? I don't re- 
call there being. 

Mr. Reinsch. No, sir, there is not. And our general practice is 
not to arrange the visit until sometime after it arrived, because it 
would be stupid to show up before it was installed. Our general 
rule of thumb is, I think, to make those requests between 4 and 
8 months after we've ascertained that it has arrived. 

Now, in the case of computers, what we have put into place is 
essentially a double reporting system. That is, under the current 
system, notifications have to be reported to us, as you pointed out, 
under the law. A notification doesn't constitute a sale, and these 
things often fall through, even after they've been notified. We get 
notified on specs, sometimes. So our enforcement agents also re- 
quire companies to notify us of actual sales, actual deliveries, and 
we base our visiting requirements on those reports, not on the noti- 
fication reports. 

Senator Cochran. Can you tell us the extent to which you have 
encountered difficulty of access? Are some countries just saying 
that you can't have access? 

Mr. Reinsch. I think with respect to the one I alluded to, that 
was part of the problem. I think there is another case where one 
is pending that we have not yet received an answer, or we may 
have gotten an adverse answer. 
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I n the case of China, which you may be building up to, as of the 
President's summit we have an agreement with them on this 
issue— which is not computer-specific— and we have thus far put 
forward one computer post-shipment request, and the nature of the 
agreement gives us a certain amount of time to put that request 
forward, which we did, and gives them a certain amount of time 
to respond, and we're in the middle of that time period right now. 

We have put other post -shipment visit requests forward to the 
Chinese on non-computer items and they have agreed to permit 
those visits, and those visits have been performed successfully and 
favorably. So I have every expectation that they will agree to our 
computer requests and that they will be performed. 

Senator Cochran. I did notice that it was advertised, after the 
recent visit to China by the President, that there was a computer- 
specific— I thought— agreement that would permit us to have ac- 
cess or information that we otherwise didn't have. 

It says, "Press reports indicated an agreement was reached that 
would allow the United States to conduct computer PSVs." Does it 
provide for anytime, anywhere PSVs in China? Or if not, what does 
the agreement permit, if you know? 

Mr. Reinsch. First of all, it is not exclusive to computers. It in- 
cludes computers, but we insisted that it cover anything else we 
want to look at, because we have other problems with the Chinese 
besides computers, as you well know. 

It sets up rules. The basic one is a question of sovereignty, and 
frankly, it's the same rule we would impose on countries seeking 
to do the same thing here; we have to get the government's permis- 
sion. So we can't just show up at the factory door and say, "Sur- 
prise." We have to get the government's permission. We have to 
ask within a certain period of time, and then they have a certain 
period of time to respond and to arrange the visit and conduct the 
visit. Thus far I believe they've accompanied us on the visits. I be- 
lieve that's their current preference. 

The ministry in question that is controlling all this is undergoing 
a substantial reorganization, and, we're told, a reduction in staff of 
approximately 47 percent, which is significant, so it's a little dif- 
ficult to say exactly what impact that is going to have on this. 

We have some things that we would like to do to this agreement 
to broaden it a bit, which I would prefer to discuss with you pri- 
vately and which I'm happy to do. TheJ oint Commission on Com- 
merce and Trade, which is a joint meeting which happens annually 
between the Secretary of Commerce and his counterpart— and this 
is the ministry which does this in China— is meeting in Wash- 
ington in late October and this issue is on the agenda. The Chinese 
agreed to come here for a week-long seminar on export controls in 
April. They did so; they appeared; they agreed to invite us for a re- 
turn this fall. We will be going later in the fall. This is a relation- 
ship that is a work in progress, and we do have further agenda 
items we want to get from them. 

Senator Cochran. Well, that's encouraging. I think progress is 
being made and we ought to continue to pursue that. 

The report that we are talking about today, I think, can be sum- 
marized in this way. The GAO says that the decision that was 
made by the administration to decontrol high performance com- 
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puter exports was really subject to challenge on three grounds: 
First, that it was based on the Stanford study, which lacked empir- 
ical evidence or analysis to support its conclusions that HPCs were 
uncontrollable; second, that there would be widespread availability 
of foreign high performance computers; and third, that the admin- 
istration did not undertake a threat analysis of providing HPCs to 
countries of concern. 

I want to give you an opportunity, if you can, to give us your re- 
action to those three bases of criticism. 

Mr. Reinsch. First, I guess, Mr. Chairman, empiricism is in the 
eye of the beholder. I am familiar with the 1995 study. I think the 
1998 study is much more detailed. But I think it provided a good 
bit of data and information with respect to the state of the com- 
puter industry worldwide. It did not assert— and we don't assert, 
although we would differ somewhat with GAO— we don't assert 
that there is indigenous production of computers that compete suc- 
cessfully with American computers in China or India or in other 
countries that you might name. 

I think we would assess the level of production of those com- 
puters in China as somewhat higher than GAO would, but I would 
recommend you consult with the intelligence community on that 
because they do have information that discusses the state of the 
computer industry in those two countries. 

And I would urge you to keep in mind what I said previously. 
The issue isn't whether they compete with I BM ; the issue is wheth- 
er they can make a dozen of them. There were statements by some 
Indian officials after their nuclear tests that they were employing 
Indian computers to analyze those test results, which I think sug- 
gests that they have some capability— or at least they say they 
have some capabi I ity. 

I think the study has plenty of data about the state of the art 
and empirical data. I think the 1998 study has more. I would point 
out that in fact the authors of the study have substantial propri- 
etary data that they were not permitted to put into either study 
because it was provided confidentially by individual companies who 
gave them quite a bit of information about actual activities, sales, 
and competition. They were not permitted to provide it, but that 
information exists; the authors have some of it, and we have some 
of it. 

On the second issue of availability and controllability, as I've 
made clear, I think we have a disagreement with GAO over what 
the relevant standard is. My judgment of their report on that point 
is that they've asked the wrong question; they probably provided 
the right answer to the wrong question. If you use the statutory 
standard, it is probably a fair judgment to say that availability is 
not there, there is not foreign indigenous production in comparable 
quality and sufficient quantity so as to offset the effectiveness of 
our controls. 

Our point is a better term, and this is not 180 degrees different. 
This is a 40 degree difference, or maybe 50. Our term is control- 
lability, by which we mean the ubiquity of the ingredients and the 
technology. As I said in my testimony, Mr. Chairman, the secret 
here is the chips, it's not the box. It's the ability to take a lot of 
these things that I have now put away, a lot of these chips, to- 
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gether to operate quickly and successfully as a high performance 
computer. What a high performance computer is, is a computer 
that has more processors working faster than a PC. There are a lot 
of ways to put those together. Chips have been effectively decon- 
trolled, except at very high levels, since 1989, as I recall. There are 
lots of people in the world who make chips, not just American com- 
panies. There are a lot of American companies overseas that make 
chips; there are other American companies that make clone chips 
or clone PCs. 

What you are seeing in this industry is the same thing that you 
have seen in the textile industry, the automobile industry, the tele- 
vision industry, a host of industries over the last 40 years. Devel- 
oping countries come in at the low end; they make the basic chips. 
Maybe they stole the design, maybe they licensed it, who knows, 
and they make low-end products and they gradually work their 
way up the value added chain. And that's happening in this sector 
no differently than it has happened in all the other sectors I just 
named, and I know that there a lot of people in your State that 
know about moving up the value added chain in a number of those 
sectors. 

This is no different. Part of our concern here is that we lead the 
world in these computers, particularly at the high end. A viable 
competitor is the j apanese. And we're proud of that, and we want 
to keep it that way. What I would say is, if you tie our guys' 
hands— and you have not suggested doing that— but if the Con- 
gress or our controls were to tie our producers' hands and say "You 
can't sell in such-and-such a market" through one means or an- 
other, what will happen, I would say, is that in 9 to 12 months you 
will have the Koreans, the Taiwanese, and a variety of European 
nations competing at the high end, because you will have opened 
the door and made it economically viable for them to do that. It is 
not economically viable for them to do that now because they don't 
produce products that are as good as ours at this end, and they 
don't have any particular economic incentive to go to the high end. 

If you create the economic incentive by knocking us out of the 
market, then you are handing them the market, and that goes back 
to controllability. These things are out there. They can make these 
products. 

So we would submit that the GAO has asked the wrong question, 
albeit having come up with the right answer. The studies asked the 
right question, and if you want empirical data, look at the market- 
place, invite some of the people in the back row up to talk and tell 
you what's going on in the marketplace, and you will see that what 
Goodman said in 1995 has happened. That's the best empirical in- 
formation that I can find. 

Now, the last point is the most interesting one, which is the 
question of whether we performed a national security effects anal- 
ysis. I guess I would say a couple things about that. I would make 
the point that Senator Levin made; the Department of Defense ar- 
gues that that was taken into account, and I think that's right. I 
think if you want to talk to the Department of Defense, that would 
be a constructive thing to do. They are the agency that is most re- 
sponsible for making those judgments, and they indicated that they 
have done so. My recollection of the interagency discussion sug- 
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gests that they made clear that the levels of decontrol that they 
were proposing— or liberalization that they were proposi ng— was 
consistent with their sense of what the security threats were. And 
they can elaborate on that. 

Let me also say that I would disagree with the GAO in the order 
of events. Mr. J ohnson said, "We ought to look at national security 
first, and then figure out what can be controlled." And I will say, 

I think, to the extent the administration did something differently, 

I would acknowledge that we did it in reverse order. We asked our- 
selves first, what is controllable? Then we said, let's look at the na- 
tional security issues. Because I am perfectly willing to tell you— 
and this is not a surprise, nor is it a revelation— if you want to look 
at nuclear weapons design, you can do nuclear weapons design on 
a PC. You can do nuclear weapons design on a PC in your office. 
So if you ask me, is there an adverse national security impact of 
selling PCs, the answer is yes. 

But that debate reminds me a little bit about this guy I was 
reading about the other day who got frustrated over all the hoopla 
about the movie Titanic, so he printed out 500 T-shirts that said, 
"It sank. Get over it." [Laughter.] 

This debate is a little bit like that. This technology is out of the 
box. We can perform a national security analysis, for example, on 
computers below 2,000 MTOPS, and we can tell you that, yes, 
those exports are going to have an adverse national security impact 
here and here and here and here and here. It's kind of an arid dis- 
cussion because there's not an awful lot we can do about it. 

What we can do about it is not stop it for all the reasons I out- 
lined in my testimony. What we can do about it is make sure we 
stay aheaci of the curve, and that we're prepared to deal with the 
consequences of that. And GAO missed that entire point. 

Senator Cochran. Well, you've given a very spirited defense of 
the liberalization of export controls 

Mr. Reinsch. This comes from the heart, Mr. Chairman. 

Senator Cochran. I can tell you're sincere about that, and I re- 
spect that. I think it also means, though, that because we are see- 
ing an evolution of technology in many areas, and this is just one 
of them, we have to be very determined in our effort to do what 
we can do to safeguard America's security interests, and we can't 
just ignore the fact that we have an obligation. I think that na- 
tional security is the highest priority of our government, that the 
agencies that have the responsibility of enforcing our laws on this 
subject have the obligation to do the best thw possibly can with 
the resources they have, to see that they faithfully carry out these 
laws. 

For that reason, I was interested in what is being done to carry 
out the change in the law that the Congress approved on this sub- 
ject. There are many who remain concerned that the policy is 
flawed and that we could do a better job of controlling the sale of 
these H PCs to countries that we know are going to use them to im- 
prove the capabilities of their nuclear weapons or their missile sys- 
tems, particularly if we think that they can proliferate these sys- 
tems to countries that are emerging as threats to our national se- 
curity interests. I am thinking right now of North Korea, for exam- 
ple; Iran is another example, countries that have expressly prom- 
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ised to either destroy the United States or kill Americans or the 
like. This is a situation that makes this a very, very dangerous 
world. I know we can't pass a statute or an amendment to a law 
and end it or make it right or fix it, but we do have an obligation— 
and I know you agree with this— to continue to work as hard as 
we can to be sure that our policies and our export laws are con- 
sistent with that national security interest, as well as our economic 
interest. We are interested here in having a regulatory environ- 
ment that permits our businesses to flourish, to grow, to expand, 
to remain the best in the world, the most advanced in the world. 
We're all for that; I'm certainly for that. It is good to have this 
interaction, I think, and this discussion of these competing inter- 
ests and how we sort them out. 

We will continue to work with the Department of Commerce and 
with you and with GAO and with the Department of Defense and 
others to try to do our part to help make sure we do our part to 
help make sure we do a good job of preventing the proliferation of 
weapons and the means of developing those weapons that threaten 
our security interests. 

We thank you for your continued cooperation and we will stay in 
touch with you. If we have any other questions of you, we will sub- 
mit them for the record. 

Mr. Reinsch. Thank you, Mr. Chairman. It's always a pleasure 
to be here. I 'll be glad to come back if you want. 

Senator Cochran. Thank you very much. Our hearing is ad- 
journed. 

[Whereupon, at 4:15 p.m., the Subcommittee was adjourned, to 
reconvene at the cal I of the Chair.] 
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In the two years since the Clinton Administration modified regulatory restrictions on 
computer exports, American exports of high performance computers have surged. In 1996 and 
1997, American companies have sold over 3600 high performance computers overseas, meaning 
computers that have the capability to perform 2,000 or more MTOPS, or million theoretical 
operations per second. 2,000 MTOPS is about the level of computing capability needed to tun a 
hotel reservation system. 

Some say these sirrging exports are good news for American workers, American high 
technology jobs and the American economy. And overall, I think they are right. But others 
point out that this good news must be tempered by concern about whether these computer 
exports may be affecting our national security. That is the subject of today’s hearing, which is 
the second this Subcorrunittee has held on national security concerns associated with exporting 
U S. computers to other countries. 

In 1996, the Clinton Administration revamped the system we have for controlling 
computer exports. The previous system was a simple one: any computer capable of performing 
over a certain level could not be exported without an individual export licerrse. But the level set 
was equivalent to the computing capability of the average desktop computer, which meant that 
our computer companies were battling red tape chasing an export license for each routine 
computer they wanted to sell abroad. 

The revision, which was the product of extensive interagency efforts, substituted firr the 
across-the-board approach a graduated system of increasingly stringent export controls focused 
most on countries whose possession of high performatKe computers might raise national security 
concerns. The result is a four-tier system. Tier 1. which covers our closest allies, eliminates 
virtually all licensing requirements for exports to the covered countries. Tier 2, which includes 
countries that are fiiendly but less close to the United States than those in the first tier, imposes 
limited controls on exports of more powerful computers. Tier 3, which covers countries that 
raise proliferation and national security concerns such as China, Russia, India and Pakistan, 
imposes still more stringent export controls that take into account both the computing power of 
the machine being exported and the nature of the end-user. Tier 4, which covets countries 
suspected of terrorism, imposes a ban on computer exports fiom the United States. In addition. 
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the Administration reserves the right to block any computer export involving an end-user raising 
proliferation concerns. 

This system, which became effective in January 1996, was the subject of debate in 1997, 
when questions were first raised ^out whether it adequately protects our national security. 
Congress declined to make major changes, and instead fine-tuned the new system with 
legislation added to the DOD authorization bill. The fine-tuning, among other measures, requires 
the President to provide advance notice to Congress before altering the setup of the four tiers, 
and requires exporters to provide advance notice of certain computer exports to Tier 3 countries 
so that any of five agencies may object to the export and impose a formal licensing requirement. 

The resulting system is complex and still fairly new. Less than a year has passed since 
the fine-tuning in 1997. Nevertheless, it is not too soon to begin to analyze how it is performing 
and whether it adequately protects our national security. 

The General Accounting Office report released today provides information that tells part 
of the story. Statistics compiled by GAO tell us, for example, that of the 3600 high performance 
computers exported in 1996 and 1997, about 2800 or 72% went to our friends and allies in Tier 
1. Five countries in particular were our biggest customers, Germany, the United Kingdom, 

Japan, South Korea and France. These countries also bought the most powerfiil machines fixjm 
us. The statistics gathered by GAO also tell us that most of the computers we exported, about 
85%, were in the lower to mid range of capability, from 2,000 to 5,000 MTOPS. 

The statistics also show that about 5% of the total were exported to Tier 3 countries like 
China and Russia. That includes 77 high performance computers exported to China and 28 to 
Russia. I understand the bulk of these computeis went to entities like banks, telephone 
companies, and railroads or to conduct oil exploration. But we’ve also heard reports about three 
instances in which computers exported to China or Russia were diverted to possible military use. 
The computer exported to China has since been returned to the United States, while those sent to 
Russia are still unretumed after more than one year of negotiation and criminal investigations 
into what happened. These 3 instances provide reminders of the stakes involved in exporting 
hi^ performance computers to countries that raise national security concerns. 

In its report, GAO recommends that the Department of Defense perform a new national 
security analysis of the exports that have taken place since the new controls were put in place, to 
determine how they are working and whether changes are needed. 

I look forward to hearing fix)m GAO and the Department of Commerce on these issues 
and commend the Chairman for his leadership in examining these important matters. 



41 


GAO 


United States General Accounting Office 

Testimony 

Before the Subcommittee on International Security, 
Proliferation, and Federal Services, Committee on 
Governmental Affairs, U.S. Senate 


For Release 
on Delivery 
Expected at 
2:00 p.m.. EDT 
Wednesday. 
September 16. 1998 


EXPORT CONTROLS 

Changes in Controls Applied 
to the Export of High 
Performance Computers 


Statement of Harold J. Johnson, Associate Director, 
International Relations and Trade Issues, National Security and 
International Affairs Division 



GAOfr-NSIAD-98-2SO 





42 


Mr. Chairman and Members of the Committee: 

We are pleased to be here today to discuss export controls on high performance 
computers (HPCs). Since January 1996, when the executive branch raised the thresholds 
of computer performance for which exporters must obtain a license, several unlicensed 
HPCs were exported to Russia and Chirta, including some sent illegally to a Russian 
nuclear weapons laboratory. You expressed concern about these sales, and asked us to 
(1) assess the basis for the executive branch's revision of HPC export controls and (2) 
identify changes in licensing activities and export errforcement requirements resulting 
from the revision. You also asked that we determine the current foreign availability of 
HPCs, particularly for coimtiies of national security concern. Because the unlicensed 
exports to Russia and China were under investigation by Commerce, Justice and the 
Customs Service, we did not specifically address this matter durirrg our assessment Also, 
it is important to note that we did not determine the iqrpropriate thresholds for 
controlling HPC exports, but instead, as you requested, we evaluated the process by 
which the executive branch made its dedsiorrs and the adequacy of the information it had 
available for this purpose. 

Our report on the deddon to revise HPC export controls is being released today,' as is 
our companion report re^ronding to Section 1214 of the Fiscal Year 1998 National 


' Export Controls: Information o n the TWisInn to Revise High Performance Computer 
Controls (GACVNSIAD-98-196, Sept 16, 1998). 
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Defense Authorization Act;Hherefore, my prepared statement will summarize our principal 
findings. However, to facilitate an understanding of the issues, I believe that a brief 
background may be usefiiL 

RACKOROIIND 

As we have stated in previous testimor^r,’ the U.S. export control system is about 
maitaging risk; exports to some countries involve less risk than to other countries and 
exports of some items involve less risk than others. The President has the responsibility 
and authority to control and require licenses for the export of items that may pose a 
national security or foreign policy concern, and he may remove or revise erqport controls 
as U.S. concerns and interests change.* It should be noted that the law does not require 
that a foreign availability* analysis be performed when deciding to remove or relax export 
controls. 


^ Export Controls: National Security Issues and Foreign Availability for High Perfonna nce 
Oomnuter Exports (GACVNSIAD.98-200, Sept 16, 1998). 

*ExDort Controls: Issues P elafed tn rommereial nommimicaHoiui Satellites (GACVT- 
NSIAD-98-208, June 10, 1998) 

*In this report, revision of export controls refers to removal of Ucensitig requitements for 
groups of countries based on the performance levels of HPCa. 

‘The Export Administraticm Act of 1979, as amended, describes foreign avaUability as 
goods or technology available without restriction to ctmtroUed destitudhms barn sources 
outside the United States in sufficient quantities and comparable quality to diose 
produced in the United States so as to tender the contrrds ineffective in achieving their 
purposes. 
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In 1995, the executive branch conducted a review of export controls on computer exports 
to determine how changes in computer technology and its military applications should 
affect U.S. export control regulations. This review was the contintiation of a process 
begun in the 1980s to take into account the technological advancements in the computer 
industry. It may be useftil to note that as recently as 1993, the export of computers with 
a composite theoretical performance of 195 millions of theoretical operations per second 
(MTOPS)’ were controlled. This was raised to 1,500 MTOPS in February 1994. 

A key element of the executive branch review was a Stanford University study, jointly 
commissioned by the Commerce and Defense Departments.^ Amortg other things, the 
study concluded that (1) U.S.-manufBCtuted computer technology with a composite 
theoretical performance of up to 4,000 to 5,000 MTOPS were currently widely available 
and uncontrollable worldwide, (2) computers with a performance level of up to 7,000 
MTOPS would become widely available and uncontrollable worldwide by 1997, and (3) 
many HPC implications used in U.S. national security programs occur at about 7,000 
IdTOPS and at or above 10,000 MTOPS. The study also concluded that it wotdd be too 
expensive for government and industry to effectively control erqports of computing 


*111101% is the composite theoretical performance of a computer measured in millions of 
theoretical operations per second. In principle, hi^er MTOPS indicates greater raw 
performance of a computer to solve computations quickly, but not the actual perfoimance 
of a given machine for a given ampUcaliotL 

’Building on the Baacs: An Examination of High-Performance Computing Export Control 
Policy in the 1990's. Seymour Goodman, Peter Wolcott, and Grey Burkhart, (Center for 
Intematioiud Security and Arms Control, Stanford Univetsity, November 1995) 
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systems with performance below 7,000 MTOPS, and that attempts to control HFC exports 
below this level would become increasingly ineffectual, and would unreasonably burden a 
vital sector of the computer industry. 

In atmoundng its January 1996 change to HPC controls, the executive branch stated ttud 
one goal of the revised export controls was to permit die government to tailor ctmtrol 
levels and licensing condititms to the national security or prcdiferatlon risk posed at a 
qiecific destination. Ihe revised export control policy removed license requirements for 
most HPC exports with performance levels up to 2,000 MTOPS-an increase bom the 
previous level of I, BOO MTOPS. Ihe policy also organized countries into four 'computer 
tiers,' with each tier alter tier 1 representing a successively hi^er level of concern to 
U.S. security interests. A dual<ontrol system was established for tier 3 countries, such as 
Russia and China. For these countries, HPCs up to 7,000 MTOPS could be exported to 
civilian end users without a license, ediile exports at and above 2,000 MTOPS to end 
users of concern for military or proliferatitm of weapons of mass destruction reasons 
required a license. Exports of HPCs above 7,000 MTOPS to civilian end users also 
required a license. 

The January 1996 regulation also made other changes. It qpedfied that exporters would 
be responsible for (1) determining whether an export license is requited, based on the 
MTOPS level of the computer; (2) screening end users and end uses for military or 
proliferation concerns, and (3) keeping records and reporting on e:q>otts of computers 
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with performance levels of 2,000 MTOPS.’ The Fiscal Year 1998 National Defense 
Authorization Act (Public Law 105-85) modified the 1996 revisions by requiring exporters 
to notify the Commerce Department of any plaiuied sales of computers with performance 
levels greater than 2,000 MTOPS to tier 3 countries. The government has 10 days to 
assess and object to a proposed HPC sale. The law also now requires Corrunerce to 
perform postrshipment verifications (PSV) on all HPC exports with performance levels 
over 2,000 MTOPS to tier 3 countries.* 

SUMMARY 

As I indicated, one focus of our work was to assess whether the empirical evidence 
presented in the Stanford study-a key element in the decision to revise HPC export 
controls- supports its conclusions. Our analysis ^owed that it had 2 significant 
limitations. First, the study lacked empirical evidence or analysis to support its 
conclusion that HPCs were uncontrollable based on (1) worldwide availability and (2) 
insufficient resources to control them. Second, the study did not assess the c^abilities 
of countries of concern to use HPCs for military and other ruoional security applications, 
as required by its tasking. The study's principal author said that U.S. government data 


* In addition to die standard record-keeping requirements, the regulation added 
requirements for the date of the shipment, the name and address of the end-user and of 
each intermediate consignee, and the aid use of each exported computer 

*The Commerce Department promulgated regulaticHis implementing the law on February 
3, 1998. 
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was insufficient to make such an assessment, and the study recommended that better 
data be gathered so that such an analysis could be done in the future. 

Except for nuclear weapons, the executive branch has not completed an assessment of 
the national security risks of exporting HPCs to tier 3 countries, and the nuclear weapons 
assessment was completed by the Department of Energy in June 1998, more than two 
years after the export control policies for HPCs were revised. The executive branch has 
identified high performance computing as having applications in such national defense 
areas as nuclear weapons programs, cryptology, conventional weapons, and military 
operations. However, except for nuclear wetgions, the executive branch has not identified 
how and at what performance levels specific countries of concern may irse HPCs for 
national defertse appUcations-an important factor in assessing risks of HPC sales. 

In December 1997, the Hotrse Corruruttee on Natiortal Security directed the Departments 
of Ektergy and Defense to assess the national security impacts of HPC sales to tier 3 
countries. DOE's study on nuclear wes^ns shows that nuclear weapons programs in tier 
3 countries, especially those of China, India, and Pakistan could benefit Atom the 
acquisition of HPC capabilities. The executive branch has not yet finished identiQdng 
how specific countries of concern would use HPCs for normuclear national defense 
applications. 
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Nonettieless, based on i(s wew of the woridwide arailability of computing power and the 
technological advancements in this area, the executive branch raised the MTOPS 
thresholds for HPC ergrart controls. The 1996 revision to HPC export controls had three 
key consequences. 

- First, by increasing the performance thresholds for computers ttiat require a license, 
the 1996 revisions decreased the number of license implications &om 459 in fiscal year 
1995 to 125 in 1997 and of ^proved export license applications for HPCs from 395 in 
fiscal year 1996 to 42 in 1997. 

- Second, the revision shifted some of the government's end use screening 
responsibilities from the govenunent to the computer industry, hi essence, the 
exporters had to decide whether a license was required since the decision is made on 
the basis of the end use, the end user, and the computer performance capability. This 
decision could be particularly difficult for exports to a tier 3 country, like China, 
where identifying the distinction between a civilian and military end user can be very 
difficult In response to several allegations of improper sales to Russia and China, 
Congress partly reversed this situation by passing the Fiscal Year 1998 National 
Defense Authorization Act, which requires exporters to notify the Commerce 
Department of all HPC sales over 2,000 MTOPS to tier 3 countries prior to their 
export 
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- Third, the regulation required HPC manufacturers to keep records of the end users of 
all their HPC exports over 2,000 MTOPS. Based on our review of records provided by 
the manufacturers to the Commerce Department from January 1996 through 
September 1997, we noted that China ranked first in the number of HPCs acquired by 
tier 3 countries, having purchased a total of 77 HPC's during this period. Ihese 
exports were all made without an individual license being required. Examining how 
these machines are being used was beyond the scope of this review. 

Responsibility for PSV checks on exports remained with the govenunent, but information 
on these exports reported to the govenunent has been incomplete. PSVs for computers 
generally have been of reduced value because of how this process is implemented. First, 
PSVs verify the physical location of an HPC, but not how it is used. Also, some 
governments, such as Chirta, have not allowed the United States to conduct PSVs. 

With regard to foreign availability of HPCs,'“ we found that subsidiaries of U.S. computer 
manufacturers dominate the overseas HPC market and they must comply with U.S. 
controls. Russia, China, and India have developed HPCs, but their ciq>abilities are 
believed to be limited. Thus, our analysis suggests that HPCs over 2,000 MTOPS are not 
readily available to tier 3 countries from foreign sources without restriction. 


‘“We used the description of foreign availability described in footnote 4 as our criteria. 
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The report contains two recommendations; one that requires action by the Secretmy of 
Defense, and one that requires action by the Secretary of Commerce with support Itom 
Defense, Energy, State, and the Arms Control and Disarmament Agency. 

FTrst, we recommended that to complement the studies undertaken by DOD and DOE for 
the House Committee <m National Security, the Secretary of Defense assess mid report on 
the national security threat and proliferation impact of U.S. exports of HPCs to countries 
of national security and proliferation concern. This assessment, at a minimum, should 
address (1) how and at what performance levels countries of concern use HPCs for 
military modernization and proliferation activities; (2) whether such uses are a threat to 
U.S. national securi^ interests; and (3) the extent to which sudi HPCs are controllable. 

Second, upon completion of the analysis suggested in our first recommendation, we also 
recommended that the Secretary of Commerce, in conjunction with the other agencies I 
mentioned, jointly evaluate and report on options to safeguard U.S. national security 
interests regarding HPCs. Such options should include, but not be limited to, (1) 
requiring government review and control of the export of computers at their highest 
scalable MTOPS performance levels and (2) requiring that HPCs destined for tier 3 
countries be physically modified to prevent upgrades beyond the allowed levels. 
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I would tdso like to comment JuM briefly on the agencies' resptmse to our report to 
addition to Commerce and Defense, the Departments of Energy and State, and the Arms 
Control and Disarmament Agency (ACDA) offered their views. 

Commerce said that the President's decision was intended to change the computer export 
policy from what it referred to as 'a reUc of the Cold War to cme more in tune with 
today's technolc^ and international security enviroiunent,* and was bi^ on (1) rapid 
technological changes in the computer industry, (2) wide availability, (3) limited 
controllability, and (4) limited national securi^ ^plications for HPCs. Ccanmerce hirther 
stated that our report focused too much on how countries might use HPCs for 
proliferation or ndlitary purposes and on what it called an outdated Cold War ccmcqrt of 
tmeign avidhtoillty*. The Department said that our analysis of foreign availability was 
too narrow, and that foreign availability is not an adequate measure of the problem. 

We agree that t^>id technological advancements in die computm' industry have made the 
controllability of HPC exports a more difficult problem; however, are disagree that foreign 
availability is an outdated Cold War concept diat has no relevance in today's environment 
While threats to U.S. security may have changed, diey have not been diminated. 
Commeice itadf recognized this to its March 1996 annual report to the Ctmgresa which 
stated that 'Ihe key to effecdve eifport cmtiols is setting control levds above &»dgn 
availability.* Moreover, the concept of fordgn availability) as opposed to Ctnnmaceh 
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notion of 'woridwide* availability, is still described in the Export Administration Act and 
Ebcport Administration Regulations as a factor to be considered in export control policy. 

Commerce also commented that the need to control the export of HPCs because of their 
importance for national security applications is limited. It stated that many national 
security tqrplications can be performed satisfactorily on uncontrollable low-level 
technology, and that computers are not a 'choke point* for military production. 

Commerce said that having access to HPCs alone will not improve a country's military- 
industrial capabilities. 

Commerce offered no q)ecific evidence to support this point of view, moreover, its view 
seems to be inconsistent with the requirement for DOD to identify militarily critical 
technologies. In assessing these militarily critical technologies, DOD has determined that 
high performance computing is an enabling technology for modem tactical and strategic 
warfare and is also important in the development, deployment, and use of weapons of 
mass destruction. High performance computiitg has also played a iiugor role in the ability 
of the United States to maintain and increase the technological superiority of its war- 
fighting support systems. DOD has noted in its High Performance Computing 
Modernization Program annual plan that the uae of HPC technology has led to lower costs 
for system deployment and improved the effectiveness of complex weapons systems. 

DOD further stated that as it transitions its weapons system design and test process to 
rely more heavily on modeling and simulation, the nation can expect many more 
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examples of the profound effects that the HPC capability has on both militaiy and civilian 
lytplications. 

In its comments on our report, DOD said that it had ccmsideted the threats associated 
witti HPC etqtorts to countries of nationai security and proliferation concern. In this 
context, DOD referred to its identification of how HPCs in the United States are used for 
national security applications. While our report recognized that such an assessment of 
domestic uses had been done, this did not address our concern. We rqmrted that (1) file 
Stanford study did not assess the capabilities of countries of concern, such as China, 
Russia, India or Pakistan, to use HPCs for military and other natiotud security 
applications, as required by its tasking, and (2) the executive brandi did not undertake a 
threat analysis of providing HPCs to such countries of concern. As we reported, the 
principal author of the Stanford study noted that no assessment had been done of the 
national security impact of allowing HPCs to go to particular countries of concern and of 
what military advantages such countries could achieve. In feet, the April 1998 Stanford 
study on HPC export controls by the same principal author also noted that identifying 
which countries could use HPCs to pursue ndiich military ^qrlicatioiu remained a critical 
issue on ndiich the executive brandi provided little information. 

The Departmoits of State and Energy, and ACDA generally agreed with our report 

Idr. Chairman, that concludes our prepared testimony. My colleagues and I would be 
luqtpy to re^nd to any questions you or other members may have. 
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September 16» 19^ 

TTie Honorable Thad Cochran 

Chairman, Subcommittee on International Security, 

Proliferation, and F^eral Service 
Committee on Governmental AfEaiis 
United States Senate 

Dear Mr. Chairman: 

In January 1996, the executive branch revised controls on the export of 
U.S.>manu£actured high performance con^uters (HPC)by raising 
tfuesholds of computer performance for whidt e}q>oite!s must obtain a 
license. Subsequ«tUy, several unlicensed hpcs were expcuted to both 
China and Russia, including 17 computers illegally sent to a Russian 
nuclear wer 4 >ons lab. Ymi expressed concerns th^ U.S. national security 
interests may have been compromised by such sales^ and requested that 
we (1) assess the basis for the executive branch’s revision of hpc export 
controls artd identic chartges in Ucei^sing activities aiKl the 
implementator, of certain U.S. licensutg and escpcut enfort^c^t 
requirements since the revision. You also asted us to determii^ the 
current foreign availability of hpcs, particularly for certain countries of 
national security crmcem. 

We are also issuing a related report entitled, Export Controls: National 
SecuriQ^ Issues aitd Fcwreign Availability for High Peifcxinance Cornputm 
(GAO/N$UU)-afr 200 , Sept 16, 1998), pursuant to secticm 1214 of the Fiscal Year 
1998 National Defense Audmtization Act (P.L 10&66). 


Background 


The U.S. export control system is about managing risk; exports to some 
cormtries involve less risk than to other countries and exports of scune 
items involve less risk than others. Under U.S. law, the President has the 
authority to ccmtrol and require liceixses for the export of items that 
pose a n^onal security or foreign policy concent The President also has 
the authority to remove or revise those controls as U.S. concerns and 


'The drcumatanoa aurroundtng these ipectfu: exporta are being in veatl gated by the US. Dcpaitmenta 
of JuaUceandCocnmereeandthe Cu8tiBnsSen1ce.On July 3t, 1998, the Departntentof Juatice 
announced that IBU Saat Eurape'Aaia Ltd enimd a guilty pin and reccWed the maxinuim allowable 
fine of t&S million for violating IT counta of UA expect lawft 
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interests change.^ In doing so, the President is not required under U.S. law 
to ccmduct a foreign availability 

In 1995, as a continuation of changes begun in the 1980s, the executive 
branch reviewed export controls on computer exports to detennine how 
changes in computer techn<^ogy md ite nulitaiy applications ^unild affect 
U.S. export contrc^ regulations. In announcing its January 1996 change to 
HPC controls, the executive branch stated that one goal of the revised 
eiport contrc^ was to permit the govmmi^t to tailor contxc^ tevels and 
licensing conditicms to the natirmal security or proliferation risk {M}sed ^ a 
specific destination. 

A key dement of the executive branch review of hfc export contrdLs was a 
Stanford Uiuversity study, jointly commissioned by the Commerce and 
Defense Departments.^ Amoirg other things, the study was tasked to 
provide an assessment of the availability of hpcs in selected countries and 
the capabilities erf those countries to use hpcs for millt^ and other 
national security aiplicatiorrs. Ihe study concluded tirat 
(1) U.S. -manufactured conputer technology between 4,000 and 

5.000 millions of thecoetica] operations per second (mtops)* was widely 
available and unccmtrcrilable woddwide, (2) U.S.-manu&uiuFed computer 
tedmology up to 7,000 mtops would become widely available arKi 
uncontrollable wcMidwide by 1997, and (3) many hpc applications used in 
U.S. national security programs occur at about 7,000 mtops and at or above 

10.000 MTOi^. The stixty also ccmcluded that it would be too expnrsive far 
government and industry to effectively control the international diffusion 
of computing systems with performance below 7,000 mtops, and that 
attempts to c<mt 2 x>l c<»nputer exports below this level would become 
increasingly ineffectiial, would harm the credibility of export controls, and 
would unreasonably burden a vital sector of the computer industry. The 


-Tn this report, iwision of export controb refers to removat of licensing r«iuiranents for gnn4>s of 
countries based on the poformance leveb of HPGs. 

* BuMng on the BisKy An Examinatioti of Hig|^Peifonn«Ke Cotm>uang Export Control Pobey in ^ 
189Q's , Seymour Goodmat, Peter Wolcott, ino Grey "Burichart (Cen^ for lateraeSonti SeCT«iq> aRd 
Arms CoRtro), Stanford Uiaveisi^. November 1996). 

*MTOPS is the con^nsite UwOTeUcal performance of a computer measured in millions of theoretical 
operations per aecotd In principle, higher MTOPS indicates greater raw performance ctf a ewnputn to 
solve ewr^utabons qukk^, biX not the ecbial perfomumce of a given nuidtine fer a ^ven a^Iicatint- 
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Study also raised concerns about the ability to control hpc exports in the 
future in li^t of advances in computing technology.^ 

The export control policy implemented in January 1996 removed license 
requirements for mc^t hpc exports with performance levels up to 
2,000 MTOPS — an increase from the previous level of 1,500 mtops. The 
policy also organized countries into four “computer tiers," with each tier 
after tier 1 representing a successively higher level of concern to U.S. 
security interests. The policy placed no license requirements on tier 1 
countries, primarily those in Western Europe and J^an. Exports of hpcs 
above 10,000 mtops to tier 2 countries in Asia, Africa, Latin America, and 
Central and Eastern Europe would continue to require licenses. A 
dual*control system was established for tier 3 countries, such as Russia 
and China. For these countries, hpcs up to 7,000 mtops could be exported 
to civilian end users without a license, while exports at and above 2,000 
MTOPS to end users of concern for military or proliferation of weapons of 
mass destruction reasons required a license. Exports of hpcs above 7,000 
MTOPS to civilian end users also required a license, hpc exports to terrorist 
countries in tier 4 were essentially prohibited. (See appendix II for details 
on the four-tier system of export controls.) 

The January 1996 regulation also made other changes. It specified that 
exporters would be responsible for (1) determining whether an export 
license is required, based on the mtops level of the computer; (2) screening 
end users and end uses for military or proliferation concerns;^ and 
(3) keeping records and reporting on exports of computers with 
performance levels of 2,000 mtops. In addition to the standard 
record-keeping requirements, the regulation added requirements for the 
date of the shipment, the name and address of the end user and of each 
intermediate consignee, and the end use of each exported computer. The 
Fiscal Year 1998 National Defense Authorization Act (P.L. 

105-85) modified the policy for determining whether an individual license 
is required and now requires exporters to notify the Commerce 
Department of any planned sales of computers with performance levels 


^In April 1998, author? of the 199$ Hanford study published a follow-on discussion paper, 
High-performaxtce Cotwputing. NatiottaJ Security Applications, and Elxport Control Policy at the Close 
of the 2Qth Century , as a conrtbubon to the periodic review of HPC export controb. This paper noted 
(1) that rapitTadvances in con^nUer technology were continuing but (2) that a proposed change in 
licensing procedure — to review each HPC at its highest attainable level, rather than its configuration at 
time of export — would remove the concern of HPCs being upgraded without the knowledge of 
exporters or the U-S. government We did not evaluate the adequacy of the analysis and support of the 
second study. 

“End-use screening is the process ejqMXters follow to evaluate whether a transaction involves an 
unacceptable nsk of use in, or diversion to, a proliferator or military end user. 
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greater than 2,000 mtops to tier 3 countries. The government has 10 days to 
assess and object to a proposed hpc sale. The law also now requires 
Commerce to perform post-^pmmt verifications (psv) on ^ hpc exports 
with perfomunce levels over 2,000 mtofs to tier 3 countries.^ The 
Commerce D^>aitment promulgated i^ulations implementing the law on 
February 3, 1998. 


Results in Brief 


The Stanford Univer^ty study was a key dement in the decidcm to revise 
HPC export contrds. However, our analysis of the study diowed that it had 
two significant limitati<ms. First, the shKfy lacked ^pineal evidence or 
analysis to support its conclusicm that hpcs were imcontrollable based on 
(1) worldwide availability and (2) insufficient resources to control them. 
Second, the stucty did not assess the capabilities of countries of concern to 
use HPCS for military and other luUional security applications, as required 
by its tasking. The study’s principal author said that U.5. govenunent data 
was insuffici^t to make such an assessment, and the study rec<»nmended 
th£^ better data be gathered so that such an analysis could be done in the 
fiiture. In addition, the executive branch did not undertake a threat 
analysis of providing hpcs to countries of concern. Nonetheless, based on 
its undocumented view of the worldwide availability of computii^ power 
and on the tedmolo^cal advancements in fiiis area, the executive branch 
raised the mtops thresholds for hpc export controls and established the 
fcHir-tier control structure. Althou^ the Stanford study had limitaticms, it 
made some observations regarding the potential to upgrade hpcs and the 
export control challenge this will present in the future. For example, it 
noted that the tecluK^o^cal trend toward upgrading computer 
performance without vendor support or knowledge is reducing the 
effectiveness of U.S. e 2 q;>ort controls. 

The 1996 revision to hpc export controls had three key consequences. 

First, the number of computer export licenses issued declined from 395 in 
fiscal year 1995 to 42 in 1997. Second, U.S. hpc exporters were charged 
with re^onsibilides previously conducted by the government New U.S. 
HPC exporters’ re^KmsiHlities included screening and reporting on the end 
use and end user of hpcs. In essence, the expc»ters had to decide whether 
a lic^ise was required since the decision is made on the basis tte end 
use, the end user, arui the computer performance capability. This decision 
could be particulariy difficult for exports to tier 3 countries, such as China, 
where identitying the distinction between a civilian and military end user 


^PSVft ve on-site visUs, generaOy by U.S. govenunent oOkuls, to locations where fooefe are 
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can be difficult without mfoimaticm that is sometimes avaiM>ie only to the 
U.S. government This situation was partly reversed by the Fiscal Year 
19^ National Defense Authorizsdicn Act, which requitos eTqxnteis to 
notify the Ccmimerce Depatlzn«nt all kpc ^es over 2,000 mo^s to Her 3 
countries prior to their export Third, the regulaticm required hpc 
manufacturers to keep records of the end users of ah their hpc exports 
over 2,000 MTOPS. To date, information on the^ exports reported to the 
govmun^t has he&n incomplete. R«^>«tsBbilify f<»' fsv checks remained 
with the government However, because of how psvs for con^uters are 
implemented, toeir value is reduced because they verify the physical 
location of an hpc, but not how it is used. Also, some governments, mcb. as 
China, have not showed toe United Stat^ to ccmduct them. 

With regard to foragn availability of hpcs,* we found that subsidiaries of 
U.S. com{Ktter manufacturers dominate the ov^seas hpc market and they 
must comidy wito U.S. c<mtit>ts. Three Japanese complies are ^obal 
competitors of U.S. manufacturers, two of which told us that they had no 
sales to tier 3 countries. The third company did not provide data on such 
sales in a f<mnat that was usable for o\ir aivafysis. Two of the Japmese 
coivqianies primarily compete with U.S. manufacturers for sales of 
hi(^*end hpcs at itoout 20,000 mtops and above. Two other manufacturers. 
(Kie in Germany and one in the United Kingdom, also compete with U.S. 
HPC suppliers, bm primarily within Europe. Only the German c(mq}any has 
sold HPCS to tier 3 couidries. Japan, Germany, and toe United iOngdom 
each have eiqxirt controls cm hpcs similar to those of the United States, 
according to foreiffi govenunent officials. Russia, China, and India have 
develq[>ed I 0 >cs, but the capabilities of their computers are believed to be 
limited Ihus, our analysis suggests that BPCs over 2,000 mtops are not 
readily available to tier3 countries from foreign sources without 
restrictions. 


Key Study Used as 
Basis for Changing 
HPC Controls Had 
Limitations 


The Stanford study, used as a key element by the executive branch in its 
decision to revise hpc export controls, had significant limitations. It t^ked 
eiiu)lrical evidence or analyris regarding its conclustcm that hpcs were 
uncontrollable and, although tasked with doing so, it did not assess the 
capabilities of cotmtries of cxmcem to use hpcs for militaiy and other 
national security applications. The stuffy itself identified as a ma^or 
limitation, its inability to assess capabilities of cfHmtries of concern to use 
HPCS for their military programs or national security applications, on the 


*We ttwd I dcjcri ptton of aveign avtilabtitty in ttie Expert AAoiiMmion Act (EAA) of 1S7S, « 
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basts that such mfcHm^on was not available, and recommended that such 
an assessment be dcme. The noted that tremls in hpc technology 

development could affect U.S. security and the ability to control hpc 
exports in the future and need to be further studied. Despite the study’s 
limitations, the executive branch decided to relax hpc es^rt controls. 


The Stanford Study Lacked 
Evidence of HPC 
UncontroUability 


Ihe Stanford study accumulated infomudion from computer companies 
on U.S. HPC market characteristics and concluded— without empiric^ 
evidence or analysis — that con^uteis between 4,000 and 5,000 mtops were 
already available wortdwide and uncontrollable and that computers at 
about 7,000 MTore would be widely avail^le and uncontrollable by 1997.^ 
Using the findings from the Stanford study, executive branch officials set 
the computer performance control thresholds for each tier. However, 
these officials could not explain nor provide documentation as to how the 
executive branch arrived at the decision to set the license requirements for 
exports of mpcs to tier 3 countries fat military or proliferation end users at 
2,000 MTOPS, even though the study concluded that computing power 
below 4,000 or 5,000 mtops was already “uncontrollable. ” 


llte study identified the following six Vetoes as affecting controllability of 
Hpcs: computer power, ease of upgrading, physical size, numbers of units 
manufactured and sold, sources of sales (direct sales or through resellers), 
and the cost of entry level s^tems. It described uncontroUability as the 
relationship between the di^ulty of controlling computers and the 
willingrtess of government and industry to meet the costs of tracldng and 
controlling them. The study asserted that as U.S. hpcs were sold openly for 
2 years, their esqxiHrt would bec<»ne uncontrc41able. Part of the study's 
raUonale was that, as older hpcs are replaced by newer models 2 years 
after product introduction, original veMors may no longer have 
Infonnation on where replaced hpcs are relocated. Hie study also 
presumed a level of ‘leakage" of computers to countries of concern from 
U.S. HPC sources and asserted that costs of controlling such leakage were 
no longer tolerable. However, the study did not attempt to calculate or 
specify those costs. In addition, the study suggested only vague thresholds 
fcH- these six factors to detennine “uncontroUabilify.” For example, it 
noted that the threshold at which it becomes difficult to track numbers of 
units could vary from 200 to several thousand. The study did not provide 
analysis or empirical evidence to support its assun^tions or conclusions. 


^The Commerce DepartinenisUted that Department of Defense (DOD) information, which showed 
that a number of si0ufK8nt military appUcations are nm at perfonnaiice levds above 7,000 MTOPS, 
also supported the Stanford study’s collusion that an HPC comred threshold st this level coiUd be 
jasDfiAle 
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National S6curity and Althou^ the StanfcMrd study was tasked with assessing the capabilities of 

Proliferation Risks of countries of concern to use MFCS fcN* militaxy and other national security 

HPCs Not Assessed ^plications, it did not do so. The stu<ty discussed only U.S. implications of 

HPCs for military purposes. According to the study's principal author, data 
on other countries’ use of hpcs for military and other national security 
purposes vns insufficient to make such assessments becmise the U.S. 
government does nc^ gather such data in a systematic fashion. Ihe report 
recommended that such an analysis be <kme. 

Despite the study’s limitations and recommendaticms to gather better data 
in the future on other countries' tise of hpcs for military and other national 
security purposes, the executive l»aitch raised the mtops thresholds for 
HPC export c<mtrols and estabUahed the four-tier export control strxicture. 
The former Deputy Assistant Secretary of Defense for 
Counterprobferarion Pc^cy esplait^ that because dod was not tasked to 
conduct a threat assessm^t, it did not do so. Instead, the executive 
branch assessed countries on the basis of six criteria and assigned them to 
a particular tier. The six criteria were (1) evidence of cm-going programs of 
imdoival security ccmcem, including proliferation of weapons of mass 
destruction with associated deliveiy tystons and regioi^ stability and 
ccmv^tional thre^; membership in ot adherence to non-proUferation 
and export control regime^ (3) an effective export cimtrcd system, 
including enfcMC^nent aiMi compliance programs atMl an associated 
assessment of diversxm risks; (4) overall relations with the United States; 
(5) whether U.N. sanctxms had been imposed; and (6) prior licensing 
history. 

Prior to the executive branch’s decision to change computer thresholds, 
scientists at Department of Energy (doe) national laboratories and other 
U.S. government officials had accumulated information to show how 
countries of c<mcem could use hpcs to facilitate the design of nuclear 
weapons and to im{HOve advanced nuclear we^x>ns in the absence of 
tests of nuclear explosives. However, this informathm was not used as 
part of the decisionmaking process for revising hpc export controls, 
according to the OHnmerce Department In December 1997 the House 
Committee on Natkmal Security directed the doe and DOO to assess the 
national security impacts of exporting hpcs with performance levels 
between 2,000 and 7,000 mtops to tier 3 countries. In Juite 1998, 2 and 
1/2 years after the executive branch revised hpc export ccmtrols, doe 
concluded its study on how countries like China, India, and Pakistan can 
use HPCS to inqirove their nuclear programs. 
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AcccHding to toe Doe study, the inq>act of hpc acqtiisiti<m d^pands on toe 
complexi^ of the weapon being ik^^loped and, e^nen ntore wapoxtm^, <m 
toe availability of hi^M[uaUty, relevant test data. Ihe study c<»icluded that 
'toe acqMiaiticm and application oi hpcs to nuclear weapons development 
wcMiid have toe greatest potoitial impact on toe Chbiese nucleur 
prf^ram — paiticulariy in the event of a l»n tm all nuclear wei^xms 
testing." Also, the study indicated that India and Pakistan may now be ;to!e 
to make better use of hpcs in toe 1,000 to 4,000 mtops range for their 
nuclear weapons programs because of the d^ ttey acquired m 
May 1996 torn underground detonations of nuclear deuces. The potential 
c<mtribution to toe Rusaan nuclear program is less si^uficant because of 
its robust nuclear testing experience, but hpcs can make a contribution to 
Russia’s ccmfklence in the r^iabili^ of its ntKdear stociq;»ile. An merging 
nucieaur state is likely to be aMe to produce <mty rudimentary nuclear 
weapons of conq)arativeh^ simple designs, for atoich personal conq>uters 
are adequate. We w^ told that dod’s study of national security impacts 
hadnotbe^aMiq>leteda8c^Se|^ember 1, 19^, in part because the 
Depaitzn^t had iKst received requested infonnation from the Commerce 
DqMrimait until after July 1. 


Advances in Computing 
Technology May Pose 
Long-Tenn Secunty 
Challenges 


The Stanford study noted that treivls in hpc techn<^ogy development may 
poae security and export control challenges and recommended fiiither 
study to detomine their inqilicatkms fw national security aiKl erqpKHt 
controls. 


The techncdogy trends of concern include other countries' ability (1) to 
iqigrade toe p^ormance individual computers and (2) to link 
bufivkhiai conqmters to achieve higher p^omunce levels- The ^anfcMri 
study team reviewed the ccwiputer industry's technol(^cal advances in 
parallel processing and concluded that such advances as "scalability* and 
"dustming* contributed to tiie zmcomn^SaUItty peifocmance 

comptob^ wwldwide and are inevitaUy reducing toe efifectiveness of U.S. 
export controls.*^ "Scalability* refers to toe cig»ri>lli^ to iiusease 
conqnitv perf o rmance levels of a system by adding processor boards or 
aoqidiing increasing powofrd nticroproceasora. "Oust^tog* refers to 
connectii^ many posonal computers or wmrlotiUhMis to adtiew hi^ier 
computing perfonnance in a nriwodc of rit^rcrmnected systems, working 
cooperative and concurrently on one or several tasks. 
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ScalabiliQr and clustering offer c^^xHtunities to increase c(Mnq>uter power 
without the need to develc^ custcxn-built single processcKS traditicmally 
used in hpcs. Some types o( hpcs are des^ned today to allow scalability 
without the need for vendor support or even knovriedge.*' As a result, 
some HPCS could be exported below mtops threshtrids without an 
individual Ucet^, and, in theory, later covertiy scaled up to levels that 
exceed the threshold. We asked govemm«kt agencies for information 
about diversions and violations of U.S. hpc export controls, but they 
provided no evidestce that countries of concern have increased the 
computing power of U.S. exported machines in violaticm of export 
restrictions. 

We found no U.S. govemmait reviews of alternatives to address these 
security concons, althou^ authors of the Stanford study and others with 
whom we ^[>oke identified various c^titms that could be assessed. These 
include (1) requiring government review arul consideration of machines at 
their highest scalable mtops performance levels and (2) requiring that hpcs 
exported to tier 3 countries be physically modified to prevent upgrades 
beyond the allowed levels. 


Changes in U.S. 
Licensing and Export 
Enforcement Since 
the Revision 


The executive brarurh's January 1996 export control revision (1) increased 
thresholds for requiring licenses, which resulted in a reducticm in the 
numbers of licensed hpcs; (2) shifted scMne of the government's end-use 
screening responsibility from the government to the computer industiy, 
until this policy was revised in 1998; and (3) required hpc manufacturers to 
keep records of the a\d users of their hpc expMts. The government 
continued to have reqxHvsibitity for post-shipmmt verifications for HPCS, 
which have reduced value as traditionaUy conducted. 


License Applications Have Since the export contrcds for c(Miq>uters were revised in 1996, HPC e]q[)oit 
Decreased Since Revision license applications have declined frtMn 459 ai^licatkms in fiscal year 1995 
to 125 tq>plications in fiscal year 1997. In fiscal year 1995, the Commerce 
Department approved 395 license applications for hpc exports, and d«ued 
1. In fiscal year 1997, CkMnmerce ^)proved 42 license applications for hpc 
exports, and denied 6. The remainder of the tq>plications in each year were 
withdrawn wittK>ut actitm. Changes in the numbers of both licensed and 
unlicensed exports might not be attributed oitirety to the dunge in export 
ccmtrols. However, we did note sc»ne charactoistks U.S. hpc exports 


"Mmjr HPC <1hI^ aw eonnardal, gffUtg rtieif y w oi m . Mdi as thow Ibiiiid in peiaonal 
cowyalgiaqrad cnttac wcrt umi oiin, wdiwiyMdydchMnAtdiflTewn thm— >ii icirproCTaKii». 
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since the revision. For example, while hpc exports increased to each tier 
from January 1996 throu^ September 1997, 72 percent of machines were 
sold to tier 1 countries. Also during this period, 77 hpcs were exported to 
China and 19 were e3q>orted to India, all without individual licenses. Most 
U.S. HPCS exported in this period (about 85 percent) had performance 
levels between 2,000 and 5,000 mtops. (See appendix IK for details on hpc 
exports.) 


End-Use Screening The executive branch shifted some government oversight responsibility to 

Responsibility Shifted to computer industry, especially for tier 3 countries. Exporters became 

Computer Industry responsible for detennining whether exports required a license by 

screening end users and end uses for military or proliferation concerns 
(end-use screening).*^ However, some industry and government officials 
concluded that the computer industry lacked the necessary information to 
distinguish between military and civilian end users in some tier 3 
countries — particulariy China. 

Because of concerns about U.S. hpcs being obtained by countries of 
proliferation concern for possible use in weapons-related activities, the 
Congress enacted a provision in Public Law 105-85 that required exporter 
to notify the Commerce Department of all proposed hpc sales over 
2,000 KTTOPS to titf 3 countries. The law gives the government an 
opporturuty to assess these exports within 10 days to determine the need 
for a license and it can use information that may not be available to the 
exporter. 


U.S. Companies’ Records 
on Resales of HPCs Are 
Incomplete 


Pursuant to the Export Administration Regulations, exporters are required 
to keep accurate records of each licensed and unlicensed export of a 
computer over 2,000 mtops to any destination. These records are to include 
names and addre^es of each end user and each “intermediate corrsignee” 
(resellers or distrilmtors). Exporters must also provide quarterly reports to 
Commerce on license-exempt exports — almost 96 percent of the total hpc 
exports in the past 2 years. 

The goverxunent relies on the exporters’ data for end-use information, but 
we found that companies had reported inconsistent and incomplete data 


'^0 aid expoitera in making end uaer detenninations, Commerce created specific guidance to educate 
eiqkorten about signs they need to be aware of that can be of concwn to the government Companies 
also were urged to contact the Conunerce Department when in doubt about an end user's activities. 
Acconbiig to Conunerce, the end user could then be researched by the govemmoit and the exporter 
advised to seek a license if any strategic concerns were present 
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fcMT intermediate consignees (resellers or distribut<Ns) as end users. For 
exanq)le, one company reported data for cmly cme intermediate consignee, 
ev^ though company officials told us that the coii^;>any uses multiple 
resellers. ConqMny officials iKited that the conq>any sells computers to 
companies in other countries, whidi then sell the computers to other, 
unknown end users. A sectmd coii 4 >aiiy provided *endkuse statements" 
from its resellers, rather than the actual end users, and identified 
computers’ end use for several overseas sales as "resale.” h\ contrast, a 
third company shows its resellers as resellers, rather than as end users. 
Ccanpany officials said that the ccanpany ccmtractually requires its 
resellers to identic and provide end^se statements from the ultimate 
end-users. 


SsfB^SUrds ProC6<llir6S for The revisi<m of MFC export ccrntrols did not reduce the government’s 

Verifying the End Use of responsibility for certain safeguards procedures, notably conducting psvs. 
HPCs Are Limited Under cunwt law, Commerce is required to ctmduct psvs for all hpc 

exports over 2,000 vrops to tier 3 countries. While psvs are mqx>rtant for 
detecting stkI deterring physical diveraims of hpcs, psvs, as tr^ticmally 
conducted, do rrat verily ccsnputer and use. Also, s(»ne countries do not 
allow the United States to conduct them. China, for exanqtle, had not 
allowed psvs,*^ biA in June 1006, it reportedly agreed to do so. 

U.S. govemmeid officials agreed that the way psra of conq>uters have been 
traditionally conducted have reduced their value because such psvs 
establish only the physical presence of an hfc. However, this step assures 
the U.S. government that the conq>uter has not been i^i^caUy diverted. 
According to doe laboratixy officials, it is easy to conceal how a cwnputer 
is being ined. They believed that the U.S. govemmoit officials performing 
the veiificaticms cannot make such a determinatKm, partly because th^ 
have received no computer-specific training Althou^t it is possible to 
verify how an hpc is being used through such acti<ms as reviewing internal 
conqniter data, this would be costly and intrusive, and require experts’ 
sc^histicated computer analysis. 

Another limitatkm psvs ctmcems sovereignty issues. Host governments 
in some countries ctf greatest ccmcnn, rK>tably China, have precluded or 
restricted the U.S. government’s ability to conduct ps>«. Three Eurc^an 
countries that we visited — United Kngdom, Gennaiiy, and France— also 


**lnthelMt3qlCTdwye«m,U.S »nibMy nffirtik qwdact rt ZOPSVtcrfdttitilcoitiiWitm. In 
•dasan, durtne 1807, Commerce ofltelali on ewetaj teams from hfartqniitrn aleo conducted 18 vWts 
to HPC locaCtons. 
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do not allow U.S. govenunent officials to do psvs. However, they perform 
the checks themselves and provide the results to the U.S. govonment 

The government makes limited efforts to mcmitor exporters’ and end 
users' compliance with e3q>licit ccmditions attadted to export licenses. It 
relies largely cm hpc exporters for end use morutoring and require 
them or the end users to safeguard the exports by limiting access to the 
computers or inspectiitg ccmputer logs aitd outputs. The end user may 
also be required to agree to cm-site inspections, even on shcMt notice, by 
U.S. government cm* e^qmrling company officials, who would review 
programs and software used cm the computer, or to remote elecUtmic 
monitoring of the computer. Commerce offidab stated that they may have 
reviewed computer logs in the past, but do not do so anymore, and said 
that they have not ccmducted any short iK>tice visits, and that they do not 
do remote numitoring. 'Riey said that, ultiiiiatdy, incmitoring safeguards 
plans is the exporter's resp^maibility. 


Current Foreign 
Availability of HPCs 


As recpiested, we evaluated the current fcweign availabiliQr of hpcs. Using 
the eaa's gmeral description of foreign availability as our criteria, our 
anaty^ showed that sidMidiaries erf U.S. ccxiqmnies dominate die 
overseas sales erf hpcs. These companies prtmiully cemipete against cme 
another with limited conq>etition from foreign 8iqn>liets in Japan and 
Germany. We also obtained information on die ot certain der 3 

countries to build thdr own hpcs and found it to be limited in the 
capability to produce machines in ccmiparable quantity, quality, and power 
as the Rudor fipc-siqq>lier countries. 

The EAA describes foreign availad>llity as goods or technok^ available 
without restriction to coirfnrfled desdnadons from sources oirfride the 
United States in sufficient quanddes and conqMraUe quality to those 
produced in the United States so as to render the cwitrob ineffective in 
achieving their purposes. We fmmd that the only ^obal cemipetitors ftM* 
genoal ccmqHiter technedogy are three Jiqianese companies, two of wtiidi 
c<mq>ete primarily for sales of hi^hend conqMiters — systems sold in small 
virfumes and perfonning at advanced levels. Two of the ccm^ianies 
reported no HPC exports to der 3 countries, wtdle the third compaity 
repented some expents on a regional, rath» than country, basis. One 
Goman cennpany sells HPCS primarily in Buit^ and hM reported several 
sales of its hpcs over 2,000 mtops to tier 3 couirtries. One ftidsh cemqiany 
said it is cigiable <rf producing HPCS above 2,000 irTCH>s, but company 
officials said it has never serfd a syston outside the European Union. 
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A 1995 Conunerce Department study of the hpc ^obal market showed that 
American dominance had prevailed at that time, as well. The study 
observed that Am^can hpc manu&cturers controlled the market 
woiidwide, followed by J^>anese con^[>anies. It also found that European 
companies controlled about 30 percent of the Eur(^>ean market and were 
not competitive outside Europe. 

llie other countries that are hpc suppliers to countries outside Europe also 
restrict their exports. 'Hte United States and Jsq>an since 1984 have l^n 
parties to a bilateral arrangement, referred to as the “Supercomputer 
Regime," to coordinate their export c(M\troIs on hpcs. Also, both J{ 4 )an‘* 
and Germany, like the United States, are signatories to the Wassenaar 
Arrarrgement, which has membership criteria of adherence to 
iK)n*proliferation regimes and effective export ccmtrols.’^ Elach country 
also has nati<xial regulations that generally appear to afford levels of 
protection similar to U.S. regulatioirs for their own and for U-S.-licensed 
HPCS. For example, both countries place export controls on sales of 
computers over 2,000 mtops to specified destinatirms, according to 
German and Japanese government officials. However, foreign government 
officials said that they do tH>t enforce U.S. ree^qport controls on unlicensed 
U.S. HPCS. In fact, a shidy of German export controls noted that regulatory 
provisicMts specify that Germar^ has no special provisior^ on reesqmrt of 
U.S. -origin goods. Accordit^ to German govenuirent officials, the exporter 
is respotrsible for Imowirrg the reexport requirements of the hpc's country 
of origirL We could iK>t ascertain whether mq>r(qper reexports of hpcs 
occurred fitm tier 1 countries. 

Because some U.S. government and HPC irulustry officials corvsider 
iitdigMious capability to build hpcs a form of fmeign availabilify, we 
examined such capalnlities for tier 3 countries. Available information 
indicates that the capabilities of China, liMlia, and Russia to build their 
own hpcs stifi lag well behind that of tlw United States, and 
Ekircpean countries. Although details are not well-known about hpc 
devdc^ments in each of these Oa 3 countries, most officials and studies 
showed that each couittry stiU produces machines in small quantities and 
of lower qualify and power conqwred to U.S., Japanese, aiKl European 
conqniters. Pwexanqrfe, 


d HPC vBidm W« idenUfied 
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• OWna has produced ift least tin>difii«rentt^MS(rf»cs,eidiedttie Galaxy 

and Dawning aerieS) baaed on todNnoiogy and are b^eved to 

haw a perfo rma nce level erf about 2,5W>not^AlllK)u^ China has 
announced ito latest Galaxy at 13,000 irrops, U.S. gornnmont crfAdals have 
fK) nmfinnation of this lepoit 

• Incfia has produced a sates (rfcont(aaesscidledf^uani.whiidh are based 
on U.S. niicroprocessocB and are b^eved by U.S. doe trffkiids to be rated 
at about 2,000 UTOPS. These oAclals wore denied access to test the 
coR^Hiter's performance 

• Rush’s effects over the past three decades to develop ccMDRinercially 
vlibte HPC8 have used both lndigenoudy-devtik:f)ed and U.S. 
mkroproceasofs, but have suffered from economic problems and a lack 4^ 
customers. Acconhng to one DOE oflkaal, ibis^ has i^va INdh a 
c<Mnputerrunnbtg better than 2,000 mtops, and various observenbetieve 
Russia to be 3 to 10 years bdiind the West in devek^ing con 4 >uters. 


Conclusions 


A elemem In the 1906 decision to revise hpc export contit^s was the 
findings ot the Stanford study whidt did not have adequate analyses ctf 
critical issues. In particular, the study used to Justly tte dedrion dki not 
assend^ enqiirical data or analyab to supptMt the condurion ffics 

below qjedfic perfOTnance lev^ were uiMxmtrdlable and widely 
available wcaldwide. Moreover, the study did not analyze the cap^iUties 
at coiHitiies at concon to use hpcs to fiiriher thdr ntilitaiy pio^ams or 
engage in imelear prdifoation, but rather rec<»ninended thiti such date be 
gatiiered and such analysis be made. Despite the limitations of the study, 
the executive bnmeh revised the hpc export contnds. the executive 
brandi's stated goals feu* the revised hpc export contrds induded taUcsing 
cocitnd levds to security and protiferation risks of specific destinOioiw, it 
becesnes a vital factor to detamine how and at what perfonnance levels 
^>eclflc countries would use hpcs for militeiy and other natiotial security 
i^iplications and how such uses would thread Ui». nationd secrui^ 
iitiaest8in^)ecific areas, hi addition, tire Stanford stuchr identified tren^ 
in lB*c teduiology devek^rment which may pose security and erqxxt 
contrddtefioiges fw national aecurity and eqxMt controls. Smine 
ahondives to address tirese security challorges have been idatiified 1^ 
authom of the Stanford study and otirera with whom we qroke, and could 
be assessed. 


Recommendations 


To compiement the studies undertaken by ooo and doe forthe Houae 
Commit on National Security* ^ I'pcommoid that tire Secretary of 
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Defotse assess and report on the naticxia] seoirity threat atd proliferadCHi 
impact of UJS. exports of hpcs to countries of national security and 
proliferation ccmc^n. lids assessmott, at a minimum, should address 
(i) Ik>w and at what perftmnance ccMmtries of <xac&R use hpcs f<Hr 

military modenuzation and pio)iferati<xi activities (2) the threat of such 
uses to U.S. national security interest^- and (3) the extent to which such 
HPCS are contitrilable. 

We also recommend that Uw Secretary of Ccxranerce, widr the siqppoit of 
the Secretaries of Defense, EnetiQ^, and State, and the DirectcNr cf the U.S. 
Ams Control and Disarmammit Agency, jointly evaluate and repeat cm 
optiems to safeguard U.S. nationai security int^ests regarding hpcs. Sudt 
cations should include, but not be limited to, (1) requiring govemmott 
review and control of the export of ccmqHiters at dieir hi^test scalable 
MTC^ perfonnance levels and (2) requiring that HPCS destined fc^ 3 
cotmtries be physically modfi^ to prevmnt iqt^adcss be^xid ^ allowed 
levels. 


Agency Comments 
and Our Evaluation 


Commerce aiul dod eac^ provided one set of genoal writtm cenmn^ts on 
a draft of this and a companiem repent** and the Dqptattmntfs of State and 
Entfgy and the Arms Conhtd and Disarmament Agency provided oral 
comments. Commerce, Defense, and State raised issues about variots 
matters discussed in the reprat Tho Department of Enogy had no 
comments on the report but said it deferred to Commerce and Defense to 
comment on the Stanibrd study. The Aims Cemtn^ and Disarmament 
Agency a^eed with the sulMtanceof the repcHl Cemonerce, State, Energy, 
and tlw Amis Omtroi and Disarmament AgeiKy did not comment cm our 
recommendations, but DdTcorse did. Defense siM that our 
recommendarion concerning the assesamoit of natkmal securi^ threats 
and {uoUferation impact of U.S. experts to countries of ccmcon was dwie 
in connection with ^ 19% decismn to revise hpc export contit^ and 
that it would consider additkmal cations to safeguard exp«ts of hpcs as 
part of its ongoing review of export controls. As noted bdow, we believe 
rite question of how countries of c<mc^ cotdd use HPCS to ftirther thdr 
miUtaiy and nuclear pre^rams was not addressed as part of the executive 
branch’s 1996 decisiem. 

CcMnmerce commented that the Pxeadent’s dedatm was intended to 
change the computer export p<^cy from what it referred to as “a relic of 


' *Exi»tt Cotttrob: HnwwaJ Secanly fasaes «d firegi Avialateity fa Hi^ P wfemomce Computer 
Exp^ (UACriJSlAPSS-liW. Septembg IBW) 
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the Cold War to one more in tune with today’s technology and 
intematicmal security environment" Commerce said the decisicm was 
based on (1) rapid technological changes in the computer industry, 

(2) wide availability, (3) limited controllability, and (4) limited national 
security i 4 )plications for hpcs. Commerce provided additicmal views about 
each of these factors. Commerce commented that our rq>ort focused on 
how countries might use hpcs for proliferation or military purposes and on 
what it called an outdated Cold War concept of "foreign availiU)ility,” 
rather than these factors. 

Our report specifically addresses the four factors Commerce said it 
considered in 19%. These four factors are consid^ed in the Stanford 
University stu<ty upon which the executive branch heavily r^ed in makmg 
its decision to revise hpc export controls. Our report agreed with the 
study’s treatmmt of technological changes in the confuting industry and 
that advaiK^es in computing technology may pose long-term security and 
controllability challenges. 

Commerce commented that our analysis of foreign availability as an 
element of the ccmtroUability of hpcs was too narrow, stating that fore^ 
availability is not an adequate measure of the problem. Commerce stated 
that this "Ckrfd War concept" makes little sense today, given the 
permeability and increased ^obalization of markets. We agree that rapid 
technological advancements in the computer industry have made the 
contrcrflability of hpc e]qp>orts a more difficult problem; however, we 
disagree that foreign availability is an outdated Cold War concq>t that has 
no relevuice in today’s environment While threats to U.S. security may 
have changed, they have not been eliminated. Commerce itself recogn^ed 
this in its Blarch 1998 annual repwt to the Congress which stated that the 
to effective export controb is setting control levels above foreign 
availabUlty.” Moreover, the cofM:ept of fcxeign availability, as opposed to 
CkMnmerce’s notion of "wcnrldwide” availability, is still described in eaa aixl 
the Export AdnUiustration Regulations as a factor to be conndered in 
esqrart ctmtiol policy. 

Commoce also commented that the need to control the export of hpcs 
becttise of their importance for national security applications is limited It 
stated Chat many natitmal security ai^ilicaticms can be parfwmed 
sidisfactorily on uncontrollable low-level techncdc^, and that ccmiputas 
are not a "dioke point* for militaiy productioa C<Nnma:ce said ffiat 
having access to hpcs alone wiU itot improve a couiUry's mUttaiy-industrial 
capabilities. Commerce asserted that the 19% decision was based on 
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research leading to the comdusion th^ i^xi^uting power is a aeccindary 
consideration for many applicatiotis of national security ccmcem. We 
asked Commerce fcM* its r^earch evidoKre, but none tras fcxthcoming. Ihe 
CHnfy evidence that C<Hnmerce cited was coadained in tite Slaifcud s^udy. 

Moreover, Conunerce's position on this matter is not ccmsistent with that 
of DOD. DOD, in its Military Critical Technolc^Sies Uat,‘^ has detemdzwd 
Uuit hi^ p^ormance amqHiting is m «ud>ltng tedhnt^^ fox mod^ 
tactical and strategic warfare and is also important in die devdk^mmt, 
deployment, and use of weapons of mass destmctioa pafonnance 
conputing has also played a major role in the ability oi the Unhed ^ates 
to maintain and increase the technological supak»rity of ^ war-fi^^ii^ 
support systems, dod has noted in its P^oamance Ctuiputing 
Modernisation Pro^um^^ annual plan that the use of HPC technology has 
led to lower costs for system deidoyment and Inproi^ the effiecth^neas 
of ccmiplex we^xms systems, dod further stated that as it traiudtkms its 
weapons system design and test process to rely more heavily <m im>deling 
and simulation, the nation can expect many more examples at the 
profound effects that die hpc capability has on both militaiy and civilian 
^pUcadcHis. Furthermtue, we note that the ctuicept of ‘diote poii^” is 
not a standard established in U.S. law or reguladtui for reviewing dual-use 
exports to sensitive end users for proliferation reasons. 

In its comments, dod said th^ die Stanford study was Just one of many 
sources of information and analysis used in the 1996 executive branch 
decision. We reviewed all of the four sources of informaticMi identified to 
us by DOD, DOS, State, Ccmimerce, and Arms Centred and ENsarniament 
Agency (acda) officials as contributing to their assessmoit of exmputer 
export controls. Howei^, the Stanford study was a key analytical study 
used in the decision-making process and the cmly source wh^ findings 
were cOTsistently and repeatedly cited by the executive Inanchinc^&iial 
announcements, briefings, c<m 0 resaonal testimcxiy, and diacusskxis with 
us in support of the hpc export control revisicMi. 


'Hlie MUitahly Critical T«clinoki0a Liat, miuired by EAA. ia a contMtidhiBi oTthe tedmoloetaa DOD 
■w t cM ca m critical to maintaming awparioa U-S mUMQr c^9rti4Utte» AoconUng to DOT, A ritooU be 
aae<iaaareferoceforeviltttinspciiCT na ll*d>iiDlmy liiarui eMHodatcnwlnotfQ>et>W|»oacd 
transaction would poraa potenttal ad m aarie a acceaa to tectoolopes wMi apeegfc pag fa a wance tevtto 
at or above the characteriatics identiSed aa n^airQy oWcaL 


'*nie Hi^ Performance Compulinf M 


ntosteai Program ta Ore wm or iarce d w Igw K i to anp ewe 


DOD's ability to exploil the cort^Miuticn ntceiaaary to malabi tcctaolosieal tw periority on the 
battlefieU. Managed by the Director, ^ - 

estabiirii a racienwtde tmepn 
ai¥i evaluatiofi commiratjen 
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In its comments, dod stated that our report inaccurately characterized dod 
as not cor\sidcring the threats associated with HPC exports. DOD said that in 
1995 it “considered* the security risks associated with the export of hpcs 
to countries of natioi\al security and proUfers^on concern. What our 
report actually states is that (1) the Stanford study did not assess the 
capabilities of countries of concern to use hpcs for military and ottier 
national security s^lications, as required by its taskii^ and (2) the 
executive branch did not undertake a threat anatysis of providing hpcs to 
countries of concern, dod provided no new documentation to demonstrate 
how it “considered” these risks. As the principal author of the Stanford 
study and dod of&cials stated during our review, no threat assessment or 
assessment of the naticmal security impact of allowing hpcs to go to 
particular countries of concern and of what military advantages such 
countries could achieve had been done in 1995. In fact, the ^ril 1998 
Stanford study on hpc e3q>ort controls by the same principal author also 
noted that identifying which countries could use hpcs to pursue which 
military applications remained a critical issue on which the executive 
branch provided little information. 

In its comments, the Department of State disagreed with our presenting 
combined data on hpc exports to China and Hong Kong in appendix in 
because the U.S.-Hong Kong Policy Act of 1992 calls for the U.S. 
government to treat Hong Kong as a separate territory regarding economic 
and trade matters. While, in principle, we do not disagree with State, it 
should be noted that we reported in May 1997 that given the decision to 
continue current U.S. policy toward Hong Kortg, monitoring various 
indicators of Hong Ktmg’s continued autonomy in export controls 
becomes critical to assessing the risk to U.S. nonproliferation interests. 
Our presentation of the combined hpc export data for China and Hong 
Kong is intended to help illustrate a potential risk to U.S. nonproliferation 
interests regarding hpcs should Hong Kong’s continued autonomy in 
export controls be weakened. We believe that monitoring data on hpc 
exports to Hong Kong becomes all the more important since Hong Kong is 
treated as a tier 2 country, whereas China is a tier 3 country. 

Commerce also provided technical comments which we have incorporated 
as appropriate. Commerce and dod written comments are reprinted in 
^pendixes IV and V, respectively, along with our evaluation of them. 


‘*Hanf Kom' 9 RevermnTQ China: Bffective Monitonnft Critical to Assess U.S. Nonproliferation Risks 

(GAOmSL^»7-146. Hay iWJ). 


Page 18 


GAIIVN81AD-88-1M Export Caotrela 


73 


B-S80320 


ACDA provided oral ccnmnatts cm this r^Kut and g»ierally agreed with it 
However, it disa^'eed with the statemoit that “acceding to the Ccanmerce 
Department the key to effective «q>ort ccmtn^ is setting ccmtrcd levels 
above the level of foreign availability of materials of ccmcent* acda 
stressed that this is Commerce's positicm only and not the view of the 
entire executive branch, acda said that in its view (1) it is difficult to 
determine the foreign availability of hpcs and (2) the United States helps 
create foreign availability throu^ the transfer of ccnrqniters and con^uto* 
parts. 

Our scope and metlK>dology are in appendix L i^ 4 ^;>aKlix n contains details 
on the four-tier system of exprat ccmlic^ and appoidix m shows 
characteristics ot hpc exports since the revisicm. 

We ccmducted our review between August 1997 and June 1998 in 
accordance with generally accepted government auditing standards. 


We will provide cc^ies of this report to other ccmgressional ccunmittee^ 
the Secretaries of Commerce, D^ense, &tergy, and Stat^ the Directed, 
U.S. Arms Control and Disaxmam^t Agency, and the IMrector, Office of 
Management and Budget Cc^ies will be provided to others upem request 

nease contact me <m (202) 512-4128 if you or your staff have any 
questiems concerning this report amtributeMS to this report are 

listed in appendix IV. 

Sincerely yours, 


Harold J. Jotmson, Associate Director 
International Relations and Trade Issues 


r«scis 
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Scope and Methodology 


To assess die basis for the U.S. govemmeitf ’s 1996 decinon to change hpc 
contrc^ we reviewed a 1995 Staaiford Univeraty shidy on hi^ 
performance computing and exp<xt cmtrtrf pcdicy oMnniis^cmed by the 
Ckmunerce and D^ense Departments and evaluated the executive 
twanch’s assessment naticmal securi^ risks of hpcs. We reviewed 
sevuat classified charts and briefing slides prepared by the intdUgence 
community and dod that were identified as important siq>port for die 
revision <^contr(^. We also talked with the ^anfOTd stu^s principal 
authors to discuss their methodology, evidence, ccmclusions, and 
recommendations. In addidcm, we met with the D^iartment of D^imse 
(DOD), the Department of Enei^ (dob), State and Commerce Department 
to Hwnuaa the interagency process used leadii^ up to die dedskm 
to reidse ccmtrols on hpcs. We also requested, but were denied access to, 
information from the National Security Council chi data and analyses that 
were uaed in the interagency forum to reach the foial deci^on to revise 
contnds. 


To determine how the gowmment assessed the national secnirity risks of 
allowing the hi^ p^ormance conq>uters (hpc) to be provided to 
countries ctf proliferation and military concern as part of the basis fOT the 
dedskNi to revise the ccMitn^, we reviewed dod and doe documoits chi 
how HPCS are being used for nuclear and military ^plications. We 
/ttOTBtuM high performance ccmiputing for both U.S. and foreign nuclear 
weapons prc^rams widi dob officials in Washington, D.C., and at the 
Lawroice Livermore, Los Alamos, and Sandia NaticMial LabcNratCMies. We 
also met with officials of the dod hpc Modernization Office and other 
officials within the Under Secretary of Defense Acquisition and 
Tedinok^, Office of the Secretary of Defense, the Joint Chiefs of Staff, 
and the intdligence ccmimunity to discuss how hpcs are being utilized for 
weapons deai^ testing and evaluation and other rmlitary appUcaticMis. 
Furthermore, to imderstand the trends occurring in coiiq)uter technology, 
we an^yzed hpc mcxld descriptions and technical means tor increasing 
ccKuputing p^ormance. 

To kloituy changes in licensing activities and the iiTq>leinentation of 
certain U.S. licensing and export enfmcement requirements ance the 
re^slon: 

We reviewed two sets of data from the Commerce Department, as noted 
above, in order to determine trends in American hpc expcHts sitKe the 
1996 revision of controls. We examined all U.S. hi^ perfcMmance 
con^uter'reltfed Ucense iq^dications worldwide. We analyzed the data frar 
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trauls and chan^ in utops levds of hpc expcHls befcwe and after reviai<m 
contrcrfa, numbers of Ucenaes approved, denied, and withdrawn without 
action, and wc experts by countries and country tiers. We did not review 
die data tor completeness, accuracy, and condstency. 

We reviewed the end user and erulHise screening systems ctfimdor 
American hpc manufacturers, Ctmunatre D^MUtmeitt inqtonentatkm of 
the revised re^rlatioRS, aiMl selected feveign government expewt centred 
in ordo- to determine licensing changes affectiirg U.S. hpc erqrocters 8iiK» 
the revision of corUrols. We also reviewed as^licaUe U.S. laws and 
r^ulalions governing hpc export licensing arid otforcemait aiMl (hscussed 
these laws and regulatiortt with Commerce Dq>artinent nffiriala We 
(Attained Commerce Department procedures <m end use and end user 
determinatiOTS as well as records on hpc vendex' irtquiiies to Commerce on 
end users. In additkm, we reviewed iirftxmation on intell^OKe 
ccxnmunity assessments of fexei^ end usnrs receiving hpc e^qxxts. We 
also discussed »)d user ainl eiul use screening procedures with officials 
from mflilcx U.S. hpc manufacturers — Digital Equipment Ctuporation, 
HevdeCt Packard/Convez, Intaiudional Business Maddnes, and Sun 
Microsystems — at thdr corporate offices in the United States and sales 
offices overseas. We also visited representatives of these ccsiqumies’ 
fexeign subsidiary offices fnmi China, Germany, Russia, Singap(xe, Soirth 
Kcxea, aiKl the United IQngdom to review end use screening procedures 
and documentation for selected exports. In addition, we visited sdected 
hpc sites in China and Russia. However, the Chinese govenunent refused 
us permission to visit one of three requested sites in Bering. The Russian 
government, while not denying us permission to visit one site iiHH>untiy, 
required an extetuled period of niMificatxxi that w^t beymut our 
timeframes. Silicon Graphics, IncA^ray refused to meet with us pending 
the outcome of an ongdng criminal investigation. 

We reviewed Comm^^ Department data on {xe^icense and 
post^hipment verification (psv) checks on hpcs and related technology 
and safeguards security plans associated with hpc export licenses in order 
to examine affects hcen^ng changes on government ovarsi^it We 
discussed the implementation ai«d utility of these checks with officials of 
the U.S. government, American cmrqHiter emnpanies, and host 
governments in the countries we visited. 

To determine fcxrign availability of hpcs, we reviewed the Export 
Admini^ration Act (eaa) and Expext Administratkm Regulations for 
ciitoia aiKl a description of the meaning of the tom. We then reviewed 
market research data from an independoit conqMiter teseardi 
orga n i xatioi t We also reviewed lists, brochures, aitd marteting 
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Appendix 1 

Scope wd MetAodolo (7 


infonnati<m from nuoor U.S. and foreign hpc manufacturers in France 
(Bull, SA), Germany (Siemens Nixdorf Infonmationssysteme AG and 
Parsytec Computer GmbH), and the United Kingdom (Quadrics 
Supercomputers W(»1d, Limited) and met with them to discuss their 
existing and projected product lines. We also obtained market data, as 
available, frtim three Japanese hpc manufacturers. Furtheimore, we met 
with government officials in China, France, Germany, Sing^>ore, South 
Korea, and the United Kingdom to discuss each country’s indigenous 
capability to produce hpgs. We also obtained information from the 
J^>anese government on its export control policies. In addition, we 
obtained and analyzed from two Commerce Department databases 
(1) woridwide exp(»t licensing application data for fiscal years 1994-97 
and (2) export data frtun computer exporters provided to the Department 
for all American hpc exports between January 1996 and October 1997. We 
also reviewed a 19% Ccunmerce Department study on the worldwide 
computer market to identify foreign con^tition in the hpc market prior to 
the export contrcrf revi^n.* To identify similarities and differences 
between U.S. and foreign government hpc export controls, we discussed 
with officials of the U.S. embassies arMl host governments information on 
foreign goverrunort export controls for hpcs and the extent of cooperation 
between U.S. and host government authorities (m investigations of export 
control violations and any hpc diversions of hpcs to seitsitive end users. 

We also reviewed frueign government regulations, where available, and 
both foreign government and independent reports on each country's 
export control s>^m. 


yilll.Clo^ 8«^w owp u t i f fc idD ^ if>dlfcirt»tAM wntiit .JMne2.1g>6, Peptnuntcl 
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Current Export Licensing Requirements for 
High Performance Computers 


Table HI and the descriptacm that follows sununarize the tenns of the 
re\ised export controte for hks and acceding to their mtops le^ls wd 
desdnatuMtt. 


Tabto a.1: CufTwrt Export UoanstnQ R>qu<riT>fif far High Paffermane* Computem* 


MTOPS 

Tlerl 

Tler2 

Tlw3 

Tiers 

20.000 and up 

No license required 
under iic^e exception*’ 

License and additional 
safeguards may be 
required 

License required 

License required 

Presixnption of denial 





Various termrist and 
boycott restrictions apply 

10,000 to 20,000 


License required 



up to 10.000 


No license required 
under license exception 



2,000 to 7.000 



License required for 
mfiitary or protiteration 
end users or erid use 



No license required for 
civilian end user under 
license exceptiM) 

Tsn>day review period 

for flovemmerw review 

to 2.000 No licer^e required License required to 

under license exception Sudan & Syria at or over 
6 MTOPS 

and for any MTOPS to 
reatofteer 

* For eacrt tier, exporters must nainUm and prcnnde records to 8w Commerce O^ovtment and 
reexport and retraniter restnetions apf^. 

‘A licanae excepdon far HPCs « a regulatory auihorizaiion dtei eHowt export e rs to export or 
reexport based on MTOPS levels and destination, computers mat oPtenafse would require • 
Kcense. 


Hie Revised Controls 


The revised comn^ anncnmced by the Preadent divide into hxircoiB^ 
STA^m, as fodows: 


• Tier 1 ^ countries: Western Etirc^, Japan, Canada, Metdco, Australia, 
New Zealand). No priw government review (Ucanse etrcqttiion) fcM* all 
con^NiterB, Init companies must keep recwds on hitter p e r fon nance 
shliMnaits th^ will Im iwovided to the U3. gov^nm^it, as dkeeted. 
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Tier 2 (106 countries: Latin Arnica, South Korea, Association of 
Southeast Asian Nati<ms or ASEAN, Hungary, Poland, Czech Republic, 
Sovak Republic, Slovaua, South Africa). No prim government review 
(license exceptkm) iq> to 10,000 irrops with record-keeping and r^>orting, 
as directed; individual hcesnse (requiring prior government review) above 
10,000 MTOPS. Above 20,000 mtops, the government may require certain 
safeguards at the end-user locatitm. 

Tier 3 (50 cotmtries: IrKha, Pakistan, all Middle East/Ma^ueb, the former 
Soviet Unitm, China, ^^etrtaIn, rest of Eastern Europe). No prior 
government review (license exc^tkm) iqp to 2,000 mtops. ^dividual 
license for military arnl proliferaticm-related end uses and end users and 
license exception for ci^ okI users between 2,000 mtops and 7,000 MTOPS, 
with ej^rter record-keeping and reporting, as directed. Individual licoise 
for all end users above 7,000 mtops. Above 10,000 mtops, additional 
safeguards may be required at dre end-user locati(MV 
Tier 4 (7 countries: Ir^ Iran, Ubya, North Korea, Cuba, Sudan, and Syria). 
Current policies crmtinue to apply (Le., virtual embargo on computer 
exports). 

For all these groups, reexport arMl retrar^er provisions ccmtinue to apply. 
The government continues to inq>lement the Enhanced Proliferati<m 
C<Mitrol Initiative, which provides authori^ for the govemm^t to block 
esqports ctfconqHiters of any level in cases involving exports to end uses or 
end users of proliferation cotrc^n or risks of diversion to proliferation 
activities. Crirrdna! as well as civil penalties apply to violators of the 
Initiative. 


GA<M«S1AI>-M-1M Export CoMrola 
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Appendix in 

U.S. High Performance Computer Exports 
Since the 1996 Export Control Revision 


HPC exports have increased signiScaiidy since die 1996 export 
revision. Figure 111.1 jdiows the numbers of U.S. hp<^ exported to ali tiere 
horn fiscal year 1994 through fiscal year 1997. In fiscal year 1996, U.S. 
computer vendom eiqioited almost twice as many hpcs as they had in 
fiscal years 1994 and 1995 together. In fiscal year 1997, U.S. exports of 
HPCS more than qua<hMpled the fiscal year 19&6 level Figure ni.l also 
shows that growth in e>9>ort volume was strcmg for her 1 countzi^ 
Althou^ tier 2 ^wth remained ahead of tier 1 for the whole period, the 
greatest volume of U.S. exports has been with the tier 1 countries. 

Table m. 1 shows the largest importers of U.S. hpcs. U.S. allies and friends 
remained the largest market for U.S. HPC exports, but tier 2 countries were 
the fastest growing market. Figure ni.2 summmizes the shme of U.S. kpc 
exports that each tier took in this period. Figure 111.3 sho^ the txyp five 
cummers for U.S. HPcs and the portion of the e3q>oits th^ recdved. 
Finally figure in.4 ^ows that most hpcs exported in the past 2 years were 
rated between 2,000 and 3,000 mtops. 
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FY94 

FYi6 

FV» 

FY97 

nerl U 

115 

231 

SM 

1 2.396 

ner 2 ■ 

7 

45 

161 

7ei 

ner3 ■ 

1 

25 

60 

171 

Annual Total- \ 

123 

901 

915 

3.330 


Note: shows the numbef ot ttems licensed tor export rated at abo^ 1.500 MT{^ ^ tisc^ 

years 1994 ano 1995. as wel as (he Dumber ^ Hems at or above 2,000 MTOPS for ftscal years 
1996 aod 199? reported as exported. The reguiatiorts chartged in January 1996. so that first 
quarter fiscal year 1996 data includes HPCs at above 1.500 MTOPS and the second quarter 
includes 18 machirtes rated at between 1 .500 and 2.000 MTOPS licensed for export in 
January 1996. 
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Since the Jaiuisry 1996 revision, 68 countries wiuidwide, out of 193 in the 
tier system, purchased 3,967 U A hpcs,^ as of S^[)tembc9‘ 1997. These 
machines represent a total fffc ccmqMiting power, as caik^ulated in mtops, of 
oves* 15 million ¥T0PS. Tw«ity-six countries lead the wcNid as the <k>mmant 
custon^s ftM* U.S. Hpcs. These comuzies {Hirdy^ed 91 all upcs 

sold worldwide. Together they purchased os^ 14 milli<m mtops, 
representing 93 perc^it ctf the upc computiiig power exported from the 
U.S. in the period. Table IILI ranks the countries by the quantities of mtops 
they purchased. It also shows the number of iffcs they purchased. The 
countries thiA purchased the most machines also purchased E^ativdy 
more powerfril machines as rated by mtc»^ (See t^le ni.1.) 


* De p e wclltow» p «»OMleqn»iMr*i cn i> ll s »Brtni i, bPCwMimi laid PentiawlI 880 m^riwitidhip 

M med W 4aBS3 inOPS Bk* «r dM 3S67 HPC mmMmb a ntod « kMt &000 MTCX«. hie 3.96? 
HPCi *fMnd from the IMhI SMm n cqoivalcM te ■bo« 3?.S0e Pentiiim B eon^den ta term* «9r 
WtOH. 
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Tabl*M.1: Lfytt Importf at U.S. 
HPC». FfMtf Ymts 199 $ • 1997 , 
Raniwd by Total MTOPS ExpoftMl 


Cotmtry 

FY9e 

Uaehlnoe 

FY97 

Machines 

Total 

MacMnaa 

forFY96-97 

Total MTOP8 
Exported to 
Cotmtry 
FY96-87 

Tier 

Germany 

111 

488 

599 

2,600,949 

1 

United Kingdom 

87 

489 

576 

2,359,761 

1 

Japan 

74 

233 

307 

1,667,745 

1 

South Korea 

62 

269 

331 

1,128.945 

2 

FrarKe 

29 

229 

258 

1,070,385 

1 

Italy 

16 

142 

158 

601,979 

1 

Switzerland 

23 

147 

170 

500,327 

1 

Spain 

10 

123 

133 

484,862 

1 

Sweden 

20 

77 

97 

441,541 

1 

Australia 

32 

86 

120 

398,198 

1 

Netherlands 

10 

95 

105 

321,352 

1 

Belgium 

12 

88 

100 

266,194 

1 

Hong Kong 

9 

73 

62 

259,072 

2 

China 

23 

54 

77 

239,037 

3 

Brazil 

2 

68 

70 

214,350 

2 

Israel 

7 

41 

48 

200,177 

3 

Mexico 

12 

45 

57 

199,133 

1 

Malaysia 

23 

53 

76 

194,805 

2 

Singapore 

5 

60 

65 

189.729 

2 

South Africa 

8 

28 

36 

132,675 

2 

Thailand 

2 

35 

37 

110,536 

2 

Austria 

6 

25 

31 

108,449 

1 

Nonvay 

1 

15 

16 

107,388 

1 

Indonesia 

0 

27 

27 

91,561 

2 

Russia 

7 

21 

28 

84,961 

3 

Finland 

1 

23 

24 

81,571 

1 

Total 

S98 

3.M0 

9.928 

14.077.982 



As table in.I shows, tier 1 countries, mainly U.S. friends and allies, were 
by Ear the largest market for U.S. HPCs. Figure ni.2 summarizes the share of 
U.S. HPC exports that each tier recdn^ed in the past 2 years. 
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Sourea: Depwtm«M of Commorca and GAO Analysis. 


Since ttie esqxut ctmtrols were revised, hpcs have been acAd to 
countries, but 26 countries account for 91 percent of all US. hpcs sold 
worldwide. Not <xily have the lltf 1 countries dominated as U.S. hpc 
customers, five US. allies were Uie largest custoiaos for US. hpcs: 
Geimany, file United Kingdom, Japan, South Kcwea, and France. As 
figure 10.3 shows, these five countries togetho* received over 52 percent ot 
the machines exported. These countries also bou^t the most powerfiil 
machines, purchasing 58.36 percCTt of file KTOPS exported in hpcs. 
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Figur* Quantity and Pareant of Total MacMnaa Purchaaad by Fiva Largaat Cuatomara for HPCa, From 
January 1996 • Saptambar 1997 

United Kingdom 576 14.5% 



Remaining World 1,896 47.8% 


Source; U.S Oepertmeni ot Commerce artd GAO Arulysis. 


The large irugority of U.S. hpcs exported since the revision and the largest 
number of most powerful computers were sent to tier 1 and 2 countries. 
For example, 50, 5, and 1 hpcs with computing power greater than 
13,000 MTOPS went to tiers 1, 2, and 3, respectively. Of the 50 countries in 
tier 3, five — China, Israel, Russia, liutia, and Sau^ Arabia — account for 
about 84 percent of the computers exported to tier 3. Table in.2 shows the 
numbers of con^>uters each country has received. 


Tabla W Numbara of MaeMnaa 
Exportad to Top FIvo TIar 3 Radpianta, 
January 196»>Saptambar 1997* 


Country 

1996 

1997 

Total 

Parcont 
of total 

China 

23 

54 

77 

3S.0 

Israai 

7 

41 

48 

21.8 

Russia 

7 

21 

28 

12.7 

India 

6 

13 

19 

6.6 

Saudi Arabia 

2 

11 

13 

5.9 

Other Tier 3 

4 

31 

35 

15.9 

Total 

49 

171 

220 

100 


*HPCs to China and India wara aaporlad with no mdividuai bcerwas. Russia and Saudi Arabia 
raceivad t licansad HPC aach. «Ma israai racaivad 18 licansad mechinas. 
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China, vrtUch ranica first in the number of hpcs received by a tier 3 country, 
would have received even higher numbers of hpcs if its hpc totals were 
combined with those of its Kong Special .^hninistrative Region. 
H<»^K<mg and China rank I3th and 14^ r es p ectiv ely, on the hpc 
purduisets’ list (See table IILl) H(h^ Kcxig ar^ were ti^^d as 

one for purposes of U.S. export controls and statistics^, the combined 
region would have purchased more machines than Italy, wiuch ranked 
seventh in U.S. machines e3q>orted, and almost as many machines as 
Switzerland, ranked sixth. 

The largest numbeis of U.S. hpcs exported w&ee less powerful ^ca. hpcs 
8^ the 2.000 to 3,000 im:x*s level made up tlK bulk of maddnes eiqxnted, 
about 58 percent oi all hpc exports, hpcs at the 2,000 to 7,000 mtc^ level 
constitute the large nugoilty of U.S. hpc experts, dxmt 92 percent of all 
U.S. hpc exports, or 3,638 maddnes exported. The renuiming 8 percoit of 
KPC esqpCMts, 329 machines, were above 7,000 mtops. Figure 014 shows 
these rdaticxiships. (See fig. in.4.) 
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Plgur* HI.4: Quantity and Parcantaga of U.S. HPC Exporta by HTOPS Lavala, January 1 99 6»8 ap lambar 1M7 


5.000-6.9M ItrrOPS 268 6.8% 



2.000-2.999 MTOPS 2.310 58^ 

Sourc«: U S. Departrnam ot Commarce and GAO analysis. 
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ApPCTMfixIV 

Comments From the Department of 
Commerce 


Note: GAO comments 
supplementing those in the 
report text appear at the 
end of this appendix. 
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hb.WmidlJaiaaan 
Anociete Krecnor 
,liitcniiiieoal Reltctou ad 
Oocrel Acooundag Offlci 
WaihingcoB, O.C. 20541 

Doer Mr. JofanaoD: 

T1ad( ymi the opfMTtoity to ecffiOMal OB Ae draft GAO rapom w 1995 dtcaiiee l(t 
revile export coolrota lor perfbnnnee eooyian (HPCoX MjrgoMnlviewiitettliB 

lepoitt ore too liaihed in their oeope ad dkwld be to reflect bettor the Mioitole Ato 

led to Ac Pie ii dcnt'e drridnn to eheaie > e ap c ei pofley final eielie of the Cold Wto to 

oociBoretntaMWTihtodey'ctocbtiolofytoKi atentoicanliaDtoi^avlioancBL ThePreeideet 
baled hie deeiskM a eevenl fitoten ~ ripid techoologice) dtoope^ wide nvtolaUUtj’. Umitod 
eontrollability, od linitod anderwi aecatt^ ippikation - that pi^ed entk^ fotee to Ae 
Admittctenkia' • dactthto to crooto a cfbcthK eipetl pohey Ar eenpeltoc to vaieito 
perfbrmaoe levds. hHteadofBad}rztiigifaiiitoHitok,AeiepeilsfoeataaouidMed,C^ 
War eeooepi of caiitonlity.” 


thecoa^uterexpartpcAcyedaptodbytfaisAdminitorotioaulMS. Hat policy wn* canfldly 
creltedendweiTaditoiciod M iantotngwhtocoiJdbecopBoUed. The I Mooe^ator review 
was « model fiir bow eqntt ooatpob ihoeid be toto"to h ed md a^vtood A the Pm-TftM Wto 
•eornty envirmoMnL I haw provided recooiBcadtoioB* to cepnadAeieportatoid take Aem 
imn reflective ^tiacdiaeuMkicL I«A AtoycMtncIndeAcfidlowlngooiBmcatoAyonrieparto 
ud A« you eoneider our reeofxuiHDded duiapei to the text 


Thok you agna for Kdkitii^ the DepwBDCSt’i view* on Ac dnft repotto. 
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AppeadixIV 

OMBiaeats the DcpkmMBt 4^ 
Gobumkc 


Seecomrnemi. 
N!5W <X) p. 3. 


SeeCcH^mnent 1. 
N(^ on p. 4. 


See comment 1 . 
Now on p. 4. 


See comment 1. 
Now on p. 4. 
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z^Md fibe MTOPS OM^nldt frr KPC esqNit ceaMb ad ottbUMd ifae ftuMMT coaml 


eebeiMiepn 
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^peatUx IV 

Coouaenta From the DepertBent of 
Commerce 


See comment 1 . 
Nowon p. 10. 


See comment 1 . 
Now on p. 5. 


See comment 2. 


Ibdtnak: FactuaL 


Pafe6.liBelt. Prioro^ThiartBrtw 


K *To aid c xp ort aw in making csd 
d a ipedfic Uatof ‘*nd flap” and 
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It an end user’s acthrhiea. 

dmaeeka 
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Pip7.line<. Replaeetfaefr«aeBaeaocoftbc2**panpiph«ilbtbefoUowmc; "Widitcpnl 
^ nf HTTt. a mantmt rf-mr^immfti niiiiii iriel nnliiilii Itw Ifnilrfl 

Stmee. lnadditicom a ahak H a ri eacfU.8. c icaepnetH «dhmB e» s .odicrMmaifccoiitnsw 
Inrmnl In *T — ° — | * bB>B 0 pe,OeaMa 9 r»Fnnee, the Ueted Kingdom 
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Infiaeocvto a KPCftomteUdted States bat was denied Bapoctbocnse. Bent on proving 
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p^kaciaem. After the hdiodoctkB of dm Pmam, India publicly ahiod that it treated this 
cepeUkty only after we reflaed to aeO ibe oouBhy an HPC and in oediT to evade ow ootdiDb. 


Moat oftoetyateenam di geitoueiy p roduced in Barope and Asia have ooopdingpgnw that an 
lamdiaaS,OOOMTOPStotBrgetapottkaaftfaBHPCmadmtttBtisltrpmdafibcdabk. The 
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Now on p. 6. 
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CoMMSt* FMm ^ DeiwrtaMKt or 
Cooweree 


The following are gao's comments <hi the Department of Commerce lettn* 
dated August 7, 19d8. Conunerce provided one set of written c<Mnments for 
this report We addressed Commerce’s general comments relevant to dus 
report on page 15 and its q>ecific c<»nments below. 


GAO Comments 


1. We have made the suggested changes, as ^propriate. 

2. Commerce also commented that a number of foreign manufacturers 
indigenously produce hpcs that compete with those of the United States. 
Evidence cited by Commerce concerning particular countries with hpc 
manufacturing capabilities came from studies that were conducted in 1995 
and that did ru>t address or use criteria related to ^foreign availability.* As 
stated in our r^>ort, we gathered data from multiple government and 
conq>uter industry sources to find companies in other countries that met 
the terms of fcu^ign availabiliQr. We met with m^r U.S. hpc companies in 
the United States, as well as with their overseas subsidiaries in a number 
of countries we virited in 1998, to discuss foreign hpc manufacturers that 
the U.S. coii^>anies considered as providing foreign availability and 
competition. We found few. Throu^out Europe and Asia, U.S. con:q>uter 
subsidiary officials stated that their coiiq>etiticm is primarily other U.S. 
computer sul»idlaries and, to a lesser extent, J^)anese companies. Our 
information does not support Commerce’s position on all of these 
manuf^urers. example, our visit to government and commercial 
sources in Singapore indicated that the country does not now have the 
ci 4 )abilities to produce hpcs. We asked Commerce to provide data to 
si 4 >port its aaserti<m cm foreign manufacturers, but we received no 
documentary support In addition, although requested, Commerce did not 
provide documentary evidence to confirm its asserted ciq>abilities of 
India’s hpcs and uses. 

3. Conunerce stated that policy makers did not receive doe information 
prior to the revision of the hpc controls in 1995 and, further, there is 
current disapeement within doe over the contribution that hpcs make to 
nuclear programs in countries of ccmcem. We agree that Ckmunerce did 
not obtain available information on this issue from doe laboratories, 
although such infOTmation was available and provided to us t^mn request. 
In addition, we found no dissent or qualification of views identified in 
doe’s official study on this matter. 

4. Commerce stated that worldwide availability of computers indicates 
that there is a large installed base of systems in the tens of thousands or 
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even millions. Commerce further stated that license requiremoits will not 
prevent diversion of hpcs unless realistic contrcrf levds are set that can be 
enforced effective^. While we agree, in principle, that increasing numbers 
of HPCS makes c<mtn:JlabiliQr more <hfficult, a realistic assessment of when 
an item is ‘iinccmtroUable” would require an analysis of (1) actual data, 

(2) estimated costs of enforcing ccmtrols, and (3) pros and cmmis of 
alternatives — such as revised regulatoiy procedures — that might be 
considered to extend controls. Such an analysis was not dcme by the 
executive branch before its 1995 decision. In addition, Commerce 
provided no documentary evidence for its statement that there is a large 
installed base of hpcs in Ae millions. 

5. Commerce stated that most European governments do not enforce U.S. 
export control restrictions on ree3q)ort of U.S.-supplied hpcs. We agree 
that at least those European governments that we visited (Germany and 
United Kingdom) hold this position. However, although requested, 
Commerce provided no evidence to support its statement that the 
government of tl^ United Kii^dcnn has instructed its exporters to i0:\ore 
U.S. reexport controls. 
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Comments From the Department of Defense 


Not«: GAO comments 
supplementing those in the 
rep^ text appear at ^ 
end of tNs appendix. 


See comment 1. 


See comments. 


See comment 3. 
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The following are gao*s comments on the D^>artanent of Defense letter 
dated July 1998. dod provided one set oi written comments for this 

n^it. We addressed dod's general comments relevant to this report on 
page 17. We address dod’s ^>eci&c commits below. 


GAO Comments 


1. DOD stated that the Stanford study was only one of many inputs 
considered by the executive branch in its 1995 assessment of computer 
export controls. We agree, and our report states, that there were t^er 
inputs to the decision. However, officials at Commerce, dod, ^ate, dc^, 
ai^ ACDA refeired us to the Stanfoi^ study in e3q}lain}ng the ba^ for the 
e^recutive branch decision to revise tihe ccsdrols. Moreover, in announcing 
the 1996 HPC export ccxitrol changes, the executive branch highlighted two 
conclusions of its review; (1) U.S.-manufactured computer technology ttP 
to 7,000 MTOPS would become widely available woridwide by 1997 and 

(2) many hpc appUcati<ms used in U.S. national security pro^^tuns occur at 
or above 10,000 mtops. Boffi condusitms were l^sed on Inform^mi 
provided only in the Stanf<»rd study. Also, dod provided brieSng slides cm 
the HPC export control revision to the House Committee on National 
Security dked October 17, 1995, using information dravm almost 
exclusively from the Stanford study. Filially, a March 1998 Commerce 
Department repeat on foreign policy export controls noted only one 
source — a new Stanford study — as part of a 1998 review of hpc eiqmit 
cemtre^ 

2. DOD stated that it identified numerous ivriicmal security applications 
used by the United States that reqpnre various levels of computing power, 
which helped to establish the revteed liceiising policies. We agree, and our 
rqKnt disemsses the &ct that dod identified how the U.S. government uses 
HPGs Sot natkmal security applicatiems. However, this misees the point 
because these i 4 )pilcations did rM)t refer to particular countries of ccmcon. 
As we noted in our report, the principal author of the Stanford study and 
DOD officials said that they had not p^ormed a threat assessment or 
analysis of other countries’ use of hpcs for military and other national 
security purposes. The current dod analysis of how countries of <x>ncem 
can use HPCS is being done at the request of the House Naticmal Security 
CcKranittee and mi^t provide the inf<»mati<m needed to perfrmn our 
recommended assessment 

3. We disagree that the executive branch fijlfiUed the intent of our 
reconunendations. Specifically, it did tMH have information on how and at 
what perfcxmance levels countries of concent, sudi as China, India, and 
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Pakistan, use hpcs for military modernization and nonnuclear proliferation 
activities. Regarding the degree of contrcdlability of coii 4 >uters, nether the 
Stanford study nor any the other inputs used in the 1995 coR^>uter 
export OMitrol review provided any enq)irical evidence or analyks to 
support assertions that hpcs with certain performance levels are widely 
ava^le and uncontrollable. In fact, the 1998 Stanford study recomm«ids 
procedural e3q>ort licoising changes that would make such hpcs 
controllable again. 


Pia«47 


GAOm81AI>-98-lM Export Coatrt^ 



102 


Appendix VI 


Mggor Contributors to This Report 

National Security and 
International AflEairs 
Division, Washington 
D.C. 

Eugene Beye 

Jason Fong 

Christian Houg» 

JeSfrey D. Phillips 

Mkiette Richardson 

James ^lafer 

Pierre ToureUle 

David Trimble 

Office of the General 

Riritard Sekhn 

Counsel, Washington, 
D.C. 


Accounting and 
Information 
Management Division, 
Washington, D.C. 

HaiTran 


(711IM) 



Ordering Information 


The first copy of each GAO report and testimony is free. 
Additional copies are $2 each. Orders should be sent to the 
following address, accompanied by a check or money order 
made out to the Superintendent of Documents, when 
necessary. VISA and MasterCard credit cards are accepted, also. 
Orders for 100 or more copies to be mailed to a single address 
are discounted 25 percent. 

Orders by mail: 

U.S. General Accounting Office 
P.O. Box 370S0 
Washington. DC 20013 

or visit: 

Room 1100 

700 4th St. NW (comer of 4th and G Su. NW) 

0.8. General Accounting Office 
Washington, DC 

Orders may also be placed by calling (202) 512>6000 

or by using fax number (202) 512-6061. or TDD (202) 512-2537. 

Each day, GAO issues a list of newly available reporu and 
testimony. To receive facsimile copies of the daily list or any 
list fkom the past 30 days, please call (202) 512-6000 using a 
touchtone phone. A recorded menu will provide InfMsaatioa on 
how to obtain these lists. 

For information on how to access GAO reports on the INTERNET, 
send an e-mail ammage with ’info” in the body to: 

info#www.gao.fov 

or visit GAO'S World Wide Web Home Page at: 
hUp://www,gaOigov 


snsi WD Ow i-'^ nKTCtioa a s pi 




104 


GAO RESPONSE TO THE OJMMENTS OF IHE STANFORD STUDY AUTHORS TO GAO REPORT 

DEC 


PERFORMANCE COMPUTER CONTROLS (GAOfl>ISIAD-98-196) 






Ttse authors of the 1 995 Stanford study state that GAO‘s criticism of their sit^y and of the administraticm’s 
decision to relax controls in 1996 was flawed, first, because the GAO criticism was based on unrealistic 
presumptions regarding market controllability and, second, because GAO presumed that a comprehensive, 
detailtd analysis of how fm^ign organizations of national security concern may use HPC techm^ogies is a 
strong prerequisite for relaxing export control thresholds. With regard to market controllability, the authors 
of the Stanford study hypothesized that the controHabiltty of HPC technologies today are more strongly 
determined by the quantities and qualities of systems of U.S. origin dian by systems of foreign origin. 

They said that at a certain point (between 4, (XX) to 5,000 MTOPS) the volume of computer sales, including 
sales from the secondary market and scalable computers (those that can be easily upgraded by a user) make 
the costs of cond^olling their export loo high. The authors of the study also stated that the implicit mirror- 
image analysis they conducted across a broad spectrum of U.S. practices to estimate a foreign country’s 
ability to use HPCs is a viable alternative to comprehensive, in-depth analysis of foreign uses of HPCs. 


GAO COMMENTS 


With regard to the Stanford study's hypothesis concerning market controllabilhy, the authors’ assertions 
about GAO's criticisms do not accurately reflect what GAO reported or concluded. While we agree, in 
principle, that the study’s hypothesis may have merit, an assessment of whether an item is actually 
’‘uncontrollable” would require an analysis of ( 1 ) actual data, (2) estimated costs of enforcing controls, and 
(3) pros and cons of altematives-such as revised regulatory procedures— that might be considered to extend 
controls. It was the lack of actual data or analysis showing that resources available to the government and 
computer industry would be inadequate to track or control HPC sales that presented a problem. In this 
regard, the study’s authors told us that they did not attempt to analyze the costs of controlling HPC 
techriology at or below perfonnance levels of 4,000 to 5,000 MTOPS. Moreover, the authors provided no 
data or analysis concerning the actual size of the HPC market, the amount of alleged market “leakage," or 
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the volume of the HPC secondary market. Also, it should be noted that, with regard to scalability, a follow- 
on 1998 Stanford study acknowledged and recommended a possible alternative for applying export controls 
to address this technological development. 

Regarding U.S. national security, GAO’s report did indicate that the executive branch should have 
conducted an analysis of how foreign countries of concern may use HPC technologies for military or 
proliferation purposes prior to relaxing export control thresholds. Since the executive branch’s stated goals 
for HPC export control revision included tailoring control levels to security and proliferation risks of 
specific destinations, it became vital to determine how and at what performance levels specific countries 
would use HPCs for military and other national security applications and how such uses could threaten U.S. 
national security interests. Because of data and lime limitations, the authors were unable to perform this 
analysis. Instead, they looked at how the U.S. military uses HPCs-referred to as mirror-image analysis. 
Although they state that a mirror-image analysis is a viable alternative to comprehensive, in-depth analysis 
of foreign uses of HPCs, the authors recommended significantly enhancing the analysis of HPC 
applications to countries of national security concern, including providing a more focused evaluation of the 
capabilities of target countries. Mirror-image analysis may provide some useful general information, but in 
this case, there is a need for more specific data to meet the goals set by the administration. DOD has since 
completed an analysis of how countries of concern could use HPCs for military and proliferation purposes, 
but this analysis was not completed until November 1998, nearly three years after the decision to relax 
HPC export controls. 
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Introduction 

On September 16, 1998, the U.S. General Accounting Office released a report, GAO/NSIAD- 
98-196, entitled Information on the Decision to Revise High Performance Computer Controls 
[1], This report was the culmination of an approximately year-long investigation to (1) 
assess the basis for the executive branch’s revision of high performance computing (HPC) 
export controls, (2) identify changes in licensing activities and the implementation of certain 
U.S. licensing and export enforcement requirements since the revision, and (3) determine the 
current foreign availability of HPCs, particularly for certain countries of national security 
concern. A prominent part of their report was a critique of a 1 995 Stanford study: Building 
on the Basics: An Examination of High-Performance Computing Export Control Policy in 
the 1990s [2]. 

This document is a reply to the GAO report. It provides a rebuttal to the two main criticisms 
leveled at the 1995 Stanford study. It further suggests that the GAO report was preordained 
to conclude that no significant relaxation of export controls should have been made because 
they started with unrealistic premises regarding the role of foreign availability and the 
grounds on which foreign use of HPC can effectively be assessed. 

The GAO’s criticism of a 1995 Stanford study and the Administration’s 
decision to relax export controls in 1996 is flawed. It is based on highly 
unrealistic presumptions that disregard the reality of high-performance 
computing technologies, markets, and applications in the 1990s: 

• That the 1979 concept of “foreign availability” adequately reflects the 
controllability of HPC technologies in the late 1990s. 

• That comprehensive, detailed analysis of how foreign organizations of 
national security concern may use HPC technologies is a strong 
prerequisite for any form of relaxation of export control thresholds. 


Response to Criticism of the 1995 Stanford Study 

The GAO report made two primary criticisms of the 1995 Stanford study. The following two 
sections address each of these criticisms. 
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Lack of assessment of foreign capabdlity to use HPC for national 

SECURITY PURPOSES 
Response to critique 

The GAO report makes the following claims regarding the Stanford study’s assessment of the 
application of HPC for national security purposes [3]: 

Although the Stanford study was tasked with assessing the capabilities of 
countries of concern to use HPCs for military and other national security 
applications, it did not do so. The study discussed only U.S. applications of 
HPCs for military purposes. 

There are two implications in this statement. First, that we ignored foreign countries’ 
capabilities. Second, that mirror-image analysis - which tries to estimate a foreign country’s 
ability to use HPC systems based on a study of the kinds of problems U.S. practitioners are 
solving, and what computing support is deemed necessary — is fundamentally flawed for the 
purposes of formulating export control policy. Both implications are incorrect. 

The GAO report claims that the 1995 Stanford study failed to consider the 
ability of cotmtries of national security concern to use HPC systems for 
national security applications. This is untrue. 

While it is true that the 1995 Stanford study did not identify in detail the current capability of 
each country of the world to apply HPC to each category of national security of application, 
it did not ignore the issue. The country/application matrix (Table 16, [4]) is an unclassified, 
significantly condensed version of a classified assessment produced by the Defense 
Technology Security Administration. It does indicate some of the countries that could use 
HPC productively in a number of advanced conventional weapons and operational 
applications. The eventual division of countries into four tiers reflects a number of criteria 
that include, but are not limited to, foreign countries’ abilities to apply the HPC technologies 
effectively to problems of national security concern. 

The more fundamental problem is that detailed analysis of many HPC applications that may 
be pursued in highly sensitive installations in countries of national security concern to the 
U.S. is extraordinarily difficult and expensive to do. It is rare that it can be done even in a 
few isolated cases, and even when conducted is usually significantly based on at least some 
substantial, implicit mirror image analysis. During the long history of export controls very 
little such analysis has been done. The entire U.S. intelligence community has been unable 
to pursue such analysis in a comprehensive fashion. Insisting that a great deal of such 
analysis be done as a prerequisite for any relaxation of controls in the face of such great 
technological change is unrealistic and unfair to U.S. industry. The 1995 Stanford study did 
what was possible given the constraints of a three-month study period, the information 
available from the U.S. government, and the security restrictions placed on that information 
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What we did do was conduct an implicit mirror image analysis across a broad spectrum of 
applications. This analysis was substantially elaborated in the 1998 Stanford study [5], 
which supported the essential conclusions of the 1995 study. Together, the two reports 
constitute by far the most extensive unclassified survey of possible HPC applications of 
national security concern yet done for export control purposes. 

Few would argue that such mirror image analysis gives a precise picture of how foreign 
countries may use the HPC technologies they acquire. However, the real question is whether 
mirror imaging is sufficiently accurate that it can be usefully employed by policy-makers who 
must make decisions even when time and resources are limited. 

Mirror-image analysis tries to estimate a foreign country’s ability to use HPC 
systems based on a study of the kinds of problems U.S. practitioners are 
solving, and what computing support is deemed necessary. While imperfect, 
such analysis is a viable alternative to comprehensive, in-depth analysis of 
foreign uses of HPC. It does allow policy-makers with finite time and 
resources to make decisions with some confidence that the conclusions are not 
ill founded. 

The GAO report fails to demonstrate that mirror-image analysis is sufficiently 
inaccurate that the 1995 Stanford study’s conclusions should be called into 
question. 

An asymmetry between U.S. and foreign pursuits is significant only if a) a foreign country 
pursues applications not pursued by the U.S., or b) if foreign entities are able to use lower 
levels of HPC technology far more effectively than their U.S. counterparts. Given the great 
depth and breadth of experience and support of the U.S. national security HPC community, 
the first point is unlikely. There appear to be very few specific and substantial examples of 
the second point for computing during the long history of HPC export controls. Some of the 
few examples that were of concern at certain times - Soviet parallel computing systems 
during the 1 960s and Soviet residue arithmetic machines during the late 1 970s - were 
essentially failures. 

The GAO report fails to demonstrate that the mirror-image approach is sufficiently inaccurate 
that the fundamental findings of the 1995 Stanford study should be called into question. The 
GAO report’s one reference to a detailed study of foreign capabilities in a narrow application 
domain, the 1998 DOE study on the benefit of HPC to tier 3 countries’ nuclear programs, 
hardly invalidates mirror-image analysis. For example, the GAO report states that [6], 

[ajccording to the DOE study, the impact of HPC acquisition depends on the 
complexity of the weapon being developed and, even more importantly, on the 
availability of high-quality, relevant test data. The study concluded that ‘the 
acquisition and application of HPCs to nuclear weapons development would 
have the greatest potential impact on the Chinese nuclear program - 
particularly in the event of a ban on all nuclear weapons testing.’ Also, the 
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study indicated that India and Pakistan may now be able to make better use of 
HPCs in the 1 ,000 to 4,000 Mtops range for their nuclear weapons program 
because of the testing data they acquired in May 1998 from underground 
detonations of nuclear devices. 

Compare these conclusions with the conclusions of the 1995 Stanford study [7]: 

Control of HPC exports to countries known to possess nuclear weapons, by 
limiting those exports or imposing appropriate safeguards, will impede their 
development of improved weapons and reduce their confidence in their 
existing stockpile by limiting the opportunity to conduct simulations in lieu of 
live tests. Similar or more rigorous controls on HPC exports to countries with 
nuclear weapons development programs could impede their development of 
second-generation weapons. . . Live testing has been critical to the U.S. 
nuclear weapons program, and vast amounts of data have been collected. In 
fact, the availability of data from full- and limited-scale nuclear tests is more 
crucial than the availability of HPC. Computer models were partially based 
on test data, and as more data from nuclear detonation tests was acquired they 
were refined and expanded. . . The advancement of a nuclear weapons 
program beyond basic weapons design requires both computational 
horsepower and empirical lest data. . . Second-and later-generation nuclear 
weapons design requires using computers of at least 1 ,500 Mtops and 
conducting tests to provide data for empirical model development. [WJithout 
nuclear test data and the resulting empirical models, computers at [4-5,000 
MtopsJ-indeed, at any currently available level of performance-are likely to 
be insufficient to design such weapons. 

The DOE study is consistent with the 1995 Stanford study. Moreover, the DOE study itself 
contains substantial mirror image analysis. This is not to say that studies like that done by 
the DOE should not be carried out, when feasible. We recommended that they be done 
because of their potential contribution to our understanding of the actual state of practice of 
HPC applications throughout the world. Furthermore, when such information becomes 
available, the analytic framework developed in the Stanford studies can easily accommodate 
it. But in the absence of such studies, the mirror image analysis becomes the only viable 
general alternative and does allow policy-makers to move forward with some confidence that 
the conclusions are not ill founded. 

The GAO report quotes a Department of Energy study on the benefit of HPC 
systems to tier 3 countries’ nuclear programs to refute the analysis of the 1995 
Stanford study. However, the DOE study is consistent with the 1995 Stanford 
study. 
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Role of HPC applications in establishing control thresholds 

The ultimate objective of HPC export control policy is to limit selected foreign 
organizations’ ability to pursue certain applications of national security concern by restricting 
their access to the necessary computing hardware. However, a discussion of national security 
applications caimot be divorced from a discussion of the levels and types of computing power 
needed, and the controllability of that technology. This framework, developed in the 1995 
Stanford study and elaborated in the 1998 study, posits and tests three basic premises: 

1 . There are problems of great national security importance that require HPC for their 
solution, and these problems caimot be solved, or can only be solved in severely degraded 
forms, without such computing assets. 

2. There are countries of national security concern who have both the scientific and military 
wherewithal to pursue these or similar applications. 

3. There are features of the necessary computers that permit effective forms of control. 

The framework helps establish a range of threshold choices for which the basic premises 
hold, and at what levels, at any point in time. It can accommodate all data that is relevant to 
the discussion, e.g. technical details about computing systems, market data, computational 
requirements of national security applications, uses of HPC in foreign countries, and foreign 
HPC vendors. 

Much of the current public debate centers around applications that require 
relatively low levels of computing by today’s standards, levels that can be 
obtained more easily and without much delay with each passing year by 
foreign entities of national security concern. The debate should focus on those 
applications in which HPC export controls can make a real difference. 

Arguably, all three premises held during most of the Cold War. With changes in threats to 
U.S. national security interests and in HPC technologies, markets, and applications, the 
premises no longer hold at Cold War control thresholds. However, much of the current 
public debate centers around applications that require relatively low levels of computing by 
today’s standards, levels which can be obtained more easily and ivithout much delay with 
each passing year by foreign entities of national security concern. In particular, much of the 
debate that has raged around HPC export control policy has centered on the proliferation of 
nuclear, chemical, and biological weapons of mass destruction (WMD). While there is 
obviously good reason to be concerned about such applications, there continues to be a 
misperception that HPC is a major enabler of these threats. This yields an exaggerated view 
both of the importance of computing for WMD ja-oliferation, and of our ability to deny 
widely available levels to undesirable end users. For example, the designs of the nuclear 
weapons in the current U.S. and Russian stockpiles are based on extensive nuclear test data. 
The designers used the test data in conjuiKtion with computers no more powerful than a 
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single-processor Cray X-MP or Y-MP,' each of which has an Mtops rating less than today’s 
Apple iMac consumer desktop machine. Among scientists at the Department of Energy and 
its weapons labs, there is widespread agreement that when test data are available, computing 
above this level is no longer on the critical path in designing nuclear weapons. When test data 
are not available to validate the applications, the use of even controllable HPC is of limited 
benefit.^ In countering the proliferation of WMD, our energies should be focused on other, 
mote effective measures than trying to control the export of readily available hardware 
platforms. 

Nuclear we^ns in the current U.S. stockpile were designed with computers 
no more powerful than a single-prxrcessor Cray X-MP or Y-MP, each of which 
has composite theoretical performance (CTP) less than today's Apple iMac 
consumer desktop system. 

When test data are available, high levels of computing power by today's 
standards are not needed for nuclear we^xtns design. When test data are not 
available to validate applications, even a great deal of computing power is of 
limited benefit. 

If not nuclear weapons design, what applicaticms can serve to justify the policy? Although 
important and computationally demanding applications exist, it has been difficult to find 
constituencies willing to fight for them in the export control debate. We spent a great deal of 
effort during both the 1995 and 1998 studies to find HPC practitioners in the U.S. national 
security community who could provide a detailed assessment of the following question. With 
regard to their qiplications, hov/ would HPC export controls seriously handicap foreign 
organizations in pursuing the cpplication, given technological progress in the areas of 
microprocessors, scalability and clustering? The assessments had to go beyond descriptions 
of how computers ate generally useful and describe what significant result can be achieved 
with, say, a 6,000 Mtops computer that carmot be achieved with a half-dozen easily clustered 
1,500 Mtops systems. We were surprised at how difficult it was to find individuals within 
the Departments of Detense or Energy who believed in and were willing and able to argue in 
detail for a continuation of export controls at workstation or modest multiprocessor levels to 
protect applications within their spheres of activity. 

One of the contributions of the Stanford studies, unacknowledged by the GAO report, was to 
bring into the discussion applications of national security importance that can serve to justify 


' While the national laboratories did use systems like an eight-processor Cray Y-MP/8 with CTP approaching 
4,000 Mtops, individual weapons design codes ran on only one 500 Mtops processor at a time. 

^ DoE's Advanced Scientific Computing Initiative (ASCI) is applying computer simulation to the problems of 
stockpile management, not weapons design. A non-testing environment requires large-scale simulations that are 
necessary in the absence of new test data. 
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the policy. These applications, demanding levels or forms of computing power that can only 
be provided by systems that are controllable, fall into two broad categories: research and 
development (R&D) applications and operational applications. R&D examples include 
large-scale forces modeling, effects of weapons on structures, radar cross-section 
calculations, and shallow water submarine maneuvers. While many R&D activities can use 
less powerful systems running for longer periods of time to obtain a desired result, there is a 
substantial time advantage to using the more powerful systems. This time advantage 
contributes substantially to the technological lead the U.S. and its allies enjoy. Restricting the 
export of such high-end HPC systems can thus delay entities of national security concern in 
their pursuit of these same ^plications, enabling the U.S. to maintain its lead. 

There do exist applications of natiorud security concern that require levels and 
forms of computing power that cannot be provided by readily available 
technologies. The 1996 export control revisions were strongly influenced by 
the requirements of such applications. 

Unlike the situation with R&D examples, operational applications have time constraints that 
must be met. Important examples of operational applications are on-board signal processing 
and military-grade weather forecasting. Weather forecasters, for example, must have a result 
within a very strict time window, e.g. an hour for the computation of a single global forecast. 
The difference between a single 6,000 Mtops computer and a loosely coupled cluster of 1,500 
Mtops computers is much greater for such applications than for any other research and 
development or operational application that we or anyone else has been able to identify. The 
1 996 policy was strongly influenced by the computational requirements of such applications. 

Lack of empirical evidence or analysis supporting assessment of 

CONTROLLABILITY 

The second chief criticism by the GAO of the 1995 Stanford study is that “[T]he study lacked 
evidence or analysis to support its conclusion that HPCs were uncontrollable based on (1) 
world-wide availability and (2) insufficient resources to control them.” [8] 

The GAO report’s conclusion is based on a very strict interpretation of “foreign availability” 
as defined by the Export Administration Act (EAA) of 1979, as amended.^ The GAO report 
correctly noted that only about half a dozen companies outside the United States, located in 
Japan and Western Europe, compete with U.S. HPC vendors in general computer technology 
markets and that these non-U.S. vendors have almost no sales to tier 3 countries. The GAO 
report also correctly notes that tier 3 countries have limited ability to produce HPC systems 
that are comparable in quantity, quality, and power to those produced by major HPC-supplier 


’ The EAA describes foreign availability as goods or technology available without restriction to controlled 
destinations from sources outside the United States in sufRcient quantities and comparable quality to those 
produced in the United States so as to render the controls ineffective in achieving their purposes. 
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countries. The 1995 Stanford study explicitly covered this point in some detail for Russia, 
China, and India. 

The GAO ignored the point that technologies associated with HPC have chan^ 
dramatically since 1979. If a lack of foreign availability under the old EAA definition is 
sufficient to establish a technology’s controllability, then it should be true that any 
technology available only fiom U.S. vendors (or their licensees) is controllable. Consider, 
howevCT, microprocessors and the single-processor desktop and desk-side systems based on 
them. The international market for advanced general-purpose microprocessors is completely 
dominated by U.S. companies such as Intel, Cyrix, AMD, Compaq/DEC, IBM, Motorola, 
Hewlett-Packard, MIPS, Sun Microsystems, Texas Instruments and their foreign licensees 
(e.g. Samsung, NEC, Toshiba, Fujitsu). Hundreds of thousands of microprocessors with 
individual performance above 500 Mtops are manufactured each year, as are tens of millions 
of processors with performance between 300-500 Mtops. As one small example, in a six- 
wedc period fiom mid-August to the end of September 1998, Apple Computer sold 278,000 
iMacs (233 MHz G3 processor, 524 Mtops) [9]. 

Advanced microprxtcessors lack foreign availability, yet are completely 
imcontrollable. They prove that the 1970s concept of “foreign availability” is 
inadequate for determining controllability in the 1990s. 

Throughout the tier 3 countries, there is a modest number, 200-300 at most, of organizations 
such as foreign military research and development installations that have the motivation, 
technical ability, and fiinding to use HPC technologies to the serious detriment of U.S. 
national security interests. Do opponents of the current export control regime believe that 
advanced microprocessors are controllable, and that control efforts by the U.S. government 
could prevent these few installations fiom obtaining small numbers of them? If so, such 
beliefs ate exceedingly unrealistic. Do they intend to license all of the hundreds of thousands 
of machines using these microprocessors and track them throughout their useful life, and 
provide funding for diis licensing and tracking effort? If not, they must agree that factors 
other than the 1979 definition of foreign availability must be taken into account to establish 
effective international controllability. These fetors include the installed base, size, cost, age, 
distribution channels, and dependence on vendor support An additional factor, scalability, is 
significant for reasons discussed below. 

Foreign availability, when it exists, is certainly a strong form of worldwide availability. But 
as the discussion above indicates, it is not the only factor influencing controllability, and may 
not even be the dominant factor. We determined that the foreign availability of HPC 
technologies from countries such as Russia, China, and India was not an important factor 
outside their own countries, even if their likely exaggerated claims of computing capabilities 
were true. But even when indigenous HPC vendors may not be “competitive” on the world 
HPC market, they can be effective in helping a tier 3 or 4 country achieve competence in an 
area of national security concern to the United States. An example of this is the role of 
indigenous computing in the Indian nuclear program. Unlike the GAO, we also determined 
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that the actual nature of worldwide availability of HPC is much more strongly shaped by the 
qualities of HPC systems of U.S. origin and their markets. 

The controllability of HPC technologies today is more strongly determined by 
the quantities and qualities of systems of U.S. origin and their markets than by 
systems of foreign origin. Some U.S. HPC systems may be quite difBcult to 
control even though no comparable foreign systems exist 

While it is clear that systems at SOO Mtops are uncontrollable, the question remains whether 
there are more powerful systems that are also uncontrollable? The values of the parameters 
affecting controllability can be, and were, empirically established. The size, cost, age and 
performance of systems are easily determined from vendor literature. We obtained data on 
the size of vendors’ installed bases. While exact figures for units installed were not 
available, the data we obtained were sufficiently accurate to draw our conclusions. Some of 
this information was vendor proprietary and did not appear explicitly in the 1995 Stanford 
study; however, the data was a factor in the cotKiusions. The 1998 Stanford study, completed 
in May, updated, extended, and validated the work started in the 1995 study. 

To get a sense of the controllability of more powerful systems, it is instructive to compare an 
important class of 1990s HPC systems with their 1980s counterpart: today’s single-rack and 
desk-side multiprocessors with VAX minicomputers fit>m Digital Equipment Corporation. 
Between the late 1 970s and early 1 990s, thousands of units of the VAX 1 1 /780 and its 
successors were installed. VAXes were more controllable than the single-rack 
multiprocessors of 1995-96 and substantially more controllable than desk-side 
multiprocessors. They were physically larger and less scalable, were manufactured by a 
single U.S. company, used software unavailable from other vendors, had smaller foreign 
markets than today's systems, and were mote difficult to install and maintain. The U. S. 
singled out VAXes for control at a time when COCOM offered a much stronger multilateral 
regime for controlling computing exports than exists today. Yet, Soviet and East German 
facilities with national security priority were able to get one or more VAXes and run them 
without too much difficulty. It is likely that hundreds were obtained illegally, a few well- 
publicized intercepts notwithstanding.^ Even Syria, not a computing powerhouse by any 
measure, was able to acquire illegally and productively use VAX computers. By 1995-96, 
U.S. vendors had installed thousands of single-tack multiprocessors and tens of thousands of 
desk-side multiprocessors. The precise point at which technologies become “uncontrollable” 
is a subject for legitimate discussion. However, it is clear that controls trying to regulate the 
export of today’s single-rack and desk-side multiprocessors would be less effective than 


* During the tinai years of the USSR and GDR, some of the authors of the 1995 Stanford study observed first- 
hand illegally acquired VAXes. The U.S. Government was unaware of and unable to triKk most of the illegal 
VAX acquisitions found. Efforts to control IBM 2S6 PC clones during die late 1980s were even less 
successful. 
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those in place during the heyday of the VAX. The nature of the technology makes the task 
more challenging and the international mechanisms are weaker. 

In spite of strict COCOM export controls, Soviet, East German, and even 
Syrian organizations illegally acquired and productively used VAX 
minicomputers during the 1980s and early 1990s. Today’s single-rack and 
deskside multiprocessor HPC systems are less controllable than VAXes and 
more available to such organizations. 

The GAO report was critical of the fact that the 1995 Stanford study 

suggested only vague thresholds for [the] six factors to determine 
“uncontrollability.” For example, it noted that the threshold at which it 
becomes difficult to track numbers of units could vary from 200 to several 
thousand [10]. 

The criticism is ill-founded for two reasons. First, while extreme examples of “controllable” 
and “uncontrollable” technologies are easy to identify, many of the technologies at the center 
of the current dispute - e.g. multiprocessor workstations and servers - lie between the two 
extremes. Since controllability is partly a function of the amount of effort expended on 
control, it is more accurate to speak of such technologies as being “more controllable” and 
“less controllable” rather than “controllable” and “uncontrollable.” Second, the GAO report 
fails to point out that our report tended to be conservative in its judgments. While views 
regarding the threshold at which it becomes difficult to track individual imits did vary from 
200 to several thousand, we chose to use the conservative end of this range. The 1995 
Stanford study did not conclude that 200 machines were difficult to track. Instead, it argued 
that several thousands were. Furthermore, to ensure that the systems on which we based our 
conclusions did in fact have cumulative installed bases in the thousands or more, we did not 
consider them until they had been in production for two years. It is at this point (or sooner 
for desk-side and smaller systems) that systems become available in primary markets in 
volumes that are difficult to track, and begin to appear on the secondary markets. Secondary 
market channels are often outside the control of vendors and subsidiaries who are generally 
compliant with export regulations.’ The GAO report claims that we “asserted that as U.S. 
HPCs were sold openly for two years, their export would become uncontrollable” [10]. The 


^ A review of vendors of refurbished systems in early 1998 supported the prediction that by the end of 1997 or 
early 1998 systems with a fiill-configuration performance above 7000 Mtops would be available on the 
secondary markets. These systems included refurbished DEC AlphaServer 8400 5/300 (7,639 Mtops, 
introduced in 1995) and Sun Ultra Enterprise 4000^50, a high-end desk-side system (7,062 Mtops, introduced 
in early 1997). Vendors of refurbished systems will configure and test the system before shipping. However, 
they usually perform no on-site services, except on special request and at additional cost. In short, there are few 
efforts to control where the technology goes. Year-old desk-side systems are also widely available on the 
secondary market. For example, the AlphaServer 4 1 00 5/466 (4,033 Mtops, introduced in early 1 997) is 
available from brokers not only In the United States, but also in the Netherlands, Austria, and other countries. 
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implications are that we applied this statement to all HPC systems and claimed it as a 
sufficient factor. Both implications are incorrect For example, Cray vector pipeline systems 
that are ten years old continue to be controllable because of their small installed base and 
extensive need for on-going vendor support. We applied the two-year lag only to those 
systems that had other features that made control difficult, e.g. the single-rack symmetrical 
multiprocessor (SMP) systems. 

As the 1995 Stanford study predicted, HPC systems scalable to over 7,000 
Mtops became available in 1997 on refurbished equipment markets, outside 
the control of the original vendors. 

What is the performance of these single-rack and desk-side systems? The answer is critical 
because it shapes the performance thresholds at which policy makers may draw viable control 
thresholds. In 1995, the performance of desk-side multiprocessor systems whose installed 
base was in the tens of thousands ranged up to approximately 1500 Mtops; by 1 996 the 
performance was approximately 2500 Mtops. During these years, the performance of single- 
rack systems with installed bases in the thousands ranged up to just over 4000 Mtops in 1995 
and nearly 5000 Mtops in 1996. To understand these figures, one must understand 
scalability, one of the most important developments in the design of HPC systems in the 
1 990s. The desk-side multiprocessors and single-rack servers were designed so that users 
could purchase a small configuration consisting of a few processors, and incrementally add 
CPUs, memory, and input/output capability as their computing needs increased. In most 
cases, adding boards is an operation that is not difficult and can be performed by competent 
users in the field. In 1996, were there tens of thousands of fully configured 2500 Mtops 
desk-side systems and thousands of 4500 Mtops single-rack servers sold? No. Most units 
were installed with a quarter or a half of the maximum permitted processors. Could an end- 
user acquire a modest performance configuration legally and then upgrade it to these 
performance levels by himself or with minimal assistance? Yes. The technology is designed 
to accommodate such upgrading. Were there large numbers of installations that could be 
upgraded to these levels? Yes. Do the small number of high priority, well-heeled, 
technically competent installations that are the main targets of HPC export controls have the 
capability to do these upgrades, or to get someone to do them? Very likely. 

By 1995/1996, tens of thousands of deskside systems that could be scaled to 

2.000 Mtops by end users had been installed worldwide. At the same time, 
thousands of single-rack multiprocessors scalable by end users to between 

4.000 and 5,000 Mtops had been shipped. 

By 1997/1998, deskside systems with comparably large markets had reached 

4,000 Mtops; single-rack multiprocessors, over 7,000 Mtops. 

Such levels of computing could be obtained by the relatively small number of 
well-heeled, technically competent foreign organizations that are a threat to 
U.S. national security interests. 
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The goal of our analysis of HPC technologies and markets was to try to identify performance 
points at which the government might decide to impose controls. What we found was the 
following: By late 1995, there were tens of thousands of systems that were easily scalable to 
around 2,000 Mtops. At the same time, there were thousands of units that easily scaled to 
between 4,000 and 5,000 Mtops. Within the band from roughly 2,000 to 4,500 Mtops a 
control threshold would be unstable, in the following sense. The CTP metric is imprecise 
enough that platforms whose CTP ratings differ by 50% or more may yield comparable 
performance on a given application. Because of the density of vendor offerings in the 2,000 
to 4,500 Mtops range, any threshold drawn within this band risks making some companies 
with products just below the threshold wiimers, and companies with products just above the 
threshold losers for no clearly justifiable national security reason. Moreover, for any possible 
threshold within this band a system below the threshold can easily be upgraded to a 
performance above the threshold. 

In short, there were only two clear choices: below the 2,000 Mtops threshold, or above the 
4,500 Mtops level. Applications of national security importance that fall in-between the two 
thresholds (discussed above) and the level of effort required to control systems below 2,000 
Mtops were the basis for choosing between the two thresholds. 

In 1995-1996, systems scalable to 2,000 Mtops cost from a few tens to a few hundred 
thousand dollars, a sum easily within the budgets of most of the 200 to 300 well-heeled tier 3 
organizations of primary concern. COCOM failed to prevent such organizations from 
obtaining VAXes. Effectively enforcing a threshold below 2,000 Mtops in 1995-1996 would 
have required a multilateral control mechanism far more extensive and costly than COCOM. 
It is difficult to imagine this being possible given the budgetary constraints and the clear lack 
of international interest among the scores of countries that would have to participate. 

In 1995/1996, effective controls over systems below 2,000 Mtops would have 

required a multilateral control mechairism far more extensive and costly than 

COCOM. 

We have briefly outlined the analysis underlying the conclusions of the 1995 Stanford Study. 
Data regarding the nature of the HPC technologies and markets was empirical. While the 
study did not try to assign dollar values to the cost of control at various thresholds, the 
comparison tvith the costs and challenges faced by COCOM in trying to control a smaller 
number of more controllable systems provides a strong point of reference. To say that the 
1 995 Stanford study lacked evidence or analysis to support its conclusions is incorrect. 


Conclusion 

In conclusion, the GAO report is ill-founded in its two major criticisms of the 1995 Stanford 
study: that it did not assess the capabilities of countries of concern to use HPCs for military 
and other national security applications, and that it lacked empirical evidence or analysis to 
support its conclusion that HPCs were uncontrollable. The GAO came to these conclusions 
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because of two fundamentally unrealistic presumptions. First, it in essence assumed that the 
1979 definition of foreign availability is the only criterion that can capture the true 
availability of HPC technology throughout the world. Second, it applied an impossible 
criterion for assessing what countries of national security concern might do with HPC 
technologies. Given these two flaws, which disregard the reality of today’s technologies, 
markets, and applications, the GAO study was preordained to imply that no significant 
relaxation of export controls should have been made. 

The GAO report was preordained to imply that no significant relaxation of 
export controls should have been made because it was based on fundamentally 
unrealistic presumptions that disregard the reality of today’s HPC 
technologies, markets, and applications. 

While the 1995 Stanford study may have had shortcomings due to the lack of availability of 
ideal intelligence information, they are not those highlighted by the GAO. In fact, the 1995 
study laid the groundwork for several advances in handling HPC export controls. First, as a 
result of the study, there now exists a unifying framework reflecting the salient technical 
issues and viewpoints that can guide policy-makers toward selection of control thresholds. 

Second, policy makers have committed to revisiting the policy regularly, a key 
recommendation of the 1995 study. Previously, revision came only at widely spaced, 
irregular intervals. Consequently, stakeholders were forced to speculate oh trends far into the 
future and to take strident positions. The time between revisions is still too long, especially 
compared to the rate of technological advance. However, extreme positions are less likely 
when industry and regulatory stakeholders are confident that regular reviews will take place, 

Third, while not proposed in the 1995 Stanford study, the tiered arrangement of countries 
allows allies of the United States, and other countries that pose no national security concern 
to the United States to have little to no regulation of their ability to acquire U.S. HPC 
hardware. This, combined with reports from HPC vendors to the Department of Commerce 
on sales of systems above 2,000 Mtops, has made it possible to objectively estimate the cost 
to U.S. industry of various proposed control thresholds. By far the largest foreign HPC 
markets are in countries of little threat to U.S. national security. In 1996 and 1997, the 
number of systems between 2,000 and 7,000 Mtops exported to Tier 1 countries was over 1 0 
times the number exported to Tier 3 destinations. Above 7,000 Mtops, licensing restrictions 
limited the number of Tier 3 exports to just 0.5% of the number exported to Tier 1 countries. 
By permitting exports to Tier 1 countries to take place under general license, policy makers 
have done little to compromise U.S. national security interests, while preserving the 
competitiveness of U.S. computer companies in their most significant markets. 

Taken together, these three developments have caused the level of agreement among the 
major stakeholders to expand considerably. This point was completely overlooked in the 
GAO report. 
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GAO COMMENTS ON THE RESPONSE OF THE DEPARTMENT OF DEFENSE TO GAO REPORT 
TITLED EXPORT CONTROLS: INR)RMAT10N ON THE DECISION TO REVISE HIGH 
PERFORMANCE COMPUTER CONTROLS {GAO^SIAD-98-I96) 


The Department of Defense <DOD) stated that the national security threat and proliferation impau::t of U.S. 
exports of High Performance Computers (HPCs) to countries of concern were taken into account during the 
interagency review of computer export controls. DOD said that in developing licensing policies for the 
four “tiers” of country destinations, the identification of actual security applications with the various levels 
of computing power required for them fcwmed its analysis. This also helped DOD to determine the 
appropriate level of control and scope of safeguards required for these country destinations. 


GAO COMMENT 


Despite DOD’s comment, GAO found that DOD did not conduct a country-by-country analysis of how 
countries of concern might use HPCs at any particular performance level for military or proliferation 
purposes. GAO requested documentation to show how such an analysis might have been conducted, but 
none was provided. The principal author of the 1995 Stanford Study of HPC controllability and officials in 
DOD's Defense Technology Security Adminisuaiion (DTSA) and Defense Intelligence Agency (DIA) 
stated that they had not performed a threat assessment or analysis of other countries' use of HPCs for 
military and other national security purposes. 

DTSA officials slated that they had reviewed DOD'sown HPC applications, conducting a mirror-image 
analysis of how DOD uses HPCs above the 2,000 MTOPS level, but this review does not constitute an 
assessment of how countries of concern might use HPCs ruid what military advantages such countries could 
achieve. GAO asked the DTSA officials whether they or anyone in the executive branch had m^e a threat 
assessment or assessed the impact on national security of allowing more HPCs to go to particular countries 
of concern. DOD officials stated that such an analysis had not been performed. As GAO’s report noted, 
the former Deputy Assistant Secretary of Defense for Countcjproliferation Policy, who at the lime was 
responsible in DOD ftM* this matter, confirmed that such an analysis had not been performed. 

DOD has since convicted an analysis for the House National Security Committee of how countries of 
concern could use HPOi; hov^ver, this analysis was not conq^leted until November 1998, nearly 3 
after the decision to relax HPC export controls was made. This classified DOD analysis discussed how 
ccHinliies of concem mi;^i use HPCs fcH^ military or proliferation purpc»». 
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THE SECRETARY OF DEFENSE 

WASHINGTON. O.C. 20301 


Honorable Carl Levin 
Ranking Member 

Subcommittee on International Security, 

Proliferation and Federal Services 
Committee on Governmental Affairs 
United States Senate 
Washington, D.C. 20510-6250 

Dear Carl: 

Thank you for your letter addressing GAO’s report entitled “Export 
Controls: Information on the Decision to Revise High Performance Computer 
Controls” (GAO/NSIAD-98-196/OSD Case 1648). 

Let me assure you that the national security threat and proliferation impact 
ofU.S. exports of High Performance Computers (HPCs) to countries of concern 
were indeed taken into account during the 1995 interagency review of computer 
export controls. In developing licensing policies for the four “tiers” of country 
destinations, the identification of actual security applications with the various 
levels of computing power required for them fonned our analysis. This helped us 
determine the appropriate level of control and scope of safeguards required for 
these country destinations. With respect to the foreign availability of HPCs, our 
interagency effort in 1995 found that computers below 7000 MTOPS for Tier III 
countries were becoming widely available. In addition, the study reviewed various 
technological advances in the computer industry. The GAO Report discusses 
“scalability,” which refers to the capability to increase computer performance 
levels of a system by adding processing boards or by acquiring increasingly 
powerful microprocessors. The interagency effort determined that computers 
below the current Tier III threshold, as defined in 1995, are easily scalable, so that 
attempts to control them would be ineffective. 

Regarding your additional points, DoD does believe that the current export 
controls for HPCs are adequately protective of our national security. DoD, in 
cooperation with other relevant agencies, performs periodic reviews of HPC export 
controls, during which security threat assessments have been and will continue to 
be a central focus. 




- 



DEC 0 iS88 


Sincerely, 
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PREPARED STATEMENT OF MR. REINSCH 

Mr. Chairman, thank you for the opportunity to testify before the Subcommittee 
on export poiicy for high performance computers. The debate over computer export 
poiicy has been marked by a good deai of smoke and heat, but perhaps not as much 
iight as one couid wish, i wiii try today to expiain on the Administration's poiicy. 
its fundamentai premises are that iike it or not, rapid technoiogicai progress has 
rendered controi of high performance computers increasingiy difficuit, and that it 
is more important to our nationai security to have a heaithy computer industry sup- 
piying state of the art products to our miiitary and inteiiigence services than it is 
to attempt to controi the uncontroiiabie and jeopardize our companies' futures in the 
process. 

Four factors have shaped our thinking. The first is technoiogicai change, improve- 
ments in microprocessor design have aiiowed high performance computers to become 
ever smaiier, cheaper and faster. At the same time, improvements in micro- 
processors have made routine desk top computers capabie of performing at were 
considered supercomputer ieveis a few years ago. The second factor is giobai diffu- 
sion. We must assess reaiisticaiiy our abiiity to controi the distribution of computers 
when they are produced in the thousands or even tens of thousands and soid from 
a variety of sources around the worid. Third is the growth of paraiiei processing , 
which greatiy increases computer performance, and the concomitant abiiity of users 
to easiiy upgrade performance. Finaiiy, there is our conciusion, based on research 
and the 1995 and 1998 studies, that computer power is a secondary consideration 
for many appiications of nationai security concern. These factors— rapid techno- 
iogicai change, iimited controiiabiiity, scaiabiiity and iimited nationai security appii- 
cation— have shaped our efforts to keep our poiicy in tune with today's technoiogy 
and internationai security environment. 

in doing so we have kept in mind the nature of the computer market, which is 
a vitai eiement of U.S. economic strength. We are worid ieaders in the very competi- 
tive computer market with $2 biiiion a year in revenue, and this ieadership heips 
us across the board in the information technoiogy sector. The poiicy adopted by the 
United States in 1995 affected more than ten biiiion doiiars in exports, which sup- 
ported 140,000 jobs annuaiiy. if misappiied, export controis can profoundiy damage 
this important sector, put these jobs at risk and seriousiy damage our nationai secu- 
rity by crippiing our companies just as our nationai security estabiishment's reiiance 
on them grows. 

The competitive and increasingiy giobai market has strong impiications for export 
controis. Roughiy haif of the computers made in the United States are exported, and 
thesaiesfaii in the ranges beiow: 

• Computers capabie of up to 400 MTOPS have been soid in the miiiions. 

• Computers capabie of 400 to 1,000 MTOPS have been soid in the tens of thou- 
sands. 

• Thousands of computers capabie of 1,000 to 5,000 MTOPS range have been soid. 

• A few thousand computers capabie of 5,000 to 10,000 MTOPS have been soid. 

• Some hundreds of machines capabie of more than 10,000 MTOPS have been 
soid. 

Some of these computers can be reconfigured by their users to have much higher 
performance, and in the future, in response to market demands, more and more 
computers wiii be scaiabie. Our fundamentai reaiity is that computers which are 
avaiiabie in the thousands in markets around the worid cannot be effectiveiy con- 
troiied, even if they are buiit in the United States or based on U.S. technoiogy. The 
1995 study predicted many of these deveiopments, and everything we have iearned 
si nee then confi rms them. 

Let me turn now to the issue of technoiogicai change. Technoiogicai change means 
that computer performance is constantiy improving, creating unavoidabie pressure 
on export controis. in few other areas has the pace of technoiogicai change been so 
rapid and so dramatic as computers. Five years ago, the U.S. controiied as a super- 
computer machines with a performance of 195 MTOPS. Today's average desktop PC 
is more powerfui, and the software which can be run on it more sophisticated. 

The engine of change is the microprocessor. Computer chips are produced in the 
miiiions in piants in the United States and overseas. You are aii famiiiar with 
Moore's Law, which states that the performance of chips doubies every eighteen 
months. These performance increases are the resuit of both improved design and im- 
proved manufacturing techniques. As of August 1998, chips capabie of roughiy 500 
MTOPS are being produced in the miiiions and chips capabie of 1,800 MTOPS are 
being produced in the tens of thousands. Aithough the United States is the most 
advanced producer, piants around the worid can make these chips. Within tweive 
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months, if industry projections are correct, we can expect to see chips capabie of 
2,000 MTOPS enter into mass production. When this occurs, we wiii see saies of 
2,000 MTOPS computers numbered in the thousands, making the iimitations on our 
abiiity to maintain effective controls even more obvious than they are now. 

Other technological changes have made it easier to upgrade performance. These 
include the increased sophistication of software, the increased availability of inter- 
connect technologies which offers substantial improvements in performance and 
which may allow numbers of low level workstations to be clustered together to give 
high performance. The spread of parallel processing, which allows many micro- 
processors to work simultaneously on the same problem, has also reduced the con- 
trollability of high performance computers. 

Rapid advances in microprocessors, software, interconnects and parallel proc- 
essing mean that the performance levels once associated with giant machines can 
now be obtained by smaller and relatively inexpensive computers. The implications 
of technological progress go beyond performance. High performance computers are 
smaller, cheaper, simpler to install and maintain and more reliable. These at- 
tributes are desirable in the marketplace, but they degrade our ability to control. 

Another element of technological change could be called attainable performance 
or scalability. Manufacturers have sought to build platforms which can be easily up- 
graded through the addition of new boards. This allows users to buy computers at 
one performance threshold and then increase the performance later through up- 
grades. Some computers are designed to allow these upgrades to be performed with- 
out even turning off the machine and with system software that automatically ad- 
justs to the higher performance levels. The result is that it is possible to buy a num- 
ber of systems that perform well below 2,000 or even 1,000 MTOPS, and thus do 
not require a license for export, and then upgrade these machines to 5,000 or 6,000 
MTOPS or more. 

These technical de/elcpments pcse real problems for controllability. Faster chips 
available in the millions; smaller, cheaper and more reliable computers with per- 
formance up to 7,000 MTOPS and computers which can be exported without a li- 
cense and then upgraded to HPC performance, all have created serious limitations 
on our ability to control computer exports. 

Foreign availability— the availability of high performance computers built by for- 
eign manufacturers with foreign parts and technology— was a key determinant of 
our export policy during the Cold War. It now makes little sense and is of secondary 
importance in determining policy. We cannot realistically control the many thou- 
sands of U.S.-made computers sold freely in Europe, Asia and elsewhere. Many 
countries we sell to do not have re-export controls— in fact the New York Times re- 
cently quoted an official from a close European ally as saying that they advise their 
exporters to ignore U.S. re-export controls. We know there is a flourishing market 
in secondhand high performance computers overseas— some can be ordered directly 
over the Internet. As a result, even though the United States today dominates the 
market for high performance computers, there is a performance threshold below 
which we cannot realistically expect to maintain control of computers unless we re- 
strict sales to even our closest allies. 

That is why we have focussed on controllability— whether licensing can be effec- 
tive in restricting access to high performance computers. The studies in 1995 and 
this year suggest that HPCs are becoming less and less controllable because th^ are 
becoming smaller, cheaper, more powerful, and more reliable requiring less vendor 
support. The availability of fast, well-designed microprocessors has allowed manu- 
facturers to build more and better computers. Machines capable of 4,000 to 5,000 
MTOPS are small and easily transported. Computers well above 2,000 MTOPS are 
freely available on the global second hand market. We cannot realistically expect to 
keep the organizations responsible for weapons development in states of concern, or- 
ganizations that are technically sophisticated, well funded and which enjoy strong 
government support, from clandestinely obtaining computers with a performance 
much below 10,000 MTOPS. 

Computers are not a choke point for military production. High performance com- 
puters have attained a symbolic importance in our export control debates which 
their real utility may not warrant. The fundamental premise of critics of our policy 
is that high performance computers are essential for making advanced weaponry. 
This critique is wrong. The weapon systems found in the U.S. arsenal today— the 
tanks, airplanes, missiles and ships— were built with computers whose performance 
was below 1,000 MTOPS. These were the supercomputers of the 1980's, but today 
you can find more capable machines on many office desktops. 

We have found that the amount of computing power needed to design and manu- 
facture modern weapons, once you get over a few hundred MTOPS, is not signifi- 
cant. For example, the level of computational power used to develop all the bombs 
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in the current U.S. nuclear arsenal is less than that found today in many 
workstations. Other factors— skill in software design, access to sophisticated manu- 
facturing techniques, experience in building weapons and good test data— are much 
more important than a high performance computer. 

There are a number of applications— precise weather forecasting, computational 
fluid dynamics, and particle dynamics in particular— where high levels of computing 
power are significant, and our policy attempts to identify those and, where possible, 
protect them. This differs from those who have argued that high performance com- 
puters will give countries like China the ability to leap forward in military produc- 
tion. While HPCs no doubt provide some incremental benefit, as would a wide range 
of items, we do not believe they constitute a choke point in weapons development, 
and, as stated previously, even if they did, there are serious limitations on our abil- 
ity to control them at all but the highest levels. There is no evidence that you need 
a high performance computer to make most modern weapons, including nuclear 
weapons, or that having access to high performance computers alone will give you 
improved military-industrial capabilities. 

In fact, none of the nonproliferation regimes, the Missile Technology Control Re- 
gime, the Nuclear Suppliers Group, or the Australia Group consider computers im- 
portant enough to control. The members of these regimes decided that computers 
are not essential for production of these weapons systems. The only regime which 
controls computers is the Wassenaar Arrangement, which inherited the old eco- 
nomic warfare controls aimed at the Soviet Union. These controls did not, in the 
end, work very well in preventing the Soviet bloc from getting its hands on widely 
available computers. They were helpful in keeping big machines that require exten- 
sive support out of enemy hands but failed to stop computers available in the thou- 
sands sold freely at relatively low prices around the globe without significant vendor 
support. We would do well to remember this lesson because what we are experi- 
encing now is essentially an acceleration in the rate that ever-higher performing 
computers are becoming widely available. In other words, we can still control the 
high end, but whereas that used to be measured in hundreds of MTOPS; now it is 
measured in ten thousands. 

The United States currently dominates the high performance computer market, 
in part because of the realistic computer export policy we adopted in 1995. Tighter 
controls would penalize U.S. firms for winning the high performance computer com- 
petition. Our firms' strength has driven most producers from all but the low end 
of the market and discouraged others from entering. Export controls, like any gov- 
ernment intervention, can, however, reverse that situation. Controls at too low a 
level act as a subsidy for our foreign competitors, damage our national security, and 
cost the American economy exports and jobs. 

Maintaining our status as world leader in information technology and computer 
manufacturing is critical to both our economic growth and our national security. Ex- 
ports account for roughly half the revenues of U.S. computer companies. Ill-advised 
export controls would put this vital sector at risk and at the same time compromise 
our security by making it harder for the Pentagon to obtain the cutting edge tech- 
nology it needs. Events since 1995 have confirmed we are on the right course, and 
I hope the Congress will support the administration as it moves into a new review 
of control parameters. 
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The Great Technology Giveaway? 

Trading with Potential Foes 
Michael Hirsh 


For all its nuclear peril, the Cold War 
was in some ways a reassuring time. The 
enemy was clear, and so were Americas 
choices, or at least it often seemed. So 
perhaps Congress can be forgiven for 
reverting to its Cold War reflexes when 
con&onted with a sudden series of 
proliferation issues last spring. On May 
11, India exploded several nuclear dewces, 
becoming the first nation in three decades 
to declare itself a new member of the 
nuclear club. A few da)rs later came the 
shocking allegation that two U.S. satellite 
companies, Loral Space & Communica- 
tions and Hughes Electronics, had violated 
U.S. export restrictions by helping Beijing 
to improve its missile guidance systems — 
and, presumably, the aim of a handful of 
Chinese intercontinental ballistic missiles 
targeted at U.S. cities. Then on May 28, 
Pakistan set off its own nuclear tests, an 
event unconnected to the China contro- 
versy but one that seemed, nonetheless, 
to be insidiously linked. Pakistani Prime 
Minister Nawaz Sharif, after all, made a 
point of thanking the Chinese for their 
technical help on the bomb. 


Suddenly, a world long decompressed 
ftom the Cold War seemed to be back on 
the brink. Only this time. Dr. Strangelove 
had a Chinese face. On May 20, the 
House voted overwhelmingly to ban the 
sale and launching of U.S. satellites in 
China. After Ae Pakistani tests. Congress 
also approved a $2.5 million investigation 
of all technology transfers to China. 
America’s national security, declared 
some pohticians, was being sacrificed at 
Ae altar of commerce. BoA Republicans 
and Democrats accused Ae Clinton 
administration of carelessly liberalizing 
high-tech trade wiA China — encourag^ 
perhaps, by $1 million campaign dona- 
tions from Ae likes of Loral chief Bernard 
L. Schwartz — and engaging Beijing wi A 
a stream of deals Aat were helping to 
transform 'wAat is still a large developing 
nation into a zist century superpower. 

That, anyhow, was Ae perception. 
Despite Ae amicable Clinton-Jiang 
summit in late June, it is a perception 
that has endured. But the truth is that 
such thinking is a dangerous anachronism. 
Demonizing China, a nation clearly in 


Michael Hirsh is Nnusiueei’s Economics Correspondent, based in 
Washington. 
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transition, may prove to be a sclf-fiiffiUing 
prophecy, unnecessarily fostering Cold 
War II. Even mote important. Congress’ 
reaction is a technological throwback; its 
worst mistake is not in misunderstanding 
China, but in failing to comprehend the 
transformation going on before its own 
eyes in the U.S. economy. The idea that 
national security and commercial interests 
trade off — that every time you sell a 
satellite overseas, you make a profit but 
lose a little bit of your military edge — 
harks back to a time when cia bean 
counters worried over every uptick in 
Soviet technology, and when the U.S. 
defense industry was sequestered in top- 
secret grandeur, spending untold billions 
on weapons designed exclusively for the 
Pentagon, with older-generation models 
going to America’s Cold War allies. 

Today the situation could not be more 
di&ent Quieti^, without most Americans 
noticing, a revolution has turned the U.S. 
defense industry upside down. Very little 
is custom-made for the Pentagon. So 
reduced is its procurement budget — at 
about {50 billion, it is now about one- 
third wrhat it was at the start of the 
decade — that few defense contractors 
could survive without a heavy diet of 
commercial and overseas contracts. As a 
result, by necessity, the defense industry has 
pown dvdianized. Now mudi of die best 
defense technology — like naval propulsion, 
efectronics, and command-and-control 
tdeconununications — is comity from the 
commerdal sector. Dual use has become 
the rule and not the exception. Apart 
from a handful of quasi-monopolistic 
contractors like Lockheed Martin 
and Newport News ShifAmUding, “the 
industry is reconstituting itself into a 
commercially oriented business that also 

FOREIGN AFFAIRS 


happens to have defense customers," said 
John R. Harbison, a long-time defense 
analyst for Booz, Allen & Hamilton, in 
an interview in June. 

NOBODY BEATS THE WIZ 
What that means is that, more than ever 
before, national security and commerce 
have become mutually reinforcing, not 
competing, interests. America’s defense 
edge is part and parcel of its commercial 
prowess. And that prowess in turn depends 
on exports and a global leadership role 
for American business. Indeed, banning 
Loral, Hughes, and other satellite compa- 
nies fiom competing for buriness in China 
would probably harm America’s national 
security more than letting their prize tech- 
nolc^es slip into Beijing’s hand^ i^ch, 
in any case, almost never happens. 

'This growing reliance on commercial 
technology has been a long-term trend, 
one set in motion well before Bemie 
Schwartz ever met Bill Clinton. And it 
is probably irreversible, gjven how far 
ahead the commercial sector is already. 
“Once upon a time we had the resources 
in this department to lead the field,* Paul 
G. Kaminski, the former Defense under 
secretary for acquisition and technology, 
told me in an interview shortly before 
he left office last year. *So if something 
intec«ted us like die deveh^ment of 
transistors or computers in missiles, we 
led the pack in developing it’ Hence, 
for example, the Internet frunously b^an 
as a highly classified data transmission 
network linking U.S. nuclear weapons 
labs. But three decades or so ago that 
balance began to change, and today it has 
become too eiqiensive for the Defense 
Department to build new technology 
from scratch on “milspec,” or military 
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specifications. “I think the amount spent 
on research in the Department of Defense 
was surpassed commercially in 1965,” said 
Kaminski. “The disparity has grown ever 
more since,” especially since the end of 
the Cold War. Kaminski told of sending 
a Defense Science Board task force to 
Bosnia to examine how the U.S. military 
was doing in supplying intelligence to 
forward-based troops. “They said, ‘pretty 
badly,’” he recalled. “They said there were 
better modems in the corner store. So we 
put in place a fix, leasing a transponder on 
a commercial satellite. There was a 3,000- 
fold improvement. The only thing we 
needed was encryption.” 

SATELLITES SCHMATELLITES 

Satellites are a good example of how 
dramatically the Cold War order has 
been overturned. Once developed largely 
for spying and command and control, 
satellites have become the building 
blocks of an immense new commercial 
space industry. Last year was the fiirst 
time that Vandenbcig Air Force Base 
sent up more commercial than military 
payloads. “The U.S. military is now a 
minority user on its own ramps,” Gil I. 
Klinger, the deputy under secretary of 
defense for space, told my colleague John 
Barry, Newsweek’s defense correspondent, 
last spring. “Now we are chasing furiously 
behind the commercial usen.” In &ct, 
several of the main U.S. defense satellite 
constellations are nearly obsolete, and 
intelligence sources say the Pentagon 
intends to go commercial to replace them. 

No worry there, you might think: the 
United States is still far and away the 
world leader in this Jay billion commercial 
industry, which could grow to be worth 
as much as $170 billion by 2007. But 


others, like the Europeans, are close be- 
hind. And competition is intense. About 
1,700 commercial satellite launches are 
projected for the next ten years, and 
there is a nearly three-year global backlog 
for launcher space. At present only four 
countries — the United States, Russia, 
France, and China — supply it. Launch 
schedules are crucial to competitiveness: 
when customers like CNN buy satellites 
or time on satellites from Loral or Hughes, 
they pay for it up front, and they do not 
get revenue until the satellite is aloft. So, 
to stay competitive, sellers like Loral 
need to minimize the time lag between 
purchase and launch. “If you cut our 
guys out of one of four satellite launchers 
in the world, it puts them at a significant 
competitive disadvantage,” William A. 
Reinsch, under secretary of commerce 
for export administration, said in an inter- 
view in June. “Say the nearest launch 
window is in two years for U.S. satellites, 
and the Germans come in and say, ‘Oh, 
by the way, we’ll launch on Chiita and 
they’ve got a window 9 months from now.’ 
That’s a 15-month revenue stream I can’t 
get if I buy the American satellite." 

Some critics point out that more 
countries are planning to offer launch 
services. But few experts dispute that a 
competitive rush is on and that the 
launch bottlenecks are staggering. Any 
loss of business for U.S. satellite companies 
may translate into a lost defense ed^ for 
the Pentagon down the line — especially 
since military and civilian satellite tech- 
nology is so similar. The message is 
plain: to react to the putative threat firom 
China by banning satellite sales to that 
country is to cut off Uncle Sam’s nose to 
spite his face. There are side benefits to 
America’s commercial dominance as well: 
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U.S. intelligence, for instance, is helped 
far more if the Chinese military uses U.S. 
commercial satellites than it would be if 
China developed its own hard-wired, 
secure military alternative. 

THE L.L. BEAN THREAT 

The vibrancy of America's industrial 
base, of course, was also key to winning 
the Cold War. The Soviet Union was 
essentially bankrupted out of existence, 
not defeated on the battlefield. But the 
relationship between economics and 
national security was then an indirect 
one: a strong U.S. economy produced 
the taxes needed to supply the trillions 
of dollars plowed into defense. We all 
recall the hundreds of contractors who 
in&mously slurped billions from the 


public trough, coughing back Sa billion 
stealth bombers and t6oo hammers. Now 
that defense complex has been reduced to 
a handful of supersuivivors like Lockheed 
Martin, Boeing, and a few others that 
emerged fiom the flurry of mergers and 
acquisitions in the 1990s. This is one 
reason the United States is helping itself 
to a peace dividend that now includes a 
balanced budget. Indeed, if fliere is any 
issue Congress should be examining, it is 
whether defense consolidation has gone 
too far. In some platform sectors, like 
heavy tanks and nuclear carriers, only one 
monopoly supplier effectively remains 
where there were once two or more. That 
is why the Justice Department prevented 
the recent merger of giants Lockheed 
Martin and Northrop Grumman. 
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Another factor driving this revolution — 
and one that is also irreversible — is that 
more and more countries produce the 
same dual-use equipment. Take another 
controversial export case involving state- 
of-the-art machine tool equipment 
made by McDonnell Douglas, which 
was diverted to a Chinese military plant 
in 1995, possibly for cruise missile pro- 
duction. You would not know it from 
the hue and cry in Washington, but the 
Germans had sold the Chinese similar 
milling machines years before. A similar 
critique can be made of the recent con- 
troversy over an encrypted circuit board 
supposedly stolen by the Chinese after 
the 1996 crash of a rocket carrying a Loral 
satellite. In truth, that encryption is so 
old and widespread it is probably worthless. 
One industry survey last fall found that 
653 encryption produas were now available 
from 29 different nations. Norman R. 
Augustine, the recently retired head of 
Lockheed-Martin and a key force behind 
the industry’s consolidation, says that much 
of the state-of-the-art technology that 
drives defense is “fungible. I think it’s just 
not possible to keep it in the box anymore.” 

One problem for those who do want 
to keep it in a box is that the line dividing 
military technologies from civilian ones is 
constantly receding. One by one, com- 
mercial uses are being found for formerly 
military technologies — another peace div- 
idend. Night vision goggles are important 
military equipment, covered as munitions 
by the State Department, but they are also 
available in the L.L. Bean catalog. Global 
positioning satellites, once intended for 
guiding ballistic missiles, today arc within 
reach of every backpacker and car owner, 
around 250,000 cps receivers are sold each 
month (although here the government, in 


a national emergency, could seize control 
of the network in a wink). Or consider 
chips hardened to withstand radiation. 
Once devised because the U.S. military 
wanted to protect its satellites from attack, 
today there is a civilian clamor for them. 
Fearing cyclical spikes in solar activity, 
companies hope to use them to preempt 
pager blackouts. 

Just as important, warfare is getting 
increasingly high-tech and computerized, 
and it will only become more so as the 
21st century brings electronic battlefields. 
Silicon Valley is crucial to the military- 
industrial complex of the future. Whereas 
the portion of the Defense Department’s 
R8cD procurement budget devoted to 
electronics was just one percent a couple 
of decades ago, now it is nearly half. 
Computer technology accounts for 
much of this increase. In 1995 the Clinton 
administration authorized an independent 
study, which was followed by an internal 
administration review, that concluded 
that the ability to design and make nuclear 
weapons — a key reason for export controls 
on computers — had long since flovm the 
coop. At the same time. Defense Secretary 
William J. Perry came to realize that 
top-grade supercomputers were going to 
be necessary for 21st century warfare — 
determining everything from warhead 
design to weather patterns in the Adriatic 
Sea in the event of a nato air strike. But 
“if you examine our high performance 
computer companies, of which there are 
now only seven, every single one of them 
gets mote than 50 percent of its revenues 
from exports,” says Reinsch. “Perry under- 
stood that if you rely on the Pentagon as 
your computer market you’re going to 
go broke. The only way these guys are 
going to stay in business and make new- 
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generation products that the Pentagon 
can buy is if they’re out in the marketplace 
leading the way in exports." Clinton, as a 
result, has constantly raised the export 
threshold for supercomputers, allowing 
more and more powerful machines to be 
sold abroad without a license, 

THE LAST SUPPER 

One of the great ironies of the satellite 
scandal is that the Pentagon has been 
portrayed by press reports as the agency 
most worried by the national security 
threat allegedly posed by Loral and 
Hughes. But it was former Pentagon 
chief Perry who was the brains behind 
putting defense technologies up for sale. 

It was Perry, then deputy defense secretary, 
who one night in 1993 gathered the 
biggest names in the arms industry and 
announced, at what became known as 
the Last Supper, that about half of them 
would soon disappear from the Pentagon’s 
payroll, victims of post-Cold War budget 
cuts. Then, in June 1994, Perry issued a 
momentous memo making commercial 
rather than military spedfications the 
norm fr>r Pentagon purchases. That same 
year he oversaw the dissolution of Cocom, 
the Sovuet-cra Coordinating Committee 
for Multilateral Export Controls, and 
opened the way to the overseas sales of 
almost all computer and telecommunica- 
tions equipment without export licenses. 
Such licenses once would have made these 
deals ill^al wdthout U.S. government 
approval. As a result, the number of licens- 
cases involving potentially dual-use 
technolt^ abroad dropped from a high of 
uo,ooo per year under the Reagan admin- 
istration to frwer than 9,000 cases by 1996. 

The Perry doctrine enraged the hard- 
liners in the Defense Department’s Defense 


Technology Securiry Administration, a 
Reagan-era body whose raison d’etre is 
keeping wraps on dual-use goods — and 
which has been mainly responsible for 
press leaks on the satellite issue. But the 
policy met with a willing audience at the 
Commerce Department, which began 
trumpeting export promotion under 
Secretary Ron Brown. Hence the seeds 
of the current scandal were sown: U.S. 
exporters loved the policy and began 
pushing for ever more market openings. 
Under intense corporate lobbying — by 
such big political donors and high-tech 
China exporters as Hughes, AT&T, 
Loral, and United Technologies — more 
and more equipment was redefined as 
dual-use rather than munitions, which 
puts it under the perusal of the State 
Department, and moved to a fast-track 
approval process at Commerce. 

Perry had simply decided that in the 
post-Cold War era it was all but impossible 
to halt the global flow of dual-use tech- 
nologies, and diat America had to go with 
the flow to keep its industries alive. Tme, 
many of these new exports dovetailed 
nicely with Beijing’s high-tech wish list, 
but they also made eminent sense in the 
new commercialized environment. Indeed, 
there was not much choke. “I think the 
criterion [for export control] is whether 
or not we are sole possessors of the tech- 
nology,” Perry explained in an interview 
last year, before the current controversy 
erupted. “There was a consistent effort 
during the wdiole time I was in the govern- 
ment to reach agreement with Western 
countries on a unified approach to tech- 
nology control . . . We did not have much 
success.” At the same time export fever 
began to overtake the Europeans, who 
were anxious about their own ailing defense 
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industries. The government did manage 
to replace Cocom in 1996 with something 
called the Wassenaar arrangement, a less 
formal accord among Western countries 
for keeping a lid on military-related ex- 
ports. But with the exception of a few 
targeted rogue nations such as Libya, it 
is proving to be mostly a paper tiger. 

ONE STEP AHEAD 

None of this means the West should just 
drop efforts at export control. Nor does 
it belie the potential seriousness of the 
allegation against Loral and Hughes. Both 
weapons sales and dual-use technologies 
that clearly contribute to missile, nuclear, 
or biochemical weapons production need 
to be assiduously monitored, even with 
all the headaches of doing so. And they 
are, at least under law: if it is true that 
these two satellite companies evaded the 
requited State Department approval before 
passing on missile guidance information 
to China, that would be an indisputable 
vdolation of U.S. export controls. But it is 
important to remember that for now the 
allegation remains a singular one, hardly 
something that would justify banning all 
satellite exports to China. Contrary to 
reports, the Pentagon is sharply divided 
over whether national security was 
harmed at aM. 

The changing nature of technology and 
geopolitics also means that Washington 
must keep refining export controls. A 
General Accounting Office report on 
another dual-use controversy — involving 
the sale of AT8cT switching equipment 
to a People s Liberation Army^affiliated 
company — criticized the Commerce 
Department on this score in November 
1996. It pointed out that, under loosened 
Commerce rules, companies are pretty 


much on their own in determining who 
is a civilian versus a military end user in 
China, but it concluded that Commerce 
does not “offer any guidance on how” to 
do so. Before high-tech exports were 
liberalized, when companies were forced 
to apply for an export license, the gao 
report noted, the Commerce Department 
would conduct its own review “using 
available government resources such as 
embassy personnel and intelligence re- 
ports.” It noted that exporters “do not 
have such resources available to them 
when making a civil end-user determina- 
tion.” Commerce has responded, creating 
a blacklist with 28 suspect end users. 

The larger point, however, is that 
America’s export control policy can no 
longer be to close down its borders. In 
an era of open technology transfer, the 
centerpiece of any viable strategy must 
be to keep one’s industries running faster 
than the next economy’s. U.S. policy 
should be twofold: to promote U.S. 
commercial leadership in dual-use 
technologies, and to maintain tough 
but reasonable export monitoring that 
will slow — even if it does not stop — 
the acquisition of those technologies 
by potential enemies. America’s national 
security will be assured as long as the 
Chinese (or, through them, the Iranians 
or Pakistanis) are always lagging a few 
product cycles behind. But that is about 
all that can be done. “There’s going to 
be a lot more slippage and leakage,” says 
former Assistant Defense Secretary 
Joseph S. Nye, Jr. “This technology is 
broadly shared, and the sense of threat 
[about China] isn’t broadly shared.” 

Unfortunately, the Clinton administra- 
tion has done a wretched job of articulating 
this new reality. It is another example of 


[ 8 ] 


FOREIGN Volume yy Nos 



133 


The Great Technology Giveaway? 

how the president’s essentia] centrism — 
and, perhaps, the taint of scandal — have 
prevented him from breaking new con- 
ceptual ground and seizing the mantle 
of real leadership. FDR described great 
presidents as “leaders of thought at times 
when certain ideas in the life of the nation 
had to be clarified.” Clinton continues to 
justify his technology transfer policy by 
pointing out that he is only following 
what President Bush did, an irony much 
noted to his detriment, since Clinton 
notoriously attacked Bush’s engagement 
policy, and by focusing on the negative — 
in other words, what the United States 
does not allow China to have. Or he 
makes the same droning point about 
China trade being crucial to U.S. 
jobs. ’What no one has explained is that 
trade — yes, trade with China — may well 
be crucial to U.S. national security. Maybe 
that is why the comprehension of this 
new paradigm is sinking in so slowly, 
especially on Capitol Hill.® 
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